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Abstract –Presently, Internet is used all over the world for different purposes and people take advantage of it in almost all 
possible ways. But at the same time there are large number of attackers and hackers which can harm the user and his/her 
information that is transmitting through the internet. One of the major internet security threats is Botnet. In order to handle 
these types of internet security threats, different techniques and tools have been developed. Botnet is the association of large 
number of compromised computer systems called Bots that work collective in order to perform the malicious purpose. The 
malicious activities supported by Botnet are Distributed Denial Of Service (DDoS) attacks, Spamming of emails, Phishing 
and creating the illegal computer systems to cause exchange of harmful material. The Botnet differentiates itself from other 
malicious softwares by having the ability to work under its originator called Botmaster or BotHeader that uses the Command 
and Control(C&C) Server to forward its commands to the Bots. In this paper, we have given the general idea about how 
Botnet performs the malicious activities and various techniques that are used for the revelation of the Botnet.  Later, we 
propose a Unified framework for detecting the Botnet that helps in securing the network traffic, exchanging over the internet.  
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I. INTRODUCTION 
 
Botnets are emerging threat with hundreds of millions 
of computers infected. Botnets have become a severe 
global Internet threat. A “Botnet” consists of a 
network of unprotected computers controlled by an 
attacker (“Botmaster”). It is a collection of software 
robots, or bots, which run automatically. They run on 
groups of zombie computers controlled remotely by 
the attacker. Bots are used to perform a wide variety 
of malicious and harmful actions against systems and 
services like distributed denial of service (DDoS) 
attack, spam campaigns, and phishing activity. The 
size of the Botnet may differ from tens and hundreds 
to few thousands. Most of the times, the host machine 
does not know that it is compromised [[1],[2],[3]]. In 
fact, the system which we are using can also be a part 
of Botnet. The attacker first exploits the unprotected 
system by usually Trojans and once the system gets 
infected, it comes under the control of the Botmaster. 
The Command and Control(C&C) Server is used for 
sending command to the bots. The C&C server 
connects the Botmaster with the Bots. Botnet may 
have none, one or many C&C Servers. The C&C 
Server receives the commands from the Botmaster, 
forwards them to the botnet and then sends the 
reports back to the Botmaster. Botnets are used to 
perform DDOS attacks against the number of targets 
including government and even other botnets.   
 
It is possible to re-program or update the botnet node 
software after it has infected a system Polymorphism 
and Rootkitting are two of the most common 
techniques in use. In polymorphism, the malware 
code changes with every new infection in order to 
avoid being detected by the anti-virus. In rootkitting, 
the installed malware called “rootkit” is activated 
each time a system boots up. The rootkits are not easy 
to detect because they are activated before the 

Operating System of any system has completely 
booted up [[4], [5], [6]]. The Botnet Life Cycle  
consists of five phases .Figure 1 below shows the life 
cycle of the botnet.  
 

 
Figure1: Botnet Life Cycle 

 
In the first phase, the Botmaster, which is the attcaker 
expoits the vulnerable system by sending malicious 
progarms to it like Trojans and therefore, this phase is 
known as preliminary infection phase.This gives back 
door entry to the BotHearer.  In the second phase, the 
infected system downloads and installs the bot binary 
into itself. Once the bot program is installed in the 
exploited system, it starts behaving like a Bot and 
therefore is known as Secondary injection phase. In 
the third phase, the bot send query to the DNS server 
in order to get the address of the C&C Server. The 
moment the bot gets the address, it joins to the C&C 
Server and authenticates itself to it.The C&C 
Connection is made by the bot program that was 
installed in the victim system which has now become 
a bot. Once the C&C connection is established, the 
newly made bot becomes the part of the botmaster’s  
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botnet army and is now ready to act according to the 
commands that it receives from the C&C Server[[6] , 
[7]]. In the fourth phase, bot master relays the 
commands to the bot through various mechanisms 
such as HTTP or IRC server to direct the bot in 
performing the attack. The Last Phase is related to the 
up-gradation and Continuance of the malware so that 
the botmaster is kept up to date with the botnet army 
for future co-ordinated attacks. 
 
Section 1 defines the introduction of Botnet , Section 
2 demonstrates the related work on the Botnet , 
Section 3 describes the Botnet Revelation and various 
Revelation techniques for detecting the Botnets , 
Section 4 presents the proposed idea , and Section 5 
discusses  the various research challenges and 
conclusion. 
 
II. RELATED WORK 
 
Large number of work has been done on the detection 
of the botnets. The detection techniques mostly used 
by the researchers include Signature based, Anomaly 
based, Network based, Host based and Data mining 
based techniques. In the earlier days, Signature based 
techniques were used for detecting the botnets but it 
quickly lost importance when it could not find the 
unknown bots. A number of passive techniques like 
honeypots, analysis of flow records, and analysis of 
spam records, packet inspection, and analysis of 
application log files, DNS-based approaches, and 
evaluation of anti-virus software feedback are 
examined. Active detection techniques like 
infiltration, detecting fast-flux networks, DNS cache 
snooping, sinkholing, IRC-based botnets detection 
and P2P botnets detection are examined. Various 
botnet mitigation schemes are illustrated too. The 
survey [8] offers botnets history, components of a 
botnet, characteristics of a bot, life cycle of botnets 
and architectural designs. It also classifies botnet 
detection techniques into two categories, host-based 
and network-based techniques. However [[8], [9]] do 
not focus on real world botnets.  
Botnet detection methods are classified in two 
categories namely honeynets and passive traffic [10]. 
Several data sources for botnet detection are 
enumerated [11]. The evadability of detection 
methods are also studied [12]. The evasion cost is 
proposed as a measure of how good each method is. 
This cost represents the complexity of the evasion 
technique and the utility lost by the botnet when the 
evasion technique is successful. The detection 
techniques are classified into four classes namely 
signature-based, anomaly-based, Domain Name 
System (DNS)-based and mining-based techniques 
[1]. This is the first survey to use capabilities in a 
comparison table of detection techniques - ability to 
detect unknown bots, capability of botnet detection 
regardless of botnet protocol, encrypted command-
and-control (C&C) channels and structure, real-time 

detection and accuracy. Several botnet detection and 
tracing methods are analyzed [13]. They are separated 
into honeypot-based, IRC-based and DNS-based 
methods. The IRC-based category is separated into 
traffic analysis-based and anomaly activities-based 
methods. A topology of network-based and anomaly-
based detection systems is presented [14].  Another 
research work has implemented an algorithm for 
detecting a botnet. The authors mention features of 
botnet DNS traffic that is distinguishable from 
legitimate DNS traffic. They defined the key feature 
of DNS traffic called group activity, as they studied 
and grasped botnets behavior. They developed an 
algorithm that differentiates a botnet DNS query by 
using group activity feature.     
 
III. BOTNET REVELATION 
 
    In order to detect attacks from botnet, many 
researchers concentrated on analyzing the 
characteristic of packet [[53], [54] , [55]]. Via 
different methodology of analyzing attacks, attacks 
from botnet are detected and some standards are 
computed to evaluate the performance of the 
methodology [11]. Al-Ahmad et al. [29] used a 
Sniffer program that performed monitoring function. 
All the message that are exchanged between the bots 
and the botmaster ,the IP header of TCP were 
captured and then discrimination was made between 
the legal and illegal activities by using statistical 
chart. Garcia et al. [59] used the EM Clustering 
algorithm for the detection of synchronization in bots 
and for the detection of the behaviour of the botnets . 
The EM algorithm is used for the clustering of the 
time slices that have been divided while seeking to 
the detection of synchronization Jianbo et al. [65] 
proposed an algorithm based on the analysis of flow.  
 
After the preprocessing of flow grasped from layer 3 
switches, it gets three vectors, such as source IP, 
destination IP and package size, then defines 
reasonable sliding window of time, does dynamic 
analysis based on the algorithm of connection rate. 
Steinberger et al. [61] used different techniques for 
the detection of anomaly and for mitigating the 
botnets at the internet scale. Xiang et al. [60] 
provided a new mitigation technique that promoted 
the development of more efficient countermeasures 
against advanced botnets. Zhao et al. [9] presented a 
system for the detection of botnet activity in both the 
command and control and attack phase. The botnet 
detection techniques can be categorized as follows: 
Honeypot and Honeynet, IRC-based detection , and 
others like IDS (Intrusion Detection System),Firewall 
etc. Figure 2 shows the pictorial representation of the 
botnet detection techniques. 
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Figure 2: Botnet Detection Techniques 
 
1.1   Honeypot and Honeynet 
 
The first and the most general approach for detecting 
and tracing the botnets is the use of honeypots, where 
a subset pretends to be compromised by a Trojan, but 
actually observing the behavior of attackers, enables 
the controlling hosts to be identified[15]. Bethencourt 
et al. have successfully identified honeypots by using 
intelligent probing according to public report 
statistics. Honeypot and active responders are used to 
collect bot binaries. Then, pretend to join the botnet 
as a compromised machine by running bots on the 
honeypots and permitting them to access the IRC 
Server. In [16], Zou and Cunningham have proposed 
another methodology for honeypot detctio based on 
independent software and hardware .The useful 
information gathered by the honeypot is: Signature of 
bots for content-based detection, information of 
botnet C&C mechanism/Servers, unknown security 
holes that enable the bots to penetrate the network, 
tools and techniques that are used by the attack and 
finally the motivation of the attacker. In [17], the 
author has used has used honeypot to track and 
generate botnets in the network and generate an early 
report for understanding the consequences of botnets. 
Nepenthe [18] is the example of low interaction 
honeypot that simulate some vulnerability and 
provides some features for the collection of malware 
binaries [19]. The drawback of this technique is that 
the limited scale of exploited activities can be 
tracked. It can only give report for infection machines 
that are anticipated and put in the network as trap 
system. It can’t give a report for those computers that 
are infected with bot in the network [19]. It can’t 
capture the bots that use the method of propagation 
other than scanning e.g, spam. So we can come to the 
conclusion that generally in this technique we have to 
wait until one bot in the network infect our system 
and then we can track or analyze the machine. 
 
3.2 IRC-Based Detection  
One of the simplest ways to detect this kind of 
botnets is to sniff traffic on common IRC ports, and 
then check if the payloads march the strings in the 
knowledge database [15]. Racine found IRC-based 

bots were oftidle and only responded upon receiving 
a specific instruction [20] .Therefore; the connections 
with such features can be marked as potential 
enemies. In [3], Rajab et al. introduced a modified 
IRC client called IRC tracker that was able to connect 
the IRC Server and reply the queries automatically.  
The IRC tracker could instantiate a new IRC session 
to the IRC Server, if the template and the relevant 
fingerprint are given.                  
 In [21] , the real traffic on IRC communication ports 
ranging from 6666 to 6669 was observed by authors . 
It was found that some IRC client repeated sending 
the login information while the denied their 
connections. Depending on the results of the 
experiment, they claimed that the bots would repeat 
these actions at certain intervals after denying by the 
IRC Server, and those time intervals are different. 
Nevertheless, they did not consider a real IRC-based 
botnet attack into their experiment. IRC-based 
Detection technique can be categorized into: 
Detection based on traffic Analysis and Detection 
based on Anomaly Activities.  
 
3.2.1   Detection based on Traffic/Flow Analysis                                                                                                          
The main objective is to extract feature information 
on the packets from the traffic and match pattern 
registered in the knowledge base of existing bots. 
Although it is easy to carry on by simply comparing 
every byte in the packet, but it has several demerits 
[21]. It should always update the knowledge base 
with new signatures. Before the knowledge bases are 
patched, the new bots may launch attacks.  In [22], 
Sroufe et al, proposed a different method for 
detecting the botnets.  
 
Their method can effectively and automatically 
identify the spam or bots.The main idea is to extract 
the shape of email by applying the Gaussian Kernel 
density estimator [22]. In [[23], [24], [25]], 
flow/traffic analysis is used to detect the attacks from 
botnet. It can be divided into the four steps: Packet 
monitoring phase, Data preprocessing phase, 
revealing phase, and Analysis phase, the diagram of 
which is shown below in Figure 3. 
 

 
Figure 3: The four steps of Traffic Analysis Botnet Detection 

Technique 
 
In Packet Monitoring Phase, packet sniffer is used to 
monitor the packets. In Data Preprocessing Phase, the 
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data is recalculated in the form so that they can be 
used to detect the attacks. In revealing Phase, the 
normal data and abnormal data are distinguished. In 
the Analysis Phase, the performance of the packets is 
evaluated. The Traffic /Flow Analysis detection 
technique can be categorized into the following: 
3.2.1.1 Signature Based Detection – This technique 
maintains a database of known bots or attacks and 
compares the characteristics of netwok traffic with 
the known bots present in the database. This 
technique is considered as an efficient technique for 
detecting known bots. The bots are detected quickly 
with almost zero false positive rates and needs less 
system resources. The major drawback of this 
technique is that it can’t be used for detecting the 
unknown bots.For example Snort, which is an 
Intrusion Detection System, monitors network traffic 
to find signature of existing bots. 
 
3.2.1.2 DNS Based Detection – This detection 
technique is based on the particular DNS information 
that is shared by the botnet and C&C. These are 
similar to anomaly detection techniques. Bots 
typically initiate connection with C&C Server to get 
commands. For accessing the C&C Server, bots 
perform DNS queries in order to locate the particular 
C&C Server which is hosted by the DDNS provider. 
Therefore it is possible to Detect botnet DNS traffic 
by DNS monitoring and detect DNS traffic 
anomalies[[26] , [27]].During this stage, a detection 
mechanism is provided to analyze DNS traffic, detect 
possible communication instabilities and detect DNS 
anomalies (Choi, Lee et al. 2007; Villamarín-
Salomón and Brustoloni 2008). Normally bots 
communicate within a single administrative domain 
and it is easy to measure the relationship between the 
bots and the C&C mechanism by analyzing different 
domain attributes such as the lifetime of the domain, 
TTL of the query, page ranking of domains, and how 
frequently a query is applied. 
 
3.2.1.2 Data Mining Based Detection –This technique 
uses the data clustering, machine learning and 
classification for the revelation of botnets. Identifying 
botnet C&C traffic is one of the effective methods for 
detecting the botnets. Botnet C&C traffic is different 
to detect. Since normal protocols are used by the 
botnets for C&C communication; the C&C traffic is 
not high volume and does not cause high network 
latency. Thus anomaly-based methods are not useful 
to identify botnet C&C Server traffic. The common 
approach which applies data mining technique for the 
detection of botnet C&C traffic is Botminner [28]. It 
is an improvement and advancement of Botsniffer 
[29]. The similar malicious traffic and 
communication traffic are gathered by Botminner. 
After that, it performs the cross cluster correlation in 
order to identify the hosts that share both similar 
communication patterns and similar malicious 
activity patterns .It has the capability to detect the real 

world botnets including IRC-based, HTTP based, and 
P2P botnet with a very low false positive rate [28]. 
 
3.2.2 Detection Based on Anomaly Activities 
This technique monitors any behavior that is 
abnormal by studying the normal behavior and 
statistics of the system. The characteristics studied are 
high volume of data, high network latency, traffic on 
unusual ports, etc. Therefore it can be concluded that 
this technique can also the unknown bots.This 
method is very efficient in detecting unknown bots 
and comprise of two phases- Training and Detection 
phase. In the training phase, the normal behavior 
system (in the absence of an attack) is observed and a 
profile is created, using machine learning techniques. 
In the detection phase, the current behavior of the 
system is compared to the created profile. However, it 
may use a lot of system resources as it has to 
constantly update the user and system profiles and it 
also generates a high false positive alarm [30]. The 
encrypted botnet communication can also be detected 
by this approach. The Anomaly Based Detection 
Technique can be categorized into Host based 
detection technique and Network based detection 
technique. The Host based technique is used to 
analyze and monitor the internals of the computer 
system instead of the network traffic on its external 
interfaces [30].  
 
The Network based technique is used to detect the 
botnets by monitoring the network traffics and can be 
categorized into Active monitoring and Passive 
monitoring .Passive monitoring is based on the ability 
to inject test packets into the network, servers or 
application for measuring the reactions of network. 
Thus it can produce extra traffics. The Active 
monitoring uses some devices to inspect the traffics 
as they pass by. It does not increase the traffics on the 
network for inspection. This strategy usually requires 
a long time to inspect multiple stages or rounds of 
Botnet communication and activities to detect 
Botnets. Majority of Botnet detections that currently 
exist are based on passive network monitoring. 
                                         
IV. PROPOSED IDEA 
 
It’s a fact that no botnet revelation approach is 
infallible. It is very difficult to keep any detection 
technique up to date with the changing nature of the 
botnets. Large numbers of botnet detection 
techniques have been generated so far but all are have 
some merits and demerits related to finding the 
botnets. Because when a new bot is created, it’s 
having new attributes and new qualities of harming 
the network flow or the user. Therefore, we have 
proposed a framework where we have merged 
various botnet revelation approaches that justify each 
other by their prime qualities and curtail the issues. 
The emphasis is on minimizing the high false 
negatives and false positives, discovering the 
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unrevealed botnets and ceasing them as soon as 
possible. 
 
4.1   Framework 
The proposed framework is universal in nature since 
the framework includes many phases and detection 
techniques. The proposed framework for detecting 
the botnets is shown below in Figure 4. The inbound 
and outbound network packets are first delivered to 
the Traffic Assembler which saves them in the 
repository for later use. The tools used for assembling 
the network traffic are tcpdum, wireshark, etc. the 
packets that have been captured in the above step are 
passed through a Filter. It will help in minimizing the 
traffic load. White Paper and Black Paper are the two 
methods of filtering the network traffic. The White 
Paper is accountable for filtering the legitimate 
packets like antivirus updates. The Black Paper Is 
accountable for filtering the malicious packets like 
viruses, spam emails, Trojans, etc.  
In the next step, the filtered network traffic is passed 
through the Signature based detection technique. This 
approach only discovers the familiar bots thus 

reduces the false positive rate. The remaining traffic 
is left with unfamiliar bots and some permissible 
traffic. The Traffic is categorized into encrypted and 
non encrypted traffic. The unknown or unfamiliar 
traffic is passed through another botnet detection 
technique called Anomaly based detection. This 
technique detects the encrypted bots. The non-
encrypted traffic is then passed through the cross-link 
based classifier, which is responsible for classifying 
different network applications. The new applications 
can be grouped as Decentralized and Centralized. The 
Centralized traffic (having single C&C Server) can be 
divided into the IRC and HTTP based traffic. The 
Decentralized traffic (having multiple C&C Servers) 
contains P2P based packets. The HTTP and IRC 
packets are send for the Surveillance and Clustering 
and HTTP component. The packets are then 
examined and thus bots are detected based on the 
pattern of network flow. The P2P packets are passed 
through the  
 
                              

Figure 4:  A Unified Framework for detection of Botnets 
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Traffic Monitoring module, which is responsible to 
discover the group of hosts having same behavior and 
communication pattern. The malicious activity 
revealer is responsible for detecting the possible 
malicious activities that are related to the P2P based 
packets. Once the bots are detected, Packet Evaluator 
is used to asses or analyzes the unknown packets so 
that no important information is lost.This module is 
responsible for identifying the patterns of attack of 
the unknown bots and helps in understanding the 
harmful objectives of the bots. 
When all bots are identified, the reports are generated 
and are updated into the Repository. Else, the 
filtration and the detection processes are further 
improved and again the network packets pass through 
the filter module. Further, the group activities of the 
DNS packets are captured and then the group 
activities of DNS packets are matched .Finally the 
Similarity Detection of the DNS packets is 
performed. The bots detected are also passed through 
the evaluator of the process of analysis. 
 
V. CHALLENGES AND CONCLUSION 
 
Botnet is a very typical technology used by attacker 
which is very vast in nature; hence due to this the 
botnet research is still in its infancy. Every stage of 
the life cycle of botnet must be successfully 
completed if the botnet is to succeed. Therefore, even 
if the execution of just one stage is interrupted, it will 
render the whole botnet detection. A number of 
research works has been done for P2P and IRC 
botnets, but the motivations for using the HTTP 
protocol are multiple. For IRC –based botnets, the 
problem is that we can’t get the source code of the 
most of the bots. For P2P – based botnets , the 
challenges that must be considered are – hiding the 
botnet topology while some bots are captured by 
defenders , changing the traffic patterns more often 
and making it harder for detection. Detecting the 
compromised hosts in the botnet will continue to be a 
challenging task. Anomaly detection is a feasible 
approach for detecting botnets. The interesting issue 
about this approach is time efficiency .If the attack 
occurs and we can capture the anomaly in the first 
place and fix the relevant problems before it is used 
for malicious purpose, we say anomaly detection is 
time efficient. We need to focus on this time 
efficiency in future work. This paper presents a 
Unified Framework for detecting the Botnets and 
tries to minimize the drawbacks of each detection 
technique by merging them into one framework, thus 
reducing the high false positive and negatives. 
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