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Abstract- In recent years, internet revolution resulted in an explosive growth in multimedia applications. The rapid 
advancement in internet has made it easier to send the data or image accurate and faster to the destination position. Besides 
this, it is easier to modify and misuse the valuable information at the same time. As a solution to this we develop “Image 
Recognisation System Based on Android”, this tool will identify the mobile is used to capture an image on his phone. So 
nobody will be able to misuse mobile images. The phone number or IMEI number of mobile will be encrypted in image. It 
will use steganography and digital watermarking technique. Digital watermarking is one of the proposed solutions for 
copyright protection of multimedia data. A watermark is a form, image or text that is impressed onto paper, which provides 
evidence of its authenticity. Digital Watermarking describes methods and technologies that hide information, for example a 
number or text, in digital media, such as images, video or audio. The embedding takes place by manipulating the content of 
the digital data, which means the information is not embedded in the frame around the data. The hiding process has to be 
such that the modifications of the media are imperceptible. For images this means that the modifications of the pixel values 
have to be invisible. Furthermore, the watermark must be either robust or fragile, depending on the application. By "robust" 
we mean the capability of the watermark to resist manipulations of the media, such as lossy compression. Steganography is 
art and science of invisible communication. Steganography is the method through which existence of the message can be 
kept secret. This is accomplished through hiding information in information, thus hiding the existence of the communicated 
information. Various steganography algorithms like Least Significant Bit (LSB) algorithm, Jsteg and F5 algorithms, out of 
these we are using LSB algorithm. 
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I. INTRODUCTION 
 
The open-source, Linux kernel base operating system 
is called as Android. These systems are designed for 
use on cell phones, e-readers, tablet PCs laptop, and 
other mobile devices. For users of smart phones, 
Android provides very easily access the social 
networking sides such as facebook, Twitter, and 
YouTube, and smooth integration i.e., 
communication medias with Google products like 
Gmail, outlook. Google Maps and Google Calendar 
are smooth integration. Android has been adopted by 
a number of developers, including Motorola, 
Samsung, HTC, Micromax, idea, Panasonic and Sony 
Ericsson. The large amount of applications are 
available on this platform suggests that Android-
based phones will continue to be strong competitors 
in the smart-phone market and daily life. 
 
As a mobile platform, Android has grown in 
popularity among hardware manufacturers and the 
general public alike in recent years. Its open market 
model allows registered software developers to create 
applications for Android mobile devices in Java and 
list them in Android Market without undergoing 
review and waiting for approval. Users can download 
from a growing store of smart-phone applications at 
Google Market, many of which connect with existing 
Google services. They can also download compatible 
Android apps from other locations. Privacy is the 
ability of an individual or group to insulate them or 
information about themselves and thereby reveal 

them selectively. Image privacy is the relationship 
between collection and dissemination of data, 
technology, the public anticipation of privacy, and the 
legal issues. Image privacy or image protection has 
become increasingly important as more and more 
systems are connected to the internet.  
 
I.I Digital Watermarking 
Watermarking is a pattern of bits inserted into a 
digital image, audio or video file that specifies the 
file's copyright information such author, rights and so 
on. Thus, watermarking approach is used to make 
sure of the protection of the data. However, 
watermarking is also designed to be completely 
invisible.  
 
The actual bits representing the watermark must be 
scattered throughout the file in such a way that they 
cannot be identified and tampered. Thus, the 
watermarking must be robust enough so that it can 
withstand normal changes to the file such as attacking 
by adding noise. Contrast to printed watermarks, 
digital watermarking is a technique where bits of 
information are embedded in such a way that is 
completely invisible.  
 
The problem with the traditional way of printing 
logos or names is that they may be easily tampered or 
duplicated. In digital watermarking, the actual bits are 
scattered in the image in such a way that they cannot 
be identified and show resilience against attempts to 
remove the hidden data.  
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Figure No. 1: Digital Watermarking 

 
I.II Steganography 
Steganography is the art of hiding the fact that 
communication is taking place, by hiding information 
in other information. It is the art of concealing a 
message in a cover without leaving a remarkable 
track on the original message. It Pronounced “ste-g 
&-'na-gr &-fe” and Derived from Greek roots7 
“Steganos” = cover “Graphie” = writing.  
 
Its ancient origins can be traced back to 440 BC. In 
Histories the Greek historian Herodotus writes of a 
nobleman, Histaeus, who used steganography first 
time. The goal of Steganography is to mask the very 
presence of communication making the true message 
not discernible to the observer. As steganography has 
very close to cryptography and its applications, 
Cryptography is about concealing the content of the 
message. At the same time encrypted data package is 
itself evidence of the existence of valuable 
information. Steganography goes a step further and 
makes the cipher text invisible to unauthorized users. 
Two other technologies that are closely related to 
steganography are watermarking and fingerprinting.  
 

 
Figure No. 2: Steganography 

 
II. LITERATURE REVIEW 
 
Image processing can be described as every possible 
action performed on an image. This can be as simple 
as cropping an image, increasing contrast or scaling. 
Ever since digitalization of images came into the 
computer world, there was demand for image 
recognition. Image recognition is a classical problem 
in image processing. While humans can easily extract 
objects from an image, computers can’t. For a 
computer an image is no more than a matrix of pixels. 
The artificial intelligence required for recognizing 

objects in this matrix, has to be created by a 
programmer. 
 
The hiding of confidential data, side information or 
annotation into host images gradually attracts the 
attention of researchers due to the emerging of 
confidential information transmission, digital rights 
management, digital library, and etc. In this paper, a 
novel data hiding mechanism based on the 
application of Rubik’s cubic algorithm is proposed to 
achieve the aforementioned goals. The characteristic 
of proposed data hiding mechanism is that it 
possesses the advantages of reversibility and good 
visual quality. Arnold cat map method is also studied 
in this paper. A comparative analysis of both the 
methods is done in this paper. From the survey it was 
found that Rubik’s cubic algorithm performs better 
image scrambling than Arnold cat map. It ensures 
more security and better performance. 
 
This paper describes the previous work which had 
been done on digital watermarking including the 
analysis of various watermarking schemes and their 
results. The presented a semi-blind reference 
watermarking scheme based on discrete wavelet 
transform (DWT) and singular value decomposition 
(SVD) for copyright protection and authenticity. 
 
This paper describes watermark embedding, their 
algorithm transformed the original image into wavelet 
domain and a reference sub-image is formed using 
directive contrast and wavelet coefficients. Then, 
their algorithm embedded the watermark into 
reference image by modifying the singular values of 
reference image using the singular values of the 
watermark. The proposed a self-embedding 
watermarking scheme for digital images. In their 
proposed algorithm they used the cover image as a 
watermark. It generates the watermark by half toning 
the host image into a halftone image. Then, the 
watermark is permuted and embedded in the LSB of 
the host image. The watermark is retrieved from the 
LSB of the suspicious image and inverse permuted.  
 
In this paper the used of PKI (Public-Key 
Infrastructure), Public-Key Cryptography and 
watermark techniques to design a novel testing and 
verifying method of digital images. The main idea of 
their paper is to embed encryption watermarks in the 
least significant bit (LSB) of cover images.  
 
An image can be defined as an arrangement of 
numbers (pixels) and these pixels represents different 
color intensities in different parts of the image. 
Images are considered as the most popular file 
formats used in steganography. They are known for 
constituting a no causal medium, due to the 
possibility to access any pixel of the image at 
random. In addition, the hidden information could 
remain invisible to the eye. However, the Image 
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steganography techniques will exploit "holes" in the 
Human Visual System (HVS).  
 
III. OBJECTIVES 
 
 This tool will identify the mobile which was used 
to capture an image on his phone.  
 
 So nobody will be able to misuse mobile images. 
The phone no of mobile will be encrypted in image. It 
will Use digital watermarking technique. 
 
 On the basis of Steganography, it can hide the 
background applications and information of images. 
 
 The IMEI no. of mobile module can be capture 
while capturing an image. 
 
 Exact date, time and exact location can be set 
while capturing.  
 
 For image identification system creates one Web 
Application, whenever check the images while it can 
be misused. 
 
IV. ANALYSIS 
 
To implement this project we are going to proposed 
two modules  
1] Android Camera App 
2] Web Application 
These modules are described are as follows: 
 
1] Android Camera App:  
The Android Camera App is the application for 
capture the image. It is describes following modules. 
 
a) Image Capture Module:  The image capture 
module is used for capture the image of any objects. 
After capturing the image it will send to the image 
selection module. 
 
b) Image Selection Module: The image selection 
module is used for select the image and used the 
digital watermarking technique in the image. 
 
Digital Watermarking describes methods and 
technologies that hide information, for example a 
number or text, in digital media, such as images, 
video or audio. A digital watermark is a kind of 
marker covertly embedded in a noise-tolerant signal 
such as audio or image data. It is typically used to 
identify ownership of the copyright of such signal. 
 
"Watermarking" is the process of hiding digital 
information in a carrier signal; the hidden information 
should, but does not need to contain a relation to the 
carrier signal. Digital watermarks may be used to 
verify the authenticity or integrity of the carrier signal 
or to show the identity of its owners. 

c)  Encode Info [mobile no/IMEI] Module: the 
processes are completed in image selection module it 
will send to encode information module. In the 
encode information module the stenography 
algorithm are used. Steganography algorithm can be 
used to hide a message intended for later retrieval by 
a specific individual or group. In this case the aim is 
to prevent the message being detected by any other 
party.  
 

 
Figure No. 3: LSB Algorithm 

 
d)  Save Image Module: The images are going to all 
three modules then it will be saved in our mobile. All 
of the above module will be based on android 
platform. 
2] Web Application:  
A web application that uses the Java technology is a 
client-server application such that: 
• The client sends HTTP requests (probably through a 
web browser). 
• The server processes those requests by means of 
either: 
 A program called servlet. 
 A sort of HTML page with some dynamic 
aspects called JSP page. 
In fact, a JSP page is translated automatically into a 
servlet. 
• This servlet/JSP page performs the logic required by 
the client. This may involve accessing a database, a 
web service, etc. 
• The server returns the output generated by that 
servlet to the client (usually as an html/xml page) 
Servlets and JSP pages are called web components. 
There are two modules in the web applications: 
 
a) Admin 
b) User 
 
a) Admin: Admin is the main part of the web 
application it will handle the complete module. There 
are some submodules are: 
  
i)   Read User Request 
ii) Find Info from uploaded photo 
iii) Send Response to User 
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        b)  User: If the user wants to check the image 
then it will use the user module. There are some steps 
followed by user.   
i)  Register 
ii) Login 
iii) Send request with photo & own mobile no 
iv) Read Response  
 
Platform - Java Server Pages    
              Database – MySQL     
               Server- Tomcat 

              
Figure No.4: Architecture of Web Application 

 
V. RESULTS AND DISCUSSION 
 
While making the paper of Secure Image 
Recognisation System Based on Android it can be 
ensure for the cyber crime. Nobody miss use the 
image while capturing. It will encrypt all 
information’s such as mobile no., IMEI no. of that 
mobile, exact date and time, If GPS is active of that 
person then it will encrypt the exact location of that 
person. 
  
CONCLUSION 
 
By this paper, it can be conclude that while capturing 
the image it can retrieve all information such as: So 
nobody will be able to misuse mobile images. The 
phone no of mobile will be encrypted in image. It will 
Use digital watermarking technique. On the basis of 
stenography, it can hide the background applications 
and information of images. The IMEI no. of mobile 
module can be capture while capturing an image. 
Exact date, time can be set while capturing. Even 
though while capturing the image, the person having 
GPS is active, it can send the exact location of that 
person. 
 

For image identification system creates one Web 
Application, whenever check the images while it can 
be misused. It can be use for cyber crime. 
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