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Abstract- Pseudo-random number generators (PRNGs) are the main key component of stream ciphers used for encryption 
purposes. The proposed stream cipher design based upon a recent published design known as A2U2. Where linear feedback 
shift registers (LFSRs) combined with nonlinear feedback shift registers (NFSRs) have typically been used for PRNGs, the 
use of cellular automata (CA) is another viable option. A CA-based architecture will likely form the basis for the 
development of ultra-high speed and compact quantum-based computers. This paper explores the combination of LFSRs and 
CA as the key components of an efficient stream cipher design which can be implemented on Field Programmable Gate 
Arrays (FPGAs).  The quality of random numbers from the proposed CA-based stream cipher is tested by using the 
DIEHARD test and entropy test. A2U2 stream cipher and the proposed CA based stream cipher is compared which explores 
the quality of random number generated and hence increases the security of the cipher. 
 
Keywords- A2U2 stream cipher, cellular automata, LFSR, NLFSR, FPGA. 
 
I. INTRODUCTION 
 
Stream cipher is the most important in the encryption 
purpose because of security of the data in the present 
era. For example, Radio Frequency Identification 
(RFID), which enables automatic remote 
identification of objects, is one of the most promising 
technologies in the field of ubiquitous computing. 
Although RFID technology provides many attractive 
and exclusive features, the compelled computational 
and storage capabilities as well as the extremely low 
manufacture cost of RFID tags have posed a new 
challenge that goes beyond the traditional cipher 
design paradigm and stimulates the brand-new design 
of lightweight stream/block ciphers. The stream 
ciphers process data 1 bit at a time. The bit size of the 
stream cipher is typically 1 bit or byte. The key size is 
as long as the memory size. The stream ciphers are 
symmetric. The key challenge in designing a stream 
cipher is about the hardware implementation while 
decrypting the transmitted data. The key component 
of the stream cipher is the key stream generator, 
which can be viewed as a pseudo-random number 
generator (PRNG). 
 
Important metrics for the performance of the PRNGs 
are speed, area, and power dissipation, while 
producing high-quality random numbers. A linear 
feedback shift register (LFSR), which is implemented 
from a cascade of flip-flops and a few XOR gates, 
typically forms the core of a PRNG. In addition, 
nonlinear feedback shift registers (NFSRs) must be 
included in a key stream generator design to remove 
the linearity in the encrypted cipher text, making it 
more difficult for an adversary to discover the secret 
key. 
 
The implementation of CA is relatively 
straightforward using FPGA’s due to their nearest 

interconnectivity and regularity in their physical 
layout which has allowed FPGA technology to 
implement more complex designs that were formerly 
the exclusive domain of ASIC designs. The number 
of transistors on an integrated circuit has continued to 
exponentially increase as the semiconductor industry 
follows Moore’s law.  
 
This project is focused on the implementation of an 
efficient stream cipher using FPGA technology as a 
proof of concept; this technology is easily 
transferable to VLSI technology. The stream is based 
on A2U2 stream cipher.  
 
The A2U2 stream cipher is a hardware based stream 
cipher proposed for extremely resource limited 
devices such as RFID tags. The importances of such 
ciphers are further highlighted by novel 
manufacturing technologies, such as printed ink to 
develop extremely low cost RFID tags. 
 
II. BACKGROUND AND PREVIOUS WORKS 
 
The proposed stream is based upon the A2U2 stream 
cipher. The A2U2 stream cipher is a hardware-
oriented stream cipher proposed for extremely 
resource limited devices such as RFID tags [2]. The 
KATAN [3] and A2U2 [2] ciphers utilize a pair of 
nonlinear feedback shift registers (NFSRs) in the 
main part of their design. The use of an NFSR instead 
of an LFSR improves the resistance of the cipher 
from various forms of cryptanalysis, such as 
correlation attacks and algebraic attacks [6].  
As noted by Hortensius et al. the quality of the 
random number sequence generated by a cellular 
automata-based register is better than that of an LFSR 
[3]. The proposed stream cipher combines the 
A2U2’s design principle with the cellular automata 
implementation. 
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Figure 1: The Architecture of Stream Cipher 

 
The Figure 1 shows that the A2U2 streams cipher 
where two nonlinear feedback shift register are used 
[16]. It consists of 
 
A. The Counter 
The counter is a 7-bit Linear Feedback Shift Register 
(LFSR). Its feedback function is a maximal length 
polynomial function FC (whose period is 127). 
 
B. The Two Nonlinear Registers 
This part of the cipher (as well as the counter) has 
been freely inspired by the block cipher KATAN, 
which introduces a new combination of two NFSRs, 
where the feedback function of each NFSR provides 
the feedback to the other NFSR. 
 
C. The Irregular Key-bit Mechanism 
The third component of A2U2 is a function of key-bit 
mechanism. It will increase the complexity of the 
cipher and modifies its feedback function, using the 
securely stored 56-bit symmetric key.  
 
D. The Filter Function 
The final block of A2U2 is the filter function, named 
the “shrinking filter” in reference to the clock 
controlled generator design of the Shrinking 
Generator.  
 
By using cellular automata instead of two NFSR 
where we can increase the pseudo-random number 
generator to the stream cipher. Cellular automata 
(CA), which consist of an array of locally connected 
processing elements, are a basic form of a cellular-
based architecture.  A CA-based architecture will 
likely form the basis for the development of ultra-
high speed and compact quantum-based computers. 
The proposed stream cipher consists of a 17 bit NFSR 
as the A2U2 stream cipher but replaces the shorter-
length NFSR of the A2U2 with 9 bit maximal length 
cellular automata as shown in Figure. 
 

 
Figure 2: Overview of the stream cipher architecture 

The five blocks are: i) a counter, ii)a 17 bit long 
nonlinear feedback shift register iii) a 9 bit long 
cellular automata iv) a key bit mixing mechanism and 
v) a filter function, which does the function of a 
simple multiplexer.  
 
The proposed stream cipher uses the LFSR-based 
counter (see Figure 3) as in the A2U2 stream cipher 
because it has already been used to reduce the 
number of gates. 

 

 
Figure 3: Counter used in stream cipher 

 
The feedback function of the counter is defined as: 
 

 
 

Where ‘⊕’ indicates the XOR operation and C[i] 
represents the counter bit. The counter is 
initialized with an XOR operation of three strings: 
1) The 5 Least Significant Bits (LSBs) of a 32-bit 
(two 16- bit) pseudo-random numbers generated by 
the tag. 
2) The 5 LSBs of a 32-bit random number generated 
by the reader. 
3) The 5 last bits of the secret key. 
The 5 bits resulting from this operation are input to 
the 5 Most Significant Bits (MSBs) of the LFSR 
(positions 6 to 2 in Figure 3). The second LSB of the 
LFSR (position 1 in Figure 3) is set to 1 to avoid an 
all-zeros string. Finally, the LSB of the LFSR is set to 
0 in order to avoid an all-ones string, which is the 
condition to end the initialization process. During the 
initialization process, each clock cycle updates the 
counter until it reaches the all-ones state. The counter 
is clocked an irregular and secret number of times 
(ranging from 9 to 126), depending on the randomly 
selected initialization value of the counter. 
 
After initialization, the counter simply works as an 
LFSR, where the bits are shifted clockwise, and the 
feedback is input in the LSB position. The counter 
also plays a role in the other building blocks of the 
cipher, as described in the following subsections. 
Regarding the interconnection between the NFSR and 
CA, the feedback of the NFSR provides the feedback 
to the CA and vice versa, as shown in Figure 3. The 
feedback functions for the CA and the NFSR are 
represented by the following polynomial: 

Where C[i], N[i], CA[i] and K1 represents the  
counter bit,  NFSR bit,  CA bit and the key bit 
generated by the key bit mechanism, respectively. 
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Figure 4: NFSR and the CA combination 

 
An important part of the proposed stream cipher 
design is the CA implementation. A cellular 
automaton with binary state values can be viewed as 
an array of cells where each cell can assume either 
the value 0 or 1.  
 
The CA will evolve in discrete time steps, where the 
next state of each cell interacts with their immediate 
neighbors based upon a local rule.  
 
A general configuration of a one dimensional CA 
with binary state values and a neighborhood 
consisting of the cell’s own state and those of its 
immediate neighbors is shown in Figure 5. In a one 
dimensional CA, there can be a total of eight distinct 
neighborhood configurations with a total number of 
256 distinct mappings from all the neighborhoods to 
the next state. Each mapping is defined as a rule of 
the CA. A pictorial representation of Rule 90 [7] is 
illustrated in Figure 6, where the top row represents 
the eight possible states for a three-cell neighborhood 
and the bottom row represents the next state for the 
cell of interest. 
 

 
Figure 5: A one dimensional nearest-neighbor CA 

 

 
 

 
Figure 6: Representation of rule ‘90’ 

 
As noted by Hortensius et al., if different rules are 
used in each cell (heterogeneous CA), higher quality 
random numbers can be generated from a CA than if 
a uniform (homogeneous) rule is used to all cells [4]. 
Combinations of rules 90 and 150 (Figure 8) were 
found to produce good random numbers with 
maximal length suitable for random number 
generators.  
 
High quality pseudorandom pattern generators built 
around rule 90 and 150 programmable cellular 
automata with a rule selector has been proposed as 
running key generators in stream ciphers.  

 
Figure 7: Space-time evolution patterns for a simple rule 90 

and hybrid 90/150 CA 
 
The other component of the proposed stream cipher is 
the key-bit mixing mechanism. The key-bit 
mechanism as shown (Figure 8) increases the 
complexity of the stream Cipher making it harder to 
crypto-analyze. 
 

 
Figure 8: Key-bit mechanism 

 
The output bit K1 is XORed with the CA bit 4 and 
provides the feedback to the NFSR. The key is 
generated using the same process as the A2U2 stream 
cipher. The last five bits of the key are reserved for 
the counter initialization; they are not used in the 
process of key-bit generation As illustrated in the 
Figure 8, at every round, five bits of the key are 
loaded into a buffer. Finally, these bits are combined 
with three bits of the counter and one bit of the NFSR 
as shown below: 
 

 
 
Where MUXZ(X1, X2) is defined as a multiplexer 
that uses two bits X1 and X2 as input and a selector 
bit Z.  
 
The last component of the proposed stream cipher is 
the filter function named the “shrinking filter” in 
reference to the clock controlled generator design of 
the Shrinking Generator. 
 

 
Figure 8: Filter function  
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The filter function ensures that only the part of the 
input string coming out from the CA-based register 
will be XORed with the plaintext based on a selector 
string provided by the NFSR. The filter function 
shown in Figure 8 is represented by the following 
equation. 
 

 
Where P represents the plaintext.  
  
This particular process presents several advantages: 
1) The “buffer” problem1 at the output of the filter is 
solved, without additional hardware. 
2) For a series of plaintexts with a given fixed length, 
the resulting ciphertexts will likely have different 
lengths. 
3) The bits of ciphertext actually containing plaintext 
information are uniformly and randomly distributed 
within the ciphertext. 
The output of the shrinking filter is the ciphertext of 
A2U2. The filter function starts operating once the 
initialisation phase is complete. Then, A2U2 has a 
throughput of 1 bit of ciphertext per clock cycle. 
 
RESULTS 
 
The proposed stream cipher is able to give security to 
the data in which the cellular automata has been used. 
Depending on the key used in encryption and 
decryption is to know to the receiver and the sender 
as the private key. In this the data taken as 8 bit data, 
we are giving the data in binary form where the 
output of encrypted and decrypted data is also shown 
in the result. 
 

 
Figure 9: Result 

 

 
Figure 10: The stream cipher design using the LFSR 

CONCLUSION 
 

The PRNG is generated by using the cellular 
automata as the main component in the security 
analysis. The proposed design will increase the 
complexity of the data where it will be difficult to 
decrypt the data without the secret key. The design is 
based on recently used A2U2 stream cipher. 
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