
International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-2, Issue-4, April-2015 

Laptop Security From Thefts By Android Phones Using GPM 
 

55 

LAPTOP SECURITY FROM THEFTS BY ANDROID PHONES USING 
GPM 

 
1JOHN J P, 2K. PRUDHVI YASWANTH, 3PRUTHVI M C 

 
1Assistant professor , Dept of Computer Science, NCET 
2Computer Science and Engineering, NCET, Bangalore 

3Information Science and Engineering, NCET, Bangalore 
Email: johnypaul10@gmail.com, Prudhvi.yaswanth20@gmail.com, pruthvinaikmc@gmail.com

 
 
Abstract— The security in laptops plays a major role. A laptop can’t be traced once if it is stolen until the internet is 
accessed in that laptop. This paper gives a solution in such a way by using GPM (Global Positioning System with PIC micro 
controller) device in the laptop. So that the laptop can be traced immediately when it is turned on. We get an alert frequency 
message and which makes us alert. It gives more security to the user from the thefts. 
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I. INTRODUCTION  

 
The paper illustrates the  solution in such a way, it 
uses the PIC microcontroller to operate the commands 
for sending messages once the laptop is opened or 
closed as the program in it is designed in such pattern. 
The GSM modem helps in sending appropriate 
messages and beagle bone microcontroller is used to 
provide internet services in it .whereas GPS t.s is used 
to provide exact location. At last NFS is used to trace 
location efficiently and helps to give signal when it is 
in the near frequency of that location. 
 
II. COMPONENTS 
 
A. GPS t.s: 
The Global Positioning System (GPS) is a space-
based satellite navigation system that provides 
location and time information in all weather 
conditions, anywhere on or near the Earth where 
there is an unobstructed line of sight to four or more 
GPS satellites.GPS t.s new version which is going to 
access for the particular theft security purpose. A 
GPS t.s receiver calculates its position by precisely 
timing the signals sent by GPS t.s satellites high 
above the Earth. Each satellite continually transmits 
messages that include: 
 the time the message was transmitted and, 
 Satellite position at time of message 

transmission. 
The receiver uses the messages it receives to 
determine the transit time of each message and 
computes the distance to each satellite using the 
speed of light. Each of these distances and satellites' 
locations defines a sphere, so the receiver is located at 
the point where the spheres intersect. These distances 
and satellites' locations are used to compute the 
location of the receiver using the navigation 
equations. This location is then displayed, perhaps 
with a moving map display or latitude and longitude; 
elevation or altitude information may be included, 
based on height above the geoids’. The Operation 

Control Segment (OCS) currently serves as the 
control segment of record. It provides the operational 
capability that supports global GPS users and keeps 
the GPS system operational and performing within 
specification. 

  
Fig: GPS t.s navigation terminology. 

 
B. PIC microcontroller: 

 PICs are popular with both industrial 
developers and hobbyists alike due to their 
low cost, wide availability, large user base, 
extensive collection of application notes, 
availability of low cost or free development 
tools, and serial programming (and re-
programming with flash memory) capability. 

 Basics of PIC microcontroller: 
Fig:
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 The PIC instruction set is suited to 
implementation of fast lookup tables in the 
program space. Such lookups take one 
instruction and two instruction cycles. Many 
functions can be modeled in this way. 
Optimization is facilitated by the relatively 
large program space of the PIC (e.g. 4096 × 
14-bit words on the 16F690) and by the 
design of the instruction set, which allows 
for embedded constants. For example, a 
branch instruction's target may be indexed 
by W, and execute a "RETLW" which does 
as it is named - return with literal in W. 

 Interrupt latency is constant at three 
instruction cycles. External interrupts have 
to be synchronized with the four clock 
instruction cycle; otherwise there can be a 
one instruction cycle jitter. Internal 
interrupts are already synchronized. The 
constant interrupt latency allows PICs to 
achieve interrupt driven low jitter timing 
sequences. An example of this is a video 
sync pulse generator. This is no longer true 
in the newest PIC models, because they have 
a synchronous interrupt latency of three or 
four cycles. 

 Most PICs that Microchip currently sell 
feature ICSP (In Circuit Serial 
Programming) and/or LVP (Low Voltage 
Programming) capabilities, allowing the PIC 
to be programmed while it is sitting in the 
target circuit. ICSP programming is 
performed using two pins, clock and data, 
while a high voltage (12V) is present on the 
Vpp/MCLR pin. Low voltage programming 
dispenses with the high voltage, but reserves 
exclusive use of an I/O pin and can therefore 
be disabled to recover the pin for other uses 
(once disabled it can only be re-enabled 
using high voltage programming). 
 

C. NFC: 
Near-Field (or near field) communication (NFC) is 
a set of standards for smart phones and other mobile 
devices to establish radio communication with each 
other by touching them together or bringing them into 
close proximity, usually no more than a few 
centimeters. Current NFC systems use a radio 
frequency of 13.56 MHz, corresponding to a 
wavelength of 22.11 m. To efficiently generate a far-
field, which means to send out radio waves of this 
wavelength, one typically needs an antenna of a 
quarter wavelengths, in practice a meter or more. If 
the antenna is just a few centimeters long, it will only 
set up the so-called ‘near-field’ around itself, with 
length, width and depth of the field roughly the same 
as the dimensions of the antenna. Very little energy 
will radiate away, it is essentially a stationary 
electromagnetic field pulsating at 13.56 MHz If you 
bring another similarly small antenna into this field, 

you will induce an electric potential into it, 
alternating at the said frequency. By modulating the 
signal in the active antenna, one can of course 
transmit a signal to the passive, receiving antenna. 
Present and anticipated applications include 
contactless transactions, data exchange, and 
simplified setup of more complex communications 
such as Wi-Fi Communication is also possible 
between an NFC device and an unpowered NFC. 
NFC builds upon RFID systems by allowing two-way 
communication between endpoints, where earlier 
systems such as contactless smart cards were one-
way only. It has been used in devices such as Google 
Nexus since the Nexus S, but wasn't really used 
until Android 4.0 Ice Cream Sandwich was released 
with a feature called "Android Beam" which was first 
introduced with the Galaxy Nexus. 
Since unpowered NFC "tags" can also be read by 
NFC devices, it is also capable of replacing earlier 
one-way applications. 
DYNAMIC NFC transponder interface: 
The Texas Instruments Dynamic NFC Transponder 
Interface RF430CL330H is a NFC Tag Type 4 device 
which combines a wireless NFC interface and a wired 
SPI/I2C interface to connect the device to a host. The 
integrated SPI/I2C serial communication interface 
allows reading and writing of NDEF messages stored 
in the integrated SRAM. The NDEF message can be 
accessed wirelessly via the integrated ISO 14443B 
compliant RF interface supporting up to 848 kbps. 
This allows NFC connection handover for an 
alternative carrier like Bluetooth®, Bluetooth Low 
Energy (BLE), RF4CE and Wi-Fi® as easy, intuitive 
pairing process or authentication process 
With only a tap. No keys/parameters have to be typed 
in, simply touch the two devices together for a direct 
pairing or use the NFC-enabled mobile phone/tablet 
as a bridge (transport carrier for the pairing 
parameters) between the consumer device (e.g., 
printer) and an access point. After the NFC pairing 
process has taken place, the alternative carrier takes 
over and the application proceeds. Beside the ‘Tap 
and pair’ use case, the RF430CL330H can also be 
used as a general NFC interface / service interface to 
enable different end equipments to communicate with 
the fast growing infrastructure of NFC-enabled smart 
phones, tablets and notebooks. 
 
D. TRANSISTOR AS A SWITCH:  

 The use of a transistor as a switch was 
discussed earlier; the gist of that presentation 
is that when acting as a switch the transistor 
is either: (1) off, because the base-emitter 
junction does not have a sufficient forward-
bias voltage applied to it; or (2) saturated, 
because a large base-emitter forward-bias 
current is applied.  

Consider the use of an NPN transistor switch to apply 
power to a load such as an LED or relay as in Figure 
6-8. By driving the transistor into saturation, nearly 
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the entire power supply voltage is available to supply 
the load connected between the collector and the 
power supply; relatively large currents may be passed 
through the transistor collector without causing 
overheating because when the transistor is saturated 
(the PN2222A transistor, for example, can easily 
handle collector currents of a few hundred milliamp. 
The base-emitter junction of the transistor has a 
relatively small reverse-breakdown voltage (only 6V 
for the PN2222A), so adding a diode in series with 
the transistor’s base as shown in serves to protect the 
transistor from excessively negative input voltages 
such as a saturated op-amp comparator output. 
 
III. WORKING  
 
The working procedure can be discussed as; when the 
system is turned on it first starts the init process and 
gives power to the all components of the system. But 
when we consider the BIOS part of the system it gets 
power source from the CMOS battery. There will be a 
power source connected between BIOS and CMOS 
then we need to interrupt in between these by a multi-
strand wire. This wire is connected to the GPM 
device which consists of transistor. This transistor 
work as a switch and these receives the signal when 
the BIOS are turned on and then the device gets 
activated. The android mobile for which the device is 
connected receives the frequency message that the 
laptop is turned on. To get this frequency message we 
use GPS t.s which shows the location and makes the 
user to be alert. The NFC should be installed in 
mobile such that if the laptop is stolen as soon as the 
theft person turn on the device it sends a notification 
such that the laptop is turned on in particular place so 

that after reaching to that place we can turn on the 
NFC to trace the PIC microcontroller. These can be 
done after we reach to some particular frequency. 
Then some code can be sent to the laptop which 
makes PIC microcontroller to act as alarm system and 
makes sounds loudly. So that we can trace the theft 
laptop. In worst case, if the theft person tries to open 
that GPM device it sends a warning frequency 
message to the mobile in some text form as we kept. 
For tracing this PIC microcontroller we need to dump 
a code in it for the exact purpose. Then it can be 
easily traced and acts as a burger and makes sound. 
This GPM device should be fixed in the laptop 
carefully such that it should get signal from BIOS. 
  
ADVANTAGES: 

1. Laptop security will be more efficient. 
2. It alerts the person in the absence of him if 

any access the laptop. 
 

DISADVANTAGES: 
1. Laptop cost increases 
2. Laptop will be designed in such a way its 

weight and size increases. 
3. These all components should be designed 

during manufacturing time only in order to 
work effectively. 
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