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Abstract- Many algorithms are proposed by researchers to find association rules. Now a day, association rule plays an 
important role. The Apriori algorithm is the basic algorithm for mining association rule. Association rule mining is an 
interesting area of data mining research which discovers correlations between different itemsets in a transaction database. It 
finds the frequent itemsets with the transactions using an improved Apriori algorithm which further reduces the number of 
scans in the database. This paper has two sections in first section an improved Apriori algorithm is being presented that 
efficiently generates association rules. In the second section of this paper a hiding of sensitive association rule by using an 
improved Apriori algorithm. The main approach of association rule hiding algorithms to hide some generated association 
rules, by increase or decrease the support or the confidence of the rule without producing any side effects. 
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I. INTRODUCTION 
 
Data mining is a technique that helps to extract 
important data from a large database. Data mining 
techniques are the result of a long process of research 
and product development. Data mining is becoming 
an important tool to transform this data into 
information. The main theme of our dissertation is 
data mining that deals with the process of knowledge 
discovery. During the data mining process main focus 
is to reduce unnecessary database scan at the time 
finding frequent itemset by Apriori algorithm. Apriori 
is a classic algorithm for learning association rule. 
Apriori is designed to operate on databases 
containing transactions. Association rule is based on 
discovering frequent itemsets. Association rules are 
frequently used by retail stores to assist in marketing, 
advertising, inventory control, Predicting faults in a 
telecommunication network. In this paper an 
improved Apriori algorithm is proposed for mining 
association rules in generating frequent large 
itemsets. The main objective of the project is to do 
efficient mining of association rule and hiding of 
sensitive rule. For given a transaction database, MST, 
MCT, a set of sensitive rules, and the user-
specified constraint, no lost rule, no false rule, or 
both, we have to modify the database such that the 
user specified constraint is satisfied while the 
sensitive rules are hidden as much as possible. To 
solve this problem, we have an approach that 
strategically modifies the database to decrease the 
supports or confidences of the sensitive rules. 
 
II. ASSOCIATION RULES 
 
Mining association rules is particularly useful for 
discovering relationships among items from large 
databases. A standard association rule is in the form 

of X→ Y which says that if X is true of an instance in 
a database, so is Y true of the same instance, with a 
certain level of significance as measured by two 
indicators, support and confidence. The goal of 
standard association rule mining is to output all rules 
whose support and confidence are respectively above 
some given support and coverage thresholds. 
Association rule contains a database of transaction 
and each transaction contains set of items. The 
mining process of association rules can be divided 
into two steps. 
 
1. Frequent Itemset Generation: generate all sets of 
items that have support greater than a certain 
threshold, called minsupport. 
2. Association Rule Generation: from the frequent 
itemsets, generate all association rules that have 
confidence greater than a certain threshold called 
minconfidence. Apriori is a renowned algorithm for 
association rule mining primarily because of its 
effectiveness in knowledge discovery. However, 
there are two bottlenecks in the Apriori algorithm. 
One is the complex frequent itemset generation 
process that uses most of the time, space and 
memory. Another bottleneck is the multiple scan of 
the database. 
 
The X and Y are called respectively the body (left 
hand side) and head (right hand side) of the rule. 
An example of such a rule is that 90% of customers 
buy hamburgers also buy Coke. The 90% here is 
called the confidence of the rule, which means that 
90% of the transaction that contains X also contains 
Y. 
 
III. SYSTEM DEVELOPMENT 
 
Mining and Hiding of Sensitive Association Rule 
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Definition 3.1: Association rule mining. The count of 
itemset I denoted as   is the number of 
transactions containing I in the database and |DB| is 
the count transaction in DB. For two itemset X and 
Y, where X Y=Φ, X=>Y is called as a strong rule if 
both following conditions holds. 
 
1. SupXUY = CXUY /  |D|  ≥ MST and 
2. ConfX→Y  = CXUY / CX  ≥ MCT. 
 
Definition 3.2: Association rule hiding. 
Association Rule hiding. Let  be the database after 
applying a sequence of modification to D. A strong 
rule X=>Y in D will be hidden in   if one of the 
following conditions holds in:  
  
1. SupXUY  < MST and 
2. ConfX→Y  < MCT 
 
Mining association rule is one of the main contents of 
data mining research at present, and finding the 
relation of different items in the database. How to 
generate frequent item sets is the core part in data 
mining. Association rule mining selects a database 
and One of important issue needs to be considered in 
finding frequent itemset is to reduce the number of 
candidate item sets that get generated in each pass of 
finding frequent item. In classical Apriori algorithm 
each time candidate is generated, the algorithm needs 
to test their occurrence frequency in the database 
based on their support count. Mines the database to 
find rules which satisfy’s the two threshold support 
and confidence. The rules are mined using classical 
Apriori and improved Apriori algorithm and amount 
of execution time to generate an association rule. The 
proposed system consists of two parts. 
 
• The Improved Apriori Algorithm is proposed that 
mines frequent item set.  
•Secondly the hiding framework is being designed to 
hide the sensitive rule. The problem definition for 
hiding sensitive association rule is as follows. Given 
a transaction database, MST, MCT, a set of sensitive 
rules, and the user-specified constraint no lost rule, no 
false rule, or both, we have to modify the database 
such that the user specified constraint is satisfied 
while the sensitive rules are hidden as many as 
possible. To solve this problem, we propose a 
approach that strategically modifies the database to 
decrease the supports or confidences of the sensitive 
rules. 
 
Sensitive Rule Hiding Framework 
Initially, the original database is converted into the 
transaction table. Also the database is mined to find 
the sensitive rule table and the nonsensitive rule table. 
Then out of all sensitive rules, we hide one by one all 
sensitive rules. At a time only one rule is considered. 
Then we hide the rule that is we select the items and 
transactions from the original database for 

modification. Here we apply the modification scheme 
to decrease the support and confidence of the rule. 
When we hide the rule, association rules must be 
updated and the original database is modified. That 
modified database should be released. In the rule 
hiding process first the items and transactions are 
selected for modification that is we modify the 
original database. Then the modified database is 
released. If some sensitive rules are not hidden, the 
user can release as it is, release nothing, or relax the 
constraint to hide more sensitive rules. 
 

 
Figure 1: Framework of Hiding Sensitive Rule 

 
The following are the three considerations in hiding a 
sensitive rule, say a → b: 
 Correlation with the other sensitive rule, 
say c→b: From the transactions that contain abc, 
deleting b is better than deleting a since the former 
can affect both rules. 
 Correlation with a nonsensitive rule, say 
b→a: Inserting a into the transactions that do not 
contain b is better than deleting a or b from the 
transactions containing ab because the latter may also 
hide b → a. 
 Correlation with a spurious rule, say ab → c: 
Inserting a into the transactions that do not contain b 
is better than deleting a or  b from the transactions 
containing ab because the latter may also generate 
ab→c. 
 
Following are the schemes that can be consider in 
rule hiding. 
Scheme 1: Modify entries from 1s to 0s. As 
mentioned in, if an item in XUY is deleted from a 
transaction containing XUY, SupXUY and 
ConfX→Y will be decreased. X→Y is hidden if we 
repeat this operation until one of the conditions in 
Definition 2.2 holds 
Scheme 2: Modify entries from 0s to 1s. As 
mentioned in, ConfX→Y will be decreased if we 
insert an item i є X into a transaction that contains X 
but {i} and does not contain Y. X→ Y is hidden if we 
repeat this operation until condition 2 in Definition 
2.2 holds. 
Scheme 3: Modify entries from 1s to 0s or from 0s to 
1s. 
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Scheme 1 can guarantee to satisfy the constraint F -T 
-H, but Scheme 2 cannot. Both schemes may violate 
the other two constraints. Scheme 3 alternately uses 
them to decrease the supports and confidences of 
sensitive rules. Similarly, this scheme guarantees to 
satisfy the constraint F -T -H but may violate the 
others. 
Scheme 4: Change 0s and 1s to ?s. As proposed in, 
for a transaction containing XUY, if an item in XUY 
is replaced with an unknown, the minimum support 
of XUY and the minimum confidence of X→Y will 
be decreased. In addition, for a transaction that 
contains X but {i} and does not contain Y, if the bit 0 
denoting item i is replaced with an unknown, the 
minimum confidence of X→Y will be decreased. 
This scheme can guarantee to satisfy the constraint F 
-T -H but may violate the others. 
Scheme 5: Swap 0 and 1 between two transactions. 
This is a special case of Scheme 3. For each item, the 
number of entries modified from 1 to 0 must be equal 
to the number of entries modified from 0 to 1. In this 
way, the support of each item is unchanged after the 
rule hiding process. This characteristic can be useful 
for some applications such as the stock 
replenishment. However, due to its restriction, this 
scheme cannot satisfy the three constraints in most 
cases. 
  
In the classical Apriori algorithm, when the candidate 
generation is generated, the algorithm needs to test 
their occurrence frequencies. So for effective mining 
an improved Apriori algorithm is proposed for 
mining the association rules generating frequent k-
item sets. Instead of judging whether these candidates 
are frequent after new candidates, these new 
algorithm finds frequent item sets directly and 
removes the subset that is not frequent, this done by 
checking if given frequent item set is subset of given 
transaction. 
 
IV. PROPOSED ALGORITHM   
 
Improved Apriori Algorithm 
The principle of improvement is mainly a way of 
reducing query frequencies and storage resources. We 
have designed an improved Apriori algorithm that 
mines frequent item sets without new candidate 
generation. E.g., In this algorithm we compute the 
frequency of frequent k-item sets when k-item sets 
are generated from (k-1) -item sets. If k is greater 
than the size of transaction T, there is no need to scan 
transaction T which is generated by (k-1) -item sets 
according to the nature of Apriori algorithm, and we 
can remove it. To implement the improvement, the 
improved algorithm is described as follow steps: 
• The function a priori-Gen (Lk-1) is called to 
generate candidate k-item sets by frequent (k-1) -
item sets. 
•Judging whether C is joined into candidate k-
item sets. It is processed by calling function has in 

frequent subset (C, Lk-1). If the return value is true, it 
means the sets aren’t frequent item sets and should be 
removed in order to raise efficiency. Otherwise, scan 
database D. 
•The frequency of frequent k-item sets is computed 
when k-item sets are gener- ated by (k-1)-item sets. If 
k is greater than the size of transaction T, there is no 
need to scan transaction T which is generated by (k-
1) -itemsets according to the nature of Apriori 
algorithm, and we can delete it. 
• If the size of transaction T is greater than or equal to 
k, then function sub- set (Ck, t) is called, which finds 
frequent item sets using an iterative level-
wise approach based on candidate generation 
 
The improved Apriori algorithm is being given to 
replace classical Apriori algorithm that mines the 
item set efficiently. Apriori algorithm is easy to 
execute and very simple. It is used to mine all 
frequent itemsets in the database. The algorithm 
makes many searches in the database to find frequent 
itemsets. It uses largest itemset property. “Any subset 
of a large item set must be large”. The improvement 
is mainly a way of reducing query frequencies and 
storage resources.  
 
We design an improved Apriori algorithm that 
mines frequent item sets without new candidate 
generation.  
 
This algorithm adopts a new method to reduce the 
redundant generation of sub-itemsets during pruning 
the candidate itemsets, which can form directly the 
set of frequent itemsets and eliminate candidates 
having a subset that is not frequent. Let I={i1, i2, … , 
im} denote the set of items that are displayed in a 
store. Moreover, let D represent a set of transactions, 
where each transaction T is a set of items such that 
T⊆I.  
 
A unique identifier, namely TID, is associated with 
each transaction. Let T1 is a set of item in I, T1 
transaction T is said to contains T1 if T1⊆T. An 
association rule is an implication of the form T1→T2, 
where T1⊂I, T2⊂I and T1∩T2≠Ф. Support of rule, 
denoted by s, is the percentage of transactions in D 
that contain T1, also contain T2, it can be computed 
by |T1T2|/|D|; Confidence of rule, denoted by c, is the 
ratio between the number of transactions containing 
both T1 and T2 and the number of transactions 
containing T1, it can be computed as |T1T2|/|T1|.  
 
In database D, a set of items is called itemset, and an 
itemset that contains k items is called k-itemset.  
Support count is the number of transactions 
containing an itemset, if an itemset whose support is 
greater than or equal to a minimum support threshold 
(called minsup), we name it the frequent itemset. 
There is a transaction database D, which has nine 
transactions, as shown in Table 1. 
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Table 1. Transaction database D 

 
 
Let TID-set (T1) denote the set of transaction TID 
which contain item T1 in D, so the amount of 
transaction which contain T1 in D is the amount of an 
item of TID-set (T1), more exactly, sup-count (T1) 
can be computed by |TID-set (T1) |. The transaction 
set in D, which have T1 and T2, is the intersection of 
TID-set (T1) and TID-set (T2), and sup-count 
(T1→T2) can be computed as |TID-set (T1) ∩TID-set 
(T2) |. The join and the pruning of Apriori algorithm 
is improved correspondingly: all non-empty subset of 
frequent itemset must be frequent; to produces Lk-
candidates, we only join the set whose for k-2 item is 
same in Lk-1. So we propose the following 
improvement to the traditional Apriori algorithm: 
 
(1) Compute minimum sup-count by min-sup*|D|. 
(2) Scan the database once to produce L1-candidates, 
simultaneously construct TID-set (X1) for each item. 
After scanning, compute sup-count for each item and 
find the set of frequent items L1. 
(3) Produces L2-candidates from L1*L1.Scanning 
L1, we can find TID-set(X2) and sup-count of each 
itemset, deletes the patterns whose frequencies don’t 
satisfy the min support count, and find L2. 
(4) In order to produce Lk(k≥3), join itemsets which 
satisfy the join rule. Scanning Lk-1, we can find TID-
set(Xk) and compute sup-count of each itemset, then 
deletes the patterns whose frequencies do not satisfy 
the minimum support count, and find Lk. 
 
Using improved Apriori Algorithm, first we produce 
L1-candidates and find the set of frequent items L1. 
Sele-join L1 to produce L2-candidates, scan L1, and 
achieve TID-set(X1) and sup-count, deletes the 
patterns whose frequencies do not satisfy the 
minimum support count and find L2. By joining the 
itemset which satisfied rule in L2, we can obtain 
{{T1, T2, T3}, {T1, T2, T5}, {T2, T3, T4}, {T2, T3, 
T5}, {T1, T3, T5}, {T2, T4, T5}}. However {T1, 
T4}, {T3, T4}, {T3, T5}, and {T4, T5} is not the 
frequent, and {T2, T3, T4}, {T2, T3, T5}, {T1, T3, 
T5}, {T2, T4, T5} don’t belong to L3-candidates. 
Compute TID-set (X3) and the support count 
separately, L3 is composed by itemsets which have 
the minimum support count. The itemset which 
satisfies the condition in L3 sele-join, and obtains 
{{T1, T2, T3, T5}}. {T2, T3, T5} is not the frequent 
itemset, so L4-candidates=ф, the algorithm finishes. 
The process is as shown in Figure 2. 

 
Fig 2. The operation process of the improved Apriori algorithm 

 
In this paper, we have worked on generating strong 
association rule and hiding sensitive one. Finally, 
the improved algorithm is verified, the results show 
that the improved algorithm is reasonable and 
effective, can extract more value information. 
 
V. EXPERIMENTAL ANALYSIS 
 
The improvement in improved Apriori is mainly way 
of reducing query frequencies and storage resources. 
In this algorithm we compute the frequency of 
frequent k-item sets when k items are generated 
from k-1 item sets. If k is greater than size of 
transaction T in DB, there is no need to scan 
transaction T which is generated by (k-1) -item sets 
according to the nature of Apriori algorithm and we 
can remove it. For hiding process of sensitive rule, 
we have taken a supermarket database and we have to 
create association rules with minimum support and 
minimum confidence and mine the sensitive 
association rule. In mining process, we have taken 
MST=30% and MCT=60% and we have got 
following rules as show below. Then find the 
association rules after mining, mark the sensitive 
association rules whose confidence is greater than or 
equals to minimum confidence threshold and 
remaining rules will be nonsensitive rules. 

 
Fig. 3 Marking Sensitive Rule 
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Umbrella → biscuits are marked as a sensitive rule as 
shown in Figure 3. 
 
After applying above algorithm and scheme 1 that 
described earlier the sensitive rule umbrella → 
biscuits is hidden and can be viewed even if we mine 
the database. So even if we released our database no 
one can make misuse of database by applying mining 
techniques. The hiding process of sensitive rule is 
shown in Figure 4. The detail hiding process of 
sensitive association rule is shown in Figure 4. The 
below table shows the set of transaction of 
supermarket database.   
 

 
Fig. 4 Hiding of sensitive Association rule 

 
CONCLUSION 
 
In this paper, an improved Apriori algorithm is being 
proposed. This algorithm reduces unnecessary 
database scan at the time of forming frequent large 
itemsets. This paper indicates the limitation of the 
original Apriori algorithm of wasting time for 
scanning the whole database searching on the 
frequent itemsets and presents an improvement on 
Apriori by reducing that wasted time depending on 
scanning only some transactions. In this experiment 
we have to create association rules then mine 
sensitive association rules and hide these sensitive 
association rules. Experimental results show that the 
improved Apriori algorithm takes less time for 
generating frequent itemsets as compared to a 
classical Apriori algorithm.   
 

Also the strong rules are generated by an Improved 
Apriori algorithm based on MST and MCT are 
hidden by decreasing support and confidence of the 
algorithm. We present an approach that modifies few 
transactions in a transaction database to hide sensitive 
association rules without producing any side effects 
i.e. No lost rule, No false rules or both. 

ACKNOWLEDGEMENTS 
 
This paper would not have been possible without my 
guide professor, Mr. Kalyankar Pravin P. My deepest 
gratitude goes to him for the support and guidance. 
His patience and encouragement throughout the 
research paper has motivated me to enthusiastically 
work and constantly improve. I am honored and 
thankful for the opportunity to be his student. It is a 
great pleasure to thank my guide for being there for 
me always. Family values that I have gained directed 
me to the path of constant personal, professional and 
academic progress. My family has supported me in 
all mentioned aspects. I am very glad that I can share 
my success with them. I thank also to my fellow 
students and friends with whom I shared these 
precious student days. The friendships that we made 
now are the ones that last. 
 
REFRENCES 
 

[1]  Yu-Chiang Li, Jieh-Shan Yeh, Chin-Chen Chang, “Efficient 
Algorithms for Mining Shared-Frequent Itemsets”, In 
Proceedings of the 11th World Congress of Intl. Fuzzy 
Systems Association, 2005. 

[2]  Raymond Chi-Wing Wong, Ada Wai-Chee Fu, "Association 
Rule Mining and its Application to MPIS", 2003. 

[3]  Agrawal, R. and Srikant, R, Fast algorithms for mining 
association rules. In Proc.20th Int. Conf. Very Large Data 
Bases, 487-499, 1994. 

[4]  Sotiris Kotsiantis, Dimitris Kanellopoulos,” Association 
Rules Mining: A Recent Overview", GESTS International 
Transactions on Computer Science and Engineering, 
Vol.32, No: 1, pp. 71-82, 2006. 

[5]  S. rao, R. Gupta, “Implementing Improved Algorithm Over 
APRIORI Data Mining Association Rule Algorithm”, 
International Journal of Computer Science And Technology, 
pp. 489-493, Mar. 2012. 

[6]  Lee-Wen Huang, Ye-In Chang, “A Graph Based Approach 
for Mining Closed large Itemsets” National Sun Yat-Sen 
University.  

[7]  R. Agrawal and R. Srikant, “Privacy-Preserving Data 
Mining”, In Proc. ACM Conf. Management of Data,New 
York, USA vol. 29, pp. 439-450, 2000. 

[8]   A. Evfimievski, R. Srikant, R. Agrawal, and J. Gehrke, 
“Privacy Preserving Mining of Association Rules”,In Proc. 
of SIGKDD International Conference on Knowledge 
Discovery and Data Mining, New York, USA vol. 29, 
pp. 217-228, 2004. 

[9]  Y. Saygin, V.S. Verykios, and C. Clifton, “Using 
Unknowns to Prevent Discovery of association Rules,” 
ACM SIGMOD Record, vol. 30, no. 4, pp. 45-54, 2001. 

[10]  E. Dasseni, V.S. Verykios, A.K. Elmagarmid, and E. 
Bertino, “Hiding association Rules By   Using Confidence 
and Support,” Proc. Information Hiding Workshop, pp. 369-
383, 2001. 

[11]  M. Atallah et. Al., “Disclosure Limitation of Sensitive 
Rules,” Proc. IEEE Workshop Knowledge and Data Eng. 
Exchange, pp. 45-52, 1999.  

[12] P. Wei, C. Wang, B. Wang, Z. Zhang, “Data Mining 
Technology and Its Appli- cation in University Education 
System”, Computer Engineering, pp. 87-89,June 1993. 

 
 
 

 


