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Abstract- In Today’s world use of third party application is increasing day by day. To protect from third party application 
some recommendations helps user to protect their account created on some social networking sites.  The model provides 
recommendations collected on basis of previous users decision .Collaborative filtering is the  technique used to  filter  the 
decisions of user who has previously made recommendations, to secure their account form third party applications. 
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I. INTRODUCTION 
 
The collaborative multicriteria recommendations 
framework provides a mechanism for End user 
service providers to request their resources from third 
party keeping users access credentials secret from 
service providers. The other existing system may not 
provide such fine grained access controls. An 
example the third party free applications on any 
social networking sites don’t provide such facilities to 
set your own permissions for your account. Like free 
Facebook Truth game application requests the 
following permissions when a user installs the 
application. It will demand to access to the user's 
basic information, your gender, your Birthday, Notify 
others about your activity and basic information, 
email address. When the user allows this application 
to access this personal information, when once this 
credential granted, it cannot realistically get revoked. 
For example, once users allows Truth game 
application to access their  email addresses  and other 
stuff,  truth game applications server and database 
can not remove that set permissions and also it  
cannot  prevent  the access to the information through 
the privacy  setting. There are several attributes 
which when once granted are irrevocable, since the 
attributes are generally immutable or change with 
very little frequency like birthdays, name, and 
location respectively. The key concept of this model  
is to secure the users account from third party 
intrusion. The flow of this system will contain some 
modules such as client module, permission guide, 
recommendation module, server which provides 
authorization.  
  
II. AUGMENTATION  
  
The augmentation of implemented security system 
includes: Users the user is the individual who will 
register and input information about him and set his 
own access permissions. Collaborative permission 
guide: It will guide the user about permissions 

setting. Filter the percentile of access tokens set by 
previous users. Recommendation Service:  According 
to the collaborative filtering it will recommend user 
the permission set for his account.  
 
Server for Authorization: It is the authorization server 
phase.  It will take care of all the user details and their 
permissions, the authorization server will access the 
token generation, then finally send the generated 
token to the web client.       
 
III. COLLABORATIVE FILTERING  
  
The recommendations system helps user to evaluate 
and make decisions, they provide opinion and 
prediction as a set of recommendations. The 
Recommendation is provided on the basis of other 
user’s  opinion  and the  applicability of targeted 
users. The users take care of privacy on basis of some 
attributes that is they should grant them to third party 
applications or not. This recommendation system is 
like in which items for example to give your opinion 
about something e.g. to rent a song or not. Users do 
have their own privacy opinion, but  the collaborative 
filtering helps user to take decision more easily as 
users may or may not have knowledge about the 
things which they are rating for. In the same way 
before making the privacy settings or decisions users 
must get help from other user’s  decision.  The model 
in this paper provides recommendations to every user 
who install third party application and request privacy 
attributes.  
  
IV. OPEN AUTHORIZATION AND USER 

PRIVACY  
 
Open authorization makes positive that it could 
separate role of users from third party application. 
Oath uses the idea of Access Tokens, wherever a 
token denotes a collection of credentials granted to 
3rd party applications by the resource homeowners 
[31].This avoids the requirement for users  to share 
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their non-public credentials like their username & 
password. It additionally permits users to revoke 
access to a 3rd party Application by revoking its 
Access Token.Designed OAuth flow permits third 
party applications to request a collection of 
permissions via the scope attribute, and for users to 
grant or deny such requests. If a user grants a 3rd 
party application's request, then associate Access 
Token (denoting the scope) is issued for that 
application, thus granting it the scope of Permissions 
requested. The scope attribute represents the set of 
permissions requested by third party applications.  
  
V. IMPLEMENTATION  
 
Implementation is that the stage of the project once 
the theoretical style is clothed into a operating 
system. so it will be thought of  to be the foremost 
important stage in achieving a thriving new system 
and in giving the user, confidence that the new 
system can work and achieve success. This stage 
involves designing, investigation of the present 
system and it’s constraints on implementation, 
coming up with of strategies to realize conversion and 
analysis of conversion strategies.  A browser-based 
extension:  A browser-based extension that intercepts 
the default OAuth 2.0 request and, interprets  it, and 
provides the user with an easy and  usable interface to 
make decisions that provide for the protection of 
private identity attributes before application  
installation. A multi-criteria recommender model 
approach:  that provides users with rating measures 
on requested privacy attributes based on the 
collaborative effort of users who have historically 
made grant/deny decisions for similarly  requested 
privacy attributes[1].A recommendation to extend the 
Open Authorization specification: to provide an 
avenue through which web browsers(through browser 
extensions method or otherwise)might assist users in 
making informed decisions regarding their full 
privacy attributes before the installation of a third  
party  application. Steps Involved in OAuth 
Multicriteria Recommender Model are:  
1. The client side redirects the browser to the end-
user authorization terminus by initiating a request 
URI that features a scope parameter  
2. The Permission Guide extension captures the scope 
value from the request URI and parses the requested 
permissions. At this step, the extension allows users 
to choose a subset of the permissions requested.  
The following figure shows the open authorization 
flow. Which has the different modules included, 
which are End-User, Authorization Server.  
3. The Permission Guide extension requests  a set of 
recommendations on the parsed permissions. This is 
achieved by passing the set of permissions to 
Recommendation Service of social networking sites.  
4. The Recommendation Service returns a set of 
recommendations for the permissions requested by 
the client. 

5. Using the set of returned recommendations, the 
extension presents the permissions with their 
respective recommendations in a user-friendly 
manner.  
 
Figure below illustrates the overall process of 
handling recommendation model.  
  

 
Fig: Recommendation Process 

 
VI. DATA USE POLICY OF SYSTEM  
  
Following information system receives about you  
1. Individual Personal Information-The information 
using which you sign in to the system as well as the 
information an individual chooses to share.  
2. Registration  Information-Registration information 
which an individual use to provide to sign in for this 
system i.e. name, email address, gender.  
3. Information end user choose to share-  
This includes individuals profile picture.This system 
purely provides end user facility to make their own 
permission sets that is whether they want to make 
their information public or private.   
 
The information which is always public is the name 
of individual. This helps his family or friends to 
easily identify that person.  
 
Profile picture  
This helps your family and friends to recognize you,if 
you are uncomfortable to make it public..it has option 
of deleting it..  
  
User Id  
This allows you to give custom link to your timeline 
or a page, receive mail at your account address and 
helps make platform possible.  
  
VII. SOME RESULTS OF 

IMPLEMENTAION  
 
When implemented the recommendation security 
system as described in above section it demands some 
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data from individual for signing up. Once the user 
signed up for the system this system provides the  
Request URL shown in below fig. which is 
permission guide phase. By using this URL user can 
set their own permissions. The permission here it 
means they can restrict the permissions for their 
profile to make it more secure. 
 

 
 

 
 
When user fulfills all his information, next phase is 
he has to set the permissions so that he can restrict his 
information so that others could not use or could not 
be able to hack it. The above picture shows 
recommendations given to the user by system.  
 
In the previous system only the restriction were 
limited and it have not provided such kind of 
recommendations. That is why these 
recommendations and security system is more secure.  
The recommendations provided in the permission 
guide are  

 Access my basics  
 Send me mail  
 Post to my wall  
 Access my profile  

 
These recommendations system calculate according 
to previous user’s decisions that mean what the 
previous users have set permissions for their profile. 
This concept is called as collaborative filtering.  

CONCLUSION  
  
OAuth uses the thought of Access Tokens, wherever 
a token denotes a collection of credentials granted to 
3rd party applications by the resource owners. The 
Multicriteria Recommender Model uses the 
collaborative filtering technique that helps in 
providing additional privacy from third party 
application. OAuth is associate open standard for 
authorization. 
 
OAuth provides client side applications a secure 
delegated access to server resources on behalf of a 
resource owner.  It specifies a process for resource 
owners to authorize third-party access to their server 
resources without sharing their credentials. The 
Designed multicriteria recommender model with 
open authorization system is to have the modules 
includes End Users, Permission Guide 
Recommendation Service, and Authorization server. 
OAuth uses a mechanism where the roles of third-
party applications and resource owners are separated. 
It does not require users to share their private 
credentials with third-party applications; instead it 
issues a new set of credentials for each application. 
Attacks on our online data and identities. The Open 
Authorization protocol  (OAuth) was introduced as a 
secure and efficient method for authorizing third-
party applications without releasing a user’s  private 
credentials. One of the main reasons behind OAuth 
was  to increase user privacy by  separating the role 
of users (resource  owners) from that of  third party 
applications. OAuth uses the concept of Access 
Tokens, where a token denotes a set of owners. 
OAuth is  an open standard for authorization. OAuth 
provides client  applications a secure delegated access 
to server  resources on  behalf of a resource owner.    
OAuth, a new protocol for establishing identity 
management standards across services,  provides an 
alternative to sharing  our usernames and passwords, 
and exposing ourselves to attacks on our online data 
and identities. The Open Authorization protocol 
(OAuth) was introduced as a secure and economical 
technique for authorizing third-party applications 
without releasing a user’s personal credentials. one 
amongst the most reasons behind OAuth was to 
extend user privacy by separating the role of users 
(resource owners) from that of third party 
applications. OAuth uses the idea of Access Tokens, 
wherever a token denotes a collection of credentials 
granted to third party applications by the resource 
owners. OAuth is associate open customary for 
authorization. OAuth provides client side applications 
a secure delegated access to server resources on 
behalf of a resource owner. It specifies a method for 
resource owners to authorize third-party access to 
their server resources while not sharing their 
credentials. The Designed multicriteria recommender 
model with open authorization system is to possess 
the modules includes end Users, Permission Guide, 



International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-2, Issue-2, Feb.-2015 

Collaborative Multicriteria Recommendations For Open Authorization 
 

73 

Recommendation Service, Authorization server. 
OAuth uses a mechanism wherever the roles of third-
party applications and resource owners are separated. 
It doesn't need users to share their non-public 
credentials with third party applications, instead it 
problems a brand new set of credentials for every 
application. The Multicriteria Recommender Model 
uses the collaborative filtering technique that helps in 
providing additional privacy from third party 
application. Recommendations offer users confidence 
in creating their selections, particularly that several 
privacy requests don't clearly convey the accesses 
requested. the choices that users build are their own 
in fact, however algorithmic rule and model provides  
a mechanism known as recommendation model.  
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