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Abstract- This paper presents a modified algorithm for the privacy preserving in association rule mining. This proposed 
methodology takes less number of passes than that of the existing algorithm.  It means that the time complexity of the 
proposed method is less as compared to the existing method. In this paper, we also provide here an overview of the new and 
rapidly emerging research area of privacy preserving data mining. Privacy preserving in data mining is a very popular 
research topic. A large number of researchers are working on improving security in data mining. Also a detailed review of 
the work accomplished in this area is also given along with the coordinates of each work to the classification hierarchy. The 
critical review of some modern data hiding approaches is also performed. 
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I. INTRODUCTION 
 
Data mining is the non-trivial process of identifying 
valid, novel, potentially useful and ultimately 
understandable pattern in data. Many governmental 
organization, businesses etc. are finding a way to 
collect, store, analyse and report data about 
individuals ,households or businesses, in order to 
support (short and long term) planning activities. 
Information system contains private or confidential 
information like their social security number, income 
of employees, purchasing of customer etc that should 
be properly secured. 
 
Privacy preserving data mining is a new investigation 
in data mining and statistical databases. In PPDM 
data mining algorithms are analysed for side effects 
obtain in data privacy. Two fold consideration in 
privacy preserving data mining. First is sensitive raw 
data that are kept secure from unauthorized access 
like identifiers, names ,addresses should be modified 
from original database in order for receiver of data 
not to be able to compromise another person’s 
privacy. Second is sensitive knowledge is excluded 
that can be mined from a database by using data 
mining algorithms as such type of knowledge 
compromises data privacy. 
 
The purchasing of one product when another product 
is purchased represents an association rule. 
Association rules are frequently used by retail stores 
to support in marketing, advertisement and inventory 
control. Let us suppose a grocery store chain keeping 
record of weekly transaction where each transaction 
represents the item bought during one cash register 
transaction. The executives of this chain recipient 
summarized report of transaction that indicated want 
type of item? Sold at what quantity? They 
periodically take information about which items are 
commonly purchased together. Then they find that 
100% of time that peanut butter is purchased bread is 

also purchased.33.3% of time peanut butter is 
purchased ,jelly is also purchased .Peanut butter is 
exist in only 50% of overall transaction. 
 
This project has just been indicates that there is a  
need to prevent disclosure not only of confidential 
private information from summarized or aggregated 
data, but also to prevent data mining techniques from 
discovering sensitive knowledge which is not even 
known to the database owners. The hiding strategies 
that we propose are based on reducing the values of 
support and confidence of rules that specify the 
importance of sensitive information. In order to 
achieve this transactions are modified by removing 
some items or inserting new items depending on the 
hiding strategy. The constraint on the algorithms is 
that the changes in the database introduced by the 
hiding process should be limited, in such a way that 
the information loss incurred by the process is 
minimal. Selection of the items in a rule to be hidden 
and the selection of the transactions that will be 
modified is a crucial factor for achieving the minimal 
information loss constraint. We also perform a 
detailed performance evaluation and validation study 
in order to prove that the proposed algorithms are 
computationally efficient, and provide certain 
provisions on the changes that they impose in the 
original database. According to this, we try to apply 
minimal changes in the database at every step of the 
hiding algorithms that we propose. 
 
II. PROBLEM DOMAIN 
 
The work in proposed a hybrid method to hide a rule 
by decreasing either its support or its confidence. 
This method uses features of both ISL & DSR 
algorithms. This is done by decreasing the support or 
the confidence n units at a time by modifying the 
values of transactions. In 2008, belwal et al. 
Presented an algorithm. To hide any specified 
association rule X → Y our algorithm works on the 
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basis of  confidence (X → Y ) and support (X → Y 
).To hide the rule X → Y (containing sensitive 
element X on LHS),our algorithm  increases the 
special variable of the rule X → Y  until confidence 
(X → Y ) goes below a minimum specified threshold 
confidence (MCT).As the confidence (X → Y ) goes 
below MCT(minimum specified confidence 
threshold),rule X → Y  is hidden i.e. it will not be 
discovered through data mining algorithm. 
 
Actually any given specific rules to be hidden, many 
approaches for hiding association, classification and 
clustering rules have been proposed. Some of the 
researchers have used data perturbation techniques to 
modify the confidential data values in such a way that 
the approximate data mining results could be 
obtained from the modified version of the database. 
Some researchers also recognize the necessity of 
analysing the various data mining algorithms in order 
to increase the efficiency of any adopted strategy that 
deals with disclosure limitation of sensitive data and 
knowledge. Also disclosure limitation of sensitive 
knowledge by data mining algorithms, based on the 
retrieval of association rules, has been recently 
investigated. Proposed algorithm is also based on the 
reduction of support and confidence of sensitive rules 
but in this method some modified terms and some 
new variable are used to do the job. Also this work 
specifies that it can hide any given association rule, as 
some of the previous work cannot. 
 
The problem of sensitive rule hiding is described as 
follows: 
The objective of data mining is to extract hidden or 
potentially unknown interesting rules or patterns from 
databases. However, the objective of privacy 
preserving data mining is to hide certain sensitive 
information so that they cannot be discovered through 
data mining techniques. In this work, we assume that 
only sensitive items are given and propose one 
algorithm to modify data in database so that sensitive 
items cannot be inferred through association rules 
mining algorithms. More specifically, given a 
transaction database D, a set of rules, a minimum 
support, a minimum confidence and a set of items H 
to be hidden, the objective is to modify the database 
D such that no association rules containing H on the 
right hand side or left hand side will be discovered. 
 
Let D be the database of transactions and J = {J1, ..., 
Jn} be the set of items. A transaction T includes one 
or more items in J . An association rule has the form 
X → Y , where X and Y are non-empty sets of items 
(i.e. X and Y are subsets of J) such that X ∩ Y = 
Null. A set of items is called an itemset, while X is 
called the antecedent. The support of an item (or 
itemset) x is the percentage of transactions from D in 
which that item or itemset occurs in the database The 
confidence or strength c for an association rule X → 
Y is the ratio of the number of transactions that 

contain X  or Y to the number of transactions that 
contain X. 
 
The problem of mining association rule is to find all 
rules that have support and confidence greater then 
user specified minimum support threshold (MST) and 
minimum confidence threshold (MCT). 
 
As an example, for a given database in following 
table, a minimum support of 33% and a minimum 
confidence of 70%, nine association rules can be 
found as follows: 
 
B=>A(66%, 100%), C=>A (66%, 100%), B=>C 
(50%, 75%),C=>B (50%, 75%), AB=>C(50%, 75%), 
AC=>B (50%, 75%), BC=>A (50%, 100%), C=>AB 
(50%, 75%), B=>AC (50%, 75%). 
 

TID Items 

T 1 ABC 
T 2 ABC 
T 3 ABC 
T 4 AB 
T 5 A 
T 6 AC 

 
The objective of privacy preserving data mining is to 
hide certain sensitive information so that sensitive 
information cannot be discovered through data 
mining techniques. Given a transaction database, a 
minimum support threshold and minimum confidence 
threshold and set of sensitive items X, the objective is 
to modify database in such a way that no predictive 
association rule containing X on the left hand side 
will be discovered. So if in above example element A 
is sensitive then rules AB=>C (50%, 75%), AC=>B 
(50%, 75%) should not be discovered by data mining 
algorithm. 
 
III. OBJECTIVES 
 
The problem of sensitive rule hiding is described as 
follows: 
Given a transaction database, MST, MCT, and a set 
of sensitive items, how can we modify the database 
such that using the same MST and MCT, the set of 
strong rules in the modified database satisfies all the 
constraints: 1) no sensitive rule, 2) no lost rule, and 3) 
no false rule? 
 
Let D be the database of transactions and J = {J1, ..., 
Jn} be the set of items. A transaction T includes one 
or more items in J . An association rule has the form 
X → Y , where X and Y are non-empty sets of items 
(i.e. X and Y are subsets of J) such that X ∩ Y = 
Null. A set of items is called an itemset, while X is 
called the antecedent.  
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The support of an item (or itemset) x is the 
percentage of transactions from D in which that item 
or itemset occurs in the database The confidence or 
strength c for an association rule X → Y is the ratio 
of the number of transactions that contain X  or Y to 
the number of transactions that contain X. 
 
The problem of mining association rule is to find all 
rules that have support and confidence greater then 
user specified minimum support threshold (MST) and 
minimum confidence threshold (MCT). 
 
 Hides sensitive items on both sides left as well as 

right. 
 Number of data base scans are less 
 Numbers of side effects are less. 

 
IV. SOLUTION DOMAIN 
 
To hide any specified association rule X → Y this 
algorithm works on the basis of confidence (X → Y) 
and support (X → Y). 
 
To hide any sensitive rule X → Y, this algorithm first 
finds the value of support (sup) and confidence (conf) 
in the available set of rules and then it computes the 
support and confidence of the sensitive rule using 
following: 
 

Confidence (X → Y) = (conf * X factor); 
 

Support (X → Y) = (sup * X factor); 
 
A. Input 

 
 A database of transactions – A database of 

transaction is a database that contains all the 
transaction. 

 A database of  rules – A database of rules are the 
set of rules that contains all the rules of data 
mining that is used for privacy. 

 A set of sensitive items X – In database items X 
are the item will have to hide for privacy. 

 A minimum support threshold (MST) – A 
minimum support threshold is a minimum value 
of support in which the association rule 
containing X will be hidden. 

 A minimum confidence threshold (MCT) - A 
minimum confidence threshold is a minimum 
value of confidence in which the association rule 
containing X will be hidden. 

 
B. Output 
 
When we performed the following algorithm in 
transformed database of rules with modified support 
and confidence where rules containing X will be 
hidden. It means the association rules containing X 
will be hidden. Its take a one pass to complete full 
process. 

C. Procedure 
 

The algorithm is as follows: 
Input: Database of transaction, rules, sensitive 
items, MST, MCT. 
Output: A transformed database of rules with 
modified support and confidence where rules 
containing X will be hidden. 
Procedure: 
//find value of support and confidence 
Select confidence into conf from database. 
Select support into supp from database. 
 
For each X 
{ 
// Now check all the rules containing sensitive 
element x. 
For each rule R which contain X on LHS OR 
RHS. 
{ 
While (conf(R) >= MCT) 
{ 
Set Confidence (X → Y) = (conf *  X factor); 
 
Set Support (X → Y) = (sup *  X factor); 
} 
} 
} 
End of procedure 

 
CONCLUSION 
 
This paper presented the modern privacy preserving 
method using the concept of the association rule 
mining. The proposed method is having the 
advantages as follows: 
 Hides sensitive items on both sides left as well 

as right. 
 Number of data base scans are less 
 Numbers of side effects are less. 

 
Privacy-preserving data mining can be applied in 
different domains. The focus in this thesis is on the 
association rule mining domain. The goal of 
association rule mining is to find (in databases) all 
patterns based on some hard thresholds, such as the 
minimum support and the minimum confidence. The 
owners of these databases might need to hide some 
patterns that are of a sensitive nature. The sensitivity 
and the degree of sensitivity are decided by experts 
with help from the data owners. Nowadays, 
determining the most effective way to protect 
sensitive patterns while not hiding non-sensitive ones 
as a side effect is a crucial research issue. 
 
FUTURE WORK 
 
Industries such as banking, insurance, medicine, and 
retailing commonly use data mining to reduce costs, 
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enhance research, and increase sales. While data 
mining in general represents a significant advance in 
the type of analytical tools currently available, there 
are limitations to its capability. One limitation is that 
although data mining can help reveal patterns and 
relationships, it does not tell the user the value or 
significance of these patterns. It does not tell the users 
which patterns are sensitive and which are not. Also 
one limitation of proposed algorithm 2 is that it hides 
extra rules. 
 
Future research arising from the work presented in 
this thesis may focus on the following: 
 
 Association rule mining is of relevance to e-

commerce applications. In this thesis, the focus 
is on the accuracy of the data and blocking the 
inference channels. However, in practice, some 
commercial criteria may also be important and 
should be considered in the technique 
implementation. 

 Chapter 4 contains a new technique that hides 
sensitive item. It is interesting to come up with 
more new techniques and compare them to this 
proposed technique. 

 This thesis consistently preferred accurate data 
or patterns to be shared between parties or 
published to the public. However, there are 
cases where less accurate (distorted) data may 
be preferable. Whether and when to consider 
such less accurate data are questions that 
deserve further study. 

 
Although privacy-preserving data mining has been 
studied for many years, and it will continue to be 
studied and will become the core of each data mining 
project. This is because security and privacy are 
necessary factors to convince data owners to share or 
publish their data for the common good. 
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