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Abstract- With the emerging trend of SMAC (Social, Mobile, Analysis and Cloud) the need of an hour is changing. As this 
technology is being adopted by various Industries in almost all the sectors from manufacturing to Production and from IT to 
Sales, with this the challenge also grows - to provide security to the data and protect the information. As it is very evident 
that SMAC uses internet as an integral part of its service and would be paralysed if there is any defect (theft of data, data 
diddling, hacking, loss of information etc.) found in the system, this gives rise to the cyber security policies. In this paper we 
have made an attempt to recognise different challenges faced by SMAC and how cyber security is important for SMAC, also 
we have tried to give a SWOT analysis of SMAC technology.  
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I. INTRODUCTION TO SMAC  
 
In India we are using Internet for more than a decade 
but easy availability and cheaper internet rates have 
pushed up the concept of Social Media like facebook, 
twitter, blogs etc. The time has moved even further 
with cheaper internet rates we have cheap and fully 
functional smart mobile phones available in the 
Indian Market thereby increasing the Mobility of the 
data. For Example – Few years back when smart 
phone did not came into existence even that time we 
had internet services available at nominal rates but 
these services were limited to either our Personal 
computer or laptops at home or offices. We could not 
use the internet services while travelling, while 
walking down the street etc. hence it can be said that 
data was not mobile. But today with the use of smart 
phones and easily available internet services it has 
become possible to use online data from any nook 
and corner of the world. This gives rise to two pillars 
of SMAC Social Media and Mobility of data. There is 
enormous amount of data available on the internet, 
you name it and you get it is the basis on which the 
internet is working today. The major task is to find 
out the relevant information from this mammoth of 
data where you will find accurate data as well as 
absurd data. So it is always required to analyse and 
find out relevant data and then use it further.  
 
Therefore analysis of data is equally important part of 
SMAC. Finally coming to the fourth pillar of this 
technology that is cloud, people are using large 
amount of data from cloud. Cloud is a big concept to 
be explained but in short and very general term cloud 
is the large data storage which is network of many 
servers working together, it can be set up in public or 
private environment. SMAC stands for Social, 
Mobility, Analytics and Cloud. Although this terms 
work independently but when brought together it 
gives finest results, this technology has evolved in 
last few years and from then making growth in the 
market. Using SMAC technologies workers can 

access large volume of data online from anywhere. It 
is a new technology in IT industry which is helping 
organisations to achieve better and real time 
productivity. 
 

 
Fig – 1 

 
Source - http://www.slideshare.net/Sourcebits1/the-
smac-future-social-mobile-analytics-cloud 
 
The Working of SMAC -  
1. User access maximum data from cloud 
2. The Data can be used by the user on his/ her 
mobile devices results into mobility of data. 
3. In turn the user decides whether the data is 
useful or not thereby analysing the data. 
4. Finally user finds colleagues on social media 
and share the data with them 
 
II. CYBER SECURITY AND SMAC 
 
“It is predicted by the NASSCOM in one of its report 
– that the SMAC technology will help the IT Industry 
in India to earn maximum revenues, by 2020 the 
approx profit value will be USD 25 billions.” 
 
The ever increasing demand of SMAC technology in 
the organisation also calls for the cyber security. It is 
very essential to implement strong cyber security in 
the organisations to provide security to the data, 
systems and applications. 
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With the sophisticated development in the 
organisation’s using SMAC, we can also notice 
development in the way cyber crimes are getting 
committed. It can be correctly said that the 
development rate is directly proportional to the crime 
rate. 
 
Data and information needs to be safeguarded from 
the professional hacker and data intruders who can 
use various technical ways to harm the data online. In 
the cloud system large amount of data is available 
and can be used from anywhere in the world. Hence 
organisations need to take extra care of the 
information when they upload and download from the 
cloud system, while transferring the data from the 
network it is important to provide optimum security 
to the network. 
 
Cyber security should be integrated with the SMAC 
technology; it should be a holistic approach in order 
to deal with the ever increasing cyber crime attacks 
on the organisational data. Cyber security 
implementation is absolutely important and is 
becoming need of an hour. Even though the cyber 
security awareness is increasing among the users but 
it is insufficient to serve the cause. There should 
regular cyber crime and cyber security awareness 
training sections is the organisations for the 
employees what they have to do and how they have to 
do to protect the network and systems data, Proper 
investment strategy should be adopted to implement 
strong network security. There should be separate 
team of cyber experts in very organisation to handle 
the worst situation and immediately save the data.  
 
Cyber Security when collaborated with SMAC will 
give good results in terms of productivity, time, 
security and cost. Thereby it will help businesses to 
grow faster, more efficiently with fewer security 
risks. 
 
III. SMAC SWOT ANALYSIS 
 
SMAC is the upcoming technology and hence it 
becomes very important to have an SWOT analysis to 
examine its potential in near future. 
 

 
 
IV. STRATEGY FOR ADOPTING SMAC 

MODEL 
 
1. Relevance and durability of the SMAC model 

should be checked and verified before adopting 
any SMAC model for a company. 

2. Company heads and the employees must first 
understand the SMAC model which they will 
adopt. It is very necessary for employees to be 
comfortable with the working of the SMAC. 

3. To recognise the potential threats in the SMAC 
model  

4. Train the employees about the cyber crime and 
make them understand about the consequences 
of cyber attacks. 

5. Company should be always prepared with a 
team of cyber experts to handle the 
vulnerabilities.  

6. Every company must develop a cyber secure 
architecture. 

 
V. INDIAN CYBER LAW TO ENSURE 

CYBER SECURITY 
 
1. To  combat cyber crime we have following  
rules, regulation and Acts –  
 Information Technology  Act, 2000 
 Indian Penal Code (IPC) 
 
2. Classification of IT Act, 2000 to stop Cyber 
crime related to SMAC –  
 Section 65 – Tampering the data means to 
cause any type of harm to the data so that data loses 
its value and become absurd; this harm can be caused 
online using mobile or offline. 
Punishment – the accused will be imprisoned for 
maximum 3 years or will be liable to pay fine upto 
INR 2 lakhs or both.   
 Section 66 – Hacking the computer means 
breaking the network security and accessing the 
computer system with an intention to delete, add or 
alter the information to cause damage to the public or 
any person reputation. 
Punishment – the accused will be imprisoned for 
maximum upto 3 years or will be liable to pay fine 
upto INR 2 lakhs or both. 
 Section 67 – Publishing or transmitting 
obscene information online with an intention to harm 
the reputation and fame of the person or the 
organisation in public.  
Punishment – on the first conviction imprisonment 
upto 5 years or fine upto INR 1 lakh or both and on 
the second conviction imprisonment upto 10 years or 
fine upto INR 2 lakhs or both 
 Section 70 – Unauthorized Access to 
Computer system without the permission of the 
owner with an intention to access the information or 
add, delete or alter the information or misuse the 
information for personal gain or rivalry / competition. 
Punishment – the accused will be imprisoned for 
maximum 10 years and will be liable to pay fine 
depending upon the severity of the crime. 
 Section 72 – violate the confidentiality and 
privacy of the data with awful intentions to breach the 
trust and misuse the information. 
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Punishment - the accused will be imprisoned for 
maximum 2 years or will be liable to pay fine upto 
INR 1 Lakh or both  
3. In the above sections computer system 
means all the computing devices which takes the data 
in processes and give the result are known as 
computer system. This includes mobile, smart phone, 
tablets & smart TV or any device which has access to 
internet (social media). 
 
VI. SMAC IN PRIVATE AND 

GOVERNMENT SECTOR 
 
1. India’s largest IT firm Tata Consultancy 

services (TCS) has its own separate unit at 
Silicon Valley to handle the SMAC services.  

2. Second largest Indian IT firm Infosys Ltd is 
also actively involved in the social media like 
face book and twitter to communicate and build 
relations with customer and get there feedback. 

3. Cognizant has moved far beyond the traditional 
IT techniques and has adopted SMAC 
technology from past 2 years.  

4. Similarly many mid cap companies have 
adopted the SMAC technologies positively and 
are experiencing growth and increase in the 
revenue since then.  

5. Few mid cap companies who have experienced 
growth and profit are – Tech Mahindra Ltd., 
Persistent System Ltd, Zensar Technologies 
Ltd. 

6. With Private sector adopting SMAC 
technologies it very remarkable to find that even 
government sector in not behind in joining 
hands with SMAC. 

7. Maharashtra Government is the first one to 
adopt the new technology for mobility of E 
governance system. 

8. Andhra Pradesh Government has also taken the 
initiative to formulate E governance system. 

9. Education Sector has also started using SMAC 
to get optimum value in learning and teaching 
process. 

 
VII. SUGGESTION  
 
1. Indian Cyber Law is very complete but needs 

proper implementation at various levels 
2. There is a need to set uniform and standard laws 

and security platforms for the organisations 
nationwide. 

3. Same set of protocols should be followed by all 
the organisations nationwide. 

4. There is a requirement of Cyber security 
professionals – Cyber Police, Cyber security 
Lawyers, Cyber Technicians, Cyber 
Investigators. 

5. Proper training should be given to the 
Employees as well as the users to avoid the 
dreadful situation. 

6. There should be a link between government and 
businesses (i.e. Private and Public relationships) 
to help grow the Industry. 

 
CONCLUSION  
 
Social media, accessing data via cloud and use of 
mobile devices for data transfers has tremendously 
increased the use of internet, thereby increasing the 
safety concerns. With the SMAC technology it is 
important to safeguard the data which is transferred 
over the network, the need of an hour is to 
concentrate on the cyber security issues and have a 
collaborative approach towards SMAC and Cyber 
security. 
 
REFERENCES  

 
Web References 

[1]  Cyber security needs a fresh, holistic approach, says expert 
by CXOtoday.com 

 http://www.cxotoday.com/story/cybersecurity-needs-a-new-
holistic-approach-say-experts/ 

[2]  Marlabs cyber security 
 http://www.marlabs.com/services/information-

security/overview 

[3]  Glitches in securing SMAC 
 http://www.csoforum.in/opinions/41349/glitches-securing-

smac-milieu 

[4]  Cognizant http://www.cognizant.com/smac 

[5]  SMAC is the new flavour of IT services companies 
 http://www.livemint.com/Industry/FXPE2yjjVrknGT3uJr33

HP/SMAC-is-the-new-flavour-of-IT-services-
companies.html 

[6]  E Governance and SMAC 
 http://egov.eletsonline.com/2014/08/egov-will-hinge-on-

smac/Magazine  

[7]  CSI Communications knowledge digest for IT community 
(Oct 2014), “SMAC”, vol 38, issue 7. Book 

[8]  Vivek Sood, “Cyber Law Smiplified”, 2009 

 
 
 
 


 


