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Abstract- Cloud computing uses the internet to provide the services to the user at any time on an as-needed basis. One of the 
main features of the cloud services is that users’ data are usually processed remotely in unknown machines that users do not 
own or operate. While enjoying this new emerging technology, users’ fears of losing control of their own data (particularly, 
university, health and financial data) can become a significant barrier to the wide adoption of cloud services. To address this 
problem, in this paper, we propose cloud information accountability framework (CIA) to keep track of the actual usage of 
the users’ data in the cloud. In particular, here file is encrypted and JAR file will be created. Any access to users’ data will 
trigger automated logging and authentication local to the JARs. Distributed auditing mechanisms are also provided to 
strengthen the users’ control. 
 
 
I. INTRODUCTION  
 
The internet is a global collection of computer 
networks that use the standard internet protocol suite 
to link several billion devices worldwide. It is a 
network of networks that consists of millions of 
public, private, business, academic, and government 
networks, of local to global scope, that are linked by a 
broad array of electronic, wireless, and optical 
networking technologies. 
 
One of the new computing paradigms called cloud 
computing uses the internet to provide the services to 
the users as and when needed. It is a collection of 
resources that is provided as a service over the 
internet, it makes possible for user to access the 
information from anywhere at any time. There are 
number of notable individual cloud computing 
services, including Amazon, Google, Microsoft, 
Yahoo, and Sales force. Traditional Systems setup 
requires users to be in the same location as their data 
storage device, the cloud takes away that step.  
 
Due to the cloud environment, the need of a user to 
be there in the same physical location is eliminated. 
Small companies store their information in the cloud 
that removes the cost of purchasing and maintenance 
of devices. Company or the user only need to buy the 
amount of storage space that they will use; a business 
can purchase more space or reduce their subscription 
as their business grows or as they find they need less 
storage space. In order to access the data from the 
cloud, user needs to have an internet connection. In 
cloud users may not know the machines which 
actually process and host their data. While enjoying 
this new emerging technology, users’ fears of losing 
control of their own data. The data processed on 
clouds are leading to number of issues related to 
accountability, lack of trust, handling of personally 
identifiable information. Such fears are becoming a 
significant barrier to the wide adoption of cloud 

services. To provide users’ concerns, it provides an 
effective mechanism for users to monitor the usage of 
their data in the cloud. Conventional access control 
approaches developed for closed domains such as 
databases and operating systems, or approaches using 
a centralized server in distributed environments, are 
not suitable, due to the following features 
characterizing cloud environments. First, data 
handling can be outsourced by the direct cloud 
service provider (CSP) to other entities in the cloud 
and theses entities can also delegate the tasks to 
others, and so on. Second, entities are allowed to join 
and leave the cloud in a flexible manner. As a result, 
data handling in the cloud goes through a complex 
and dynamic hierarchical service chain which does 
not exist in conventional environments. 
 
To overcome the above problems, we propose a novel 
approach, namely Cloud Information Accountability 
(CIA) framework, based on the notion of information 
accountability. The privacy protection technologies 
which are built on the hide-it-or-lose-it perspective, 
information accountability focuses on keeping the 
data usage transparent and track able. This proposed 
CIA framework provides end to end accountability in 
a highly distributed fashion. One of the main features 
of the CIA framework lies in its ability of 
maintaining lightweight and powerful accountability 
that combines aspects of access control, usage control 
and authentication. By means of the CIA, data owners 
can track not only whether or not the service-level 
agreements are being honored, but also enforce 
access and usage control rules as needed. With the 
associated accountability feature, we also develop 
two distinct modes for auditing: push mode and pull 
mode. In push mode, logs being periodically sent to 
the data owner or stakeholder where as in the pull 
mode the user can retrieve the logs as and when 
needed. 
The design of the CIA framework presents substantial 
challenges, including uniquely identifying CSPs, 
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ensuring the reliability of the log, adapting to a highly 
decentralized infrastructure etc. The basic approach 
toward addressing these issues is to leverage and 
extend the programmable capability of Java Archives 
(JAR) files to automatically log the usage of the 
user’s data by any entity in the cloud. Users will send 
their data along with any policies such as access 
control policies and logging policies that they want to 
enforce, enclosed in JAR files, to cloud service 
providers. Any access to the data will trigger an 
automated and authenticated logging mechanism 
local to the JARs. 
 
II. RELATED WORK 
 
In this section, the existing system and different 
issues related to cloud environment are explained. 
 
2.1 Existing Work 
Cloud computing has raised a range of important 
privacy and security issues. The users’ data and 
applications reside at least for a certain amount of 
time on the cloud cluster which is owned and 
maintained by a third party. Pearson et al. have 
proposed accountability mechanisms to address 
privacy concerns of end users and then develop a 
privacy manager. The idea is that the users’ private 
data are sent to the cloud in an encrypted form, and 
the processing is done on the encrypted data. The 
output of the processing is de-obfuscated by the 
privacy manager to reveal the correct result. 
However, the privacy manager provides only limited 
features in that it does not guarantee protection once 
the data are being disclosed. In, the authors present a 
layered architecture for addressing the end-to-end 
trust management and accountability problem in 
federated systems. The authors focus on mainly 
leverage trust relationships for accountability, along 
with authentication and anomaly detection. Further, 
their solution requires third-party services to 
complete the monitoring and focuses on lower level 
monitoring of system resources. 
 
R. Corin et al. have proposed an approach that allows 
agents to distribute data with usage policies in a 
decentralized architecture. The compliance with 
usage policies is not enforced. However, agents may 
be audited by an authority at an arbitrary moment in 
time. A logic that allows audited agents to prove their 
actions and to prove their authorization to possess 
particular data is designed. Accountability is the need 
in several areas, including agent accountability and 
data accountability.  
 
Ryan K L KO et al. have proposed that describes the 
key barrier to widespread uptake of cloud computing 
is the lack of trust in cloud by potential customers. 
While preventive controls for security and privacy 
measures are actively being researched, there is still 
little focus on detective controls related to cloud 

accountability and audit ability. The complexity 
resulting from the sheer amount of virtualization and 
data distribution carried out in current clouds has also 
revealed an urgent need for research in cloud 
accountability, as it has the shift in focus of customer 
concerns from server health and utilization to the 
integrity and safety of end-users data.  
 
S. Pearson et al. proposed an approach that describe a 
privacy manager for cloud computing, which reduces 
the risk to the cloud computing user of their private 
data being stolen or misused and also assists the 
cloud computing provider to conform to privacy law. 
We describe different possible architectures for 
privacy management in cloud computing.  
 
III. PROBLEM STATEMENT 
 
In this section, we consider an illustrative example 
which serves as the basis of our problem statement 
and will be used throughout the work to demonstrate 
the main features of the system. 
 
Example 1. Ram plans to sell his data by using the 
Salesforce cloud Services. For his business in the 
cloud, he has the following requirements:  
 Ram, his data are downloaded only by users 

who have paid for her services. 
 Potential buyers are allowed to view Ram data 

first before they make the payment to obtain the 
download right. 

 For some of Ram works, users are allowed to 
only view them for a limited time, so that the 
users cannot reproduce her work easily. 

 In case any dispute arises with a client, Ram 
wants to have all the access information of that 
client. 

 Ram wants to ensure that the cloud service 
providers of Salesforce service do not share her 
data with other service providers, so that the 
accountability provided for individual users can 
also be expected from the cloud service 
providers (CSP). 

 
A user, who subscribed to a certain cloud service 
provider, usually he/she needs to send the data as well 
as associated access control policies to the cloud 
service provider. After the data are received by the 
cloud service provider, the service provider will have 
granted access rights, such as write, read and copy, on 
the data.  
 
Using the conventional access control mechanisms, 
once the access rights are granted, the data will be 
fully available at the cloud service provider. In order 
to track the actual usage of the data, we aim to 
develop novel logging and auditing techniques which 
satisfy the following requirements: 
1. The logging should be decentralized in order to 
adapt to the dynamic nature of the cloud. More 
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specifically, log files should be tightly bounded with 
the corresponding data being controlled, and require 
minimal infrastructural support from any server. 
2. Every access to the user’s data should be correctly 
and automatically logged. This requires integrated 
techniques to authenticate the entity that accesses the 
data, verify, and record the actual operations on the 
data as well as the time that the data has been 
accessed. 
3. Log files should be reliable and tamper proof to 
avoid illegal insertion, deletion, and modification by 
malicious parties. Recovery mechanisms are also 
desirable to restore damaged log files caused by 
technical problems. 
4. Log files should be sent back to their data owners 
periodically to inform them of the current usage of 
their data. Importantly, the log files should be 
retrievable anytime by their data owners whenever 
needed.  
5. The technique that has been proposed should not 
intrusively monitor data recipient’s systems, nor 
should it introduce heavy communication and 
computation overhead. 
 
IV. CLOUD INFORMATION 

ACCOUNTABILITY 
 
In this section, we present an overview of the Cloud 
Information Accountability framework. It has two 
major components: logger and log harmonizer. 
 
The logger is strongly coupled with user’s data (either 
single or multiple data items). Its main tasks include 
automatically logging access to data items that it 
contains, encrypting the log record using the public 
key of the content owner, and periodically sending 
them to the log harmonizer. 
 
The log harmonizer is responsible for auditing. It 
supports two auditing strategies: push and pull. Under 
the push strategy, the log file is pushed back to the 
data owner periodically in an automated fashion. The 
pull mode is an on-demand approach, whereby the 
log file is obtained by the data owner as often as 
requested. 
 
4.1 Data Flow 
 

 
Figure 4.1 Overview of the cloud information accountability 

framework. 
 
The overall CIA framework, combining data, users, 
logger and harmonizer is sketched in Fig. 3.1. At the 
beginning, each user creates a pair of public and 
private keys based on Identity-Based Encryption. The 

IBE scheme protects against one of the most 
prevalent attacks such as Copying Attack, Man-in-
the-Middle Attack. Using the generated key, the user 
creates a logger component which is a JAR file, to 
store its data items. The JAR file includes a set of 
simple access control rules specifying whether and 
how the cloud servers and possibly other data 
stakeholders (users, companies) are authorized to 
access the content itself. Then, he sends the JAR file 
to the cloud service provider that he subscribes to. To 
authenticate the CSP to the JAR, we use Open SSL 
based certificates, wherein a trusted certificate 
authority certifies the CSP. In the event that the 
access is requested by a user, we employ SAML-
based authentication, wherein a trusted identity 
provider issues certificates verifying the users identity 
based on his username. Once the authentication 
succeeds, the service provider (or the user) will be 
allowed to access the data enclosed in the JAR. 
Depending on the configuration settings defined at 
the time of creation, the JAR will provide usage 
control associated with logging, or will provide only 
logging functionality. As for the logging, each time 
there is an access to the data; the JAR will 
automatically generate a log record, encrypt it using 
the public key distributed by the data owner, and 
store it along with the data. The encryption of the log 
file prevents unauthorized changes to the file by 
attackers. The data owner could opt to reuse the same 
key pair for all JARS’s or create different key pairs 
for separate JAR’s. Using separate keys can enhance 
the security without introducing any overhead except 
in the initialization phase. In addition, some error 
correction information will be sent to the log 
harmonizer to handle possible log file corruption. To 
ensure trustworthiness of the logs, each record is 
signed by the entity accessing the content. Further, 
individual records are hashed together to create a 
chain structure, able to quickly detect possible errors 
or missing records. The encrypted log files can later 
be decrypted and their integrity verified. They can be 
accessed by the data owner or other authorized 
stakeholders at any time for auditing purposes with 
the aid of the log harmonizer. The proposed 
framework prevents various attacks such as detecting 
illegal copies of user’s data and also it is differ from 
traditional logging methods which use encryption to 
protect log files.  
 

With only encryption, their logging mechanisms are 
neither automatic nor distributed. They require the 
data to stay within the boundaries of the centralized 
system for the logging to be possible, which is 
however not suitable in the cloud. 
 
V. LOG RECORD GENERATIONS 
 
Log records are generated by the logger component. 
Logging occurs at any access to the data in the JAR, 
and new log entries are appended sequentially, in 
order of creation. 



International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-2, Issue-1, Jan.-2015 

Providing Accountability for Sharing of Data in the Cloud 
 

50 

 
Each record RI is encrypted individually and 
appended to the log file. In particular, a log record 
takes the following form: 
 

 
Here, ri indicates that an entity identified by I D has 
performed an action Act on the users’ time T at 
location Loc the component 

corresponds to the 
checksum of the records preceding the newly inserted 
one, concatenated with the main content of the record 
itself.  
 
The checksum is computed using a collision-free 
hash function. The component sig denotes the 
signature of the record created by the server. The 
checksum is computed using a collision-free hash 
function. The component sig denotes the signature of 
the record created by the server. If more than one file 
is handled by the same logger, an additional ObjID 
field is added to each record. An example of log 
record for a single file is shown below. 
 
Example 2. Suppose that a cloud service provider 
with ID Kronos, located in USA, read the image in a 
JAR file (but did not download it) at 4:52 pm on May 
20, 2011. The corresponding log record is < Kronos, 
View, 2014-05-29 16:52:30, localhost, 45rftT024g, 
r94gm30130ff  > 
 
The location is converted from the IP address for 
improved readability. To ensure the correctness of the 
log records, we verify the access time, locations as 
well as actions. In particular, the time of access is 
determined using the Network Time Protocol (NTP) 
to avoid suppression of the correct time by a 
malicious entity. The location of the cloud service 
provider can be determined using IP address. The 
JAR can perform an IP lookup and use the range of 
the IP address to find the most probable location of 
the CSP.  
 
More advanced techniques for determining location 
can also be used. Similarly, if a trusted time stamp 
management infrastructure can be set up or leveraged, 
it can be used to record the time stamp in the 
accountability log. 
 
The most critical part is to log the actions on the 
users’ data. In the current system, we support two 
types of actions, i.e., Act has one of the following 
values: view, download. 
 
VI. RESULTS AND DISCUSSION 
 
In this section, we show and briefly discuss about 
results in terms of snapshots. 

 
 

 
Figure 6.1 Snapshot of the Server Updating. 

 
Figure 6.1 shows the snapshot of server updating 
frame; initially the cloud server has to run before 
proceeding to the next step. In the cloud server 
updating frame, enters the Server Address and Server 
Port number through which the cloud server starts 
running then all other operations will be carried out. 
 

 

 
Figure 6.2 Snapshot of Server Login. 

 
Figure 6.2 shows the snapshot of server login frame. 
Cloud server is responsible for receiving and replying 
requests. It can respond to requests coming from both 
data owner and cloud user. Its main responsibility is 
to collect and store data submitted by the data owner 
and provide these data to cloud user on authenticated 
request after valid payment transaction. 
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Figure 6.3 Snapshot of Data owner Registration. 

 
Figure 6.3 shows the snapshot of data owner 
registration frame. This frame is used for data 
owner’s operations. 
 

 
Figure 6.4 Snapshot of Data Owner Login. 

 
Figure 6.4 shows the snapshot of data owner login 
frame. Data owner login panel is used for 
authenticated login for the data owner. Once the data 
owner registers to the cloud service, he/she logs into 
the data owner frame with the valid username and 
password; it gives the message as login successfully 
for valid users. 
 

 
Figure 6.5 Snapshot of JAR File Creation. 

Figure 6.5 shows the snapshot of the JAR file 
creation panel which is used for creating a JAR file of 
the encrypted data provided by the data owner. The 
JAR file created by the data owner it is further sent to 
the cloud server. 
 

 
Figure 6.6 Snapshot of Encrypted File. 

 
Figure 6.6 shows the snapshot of encrypted file. The 
selected file is encrypted using AES encryption 
method and JAR file is created for the encrypted file 
then this JAR file will be sent to the cloud server for 
uploading. 
 

 
 

 
Figure 6.7 Snapshots of User Login. 

 
Figure 6.7 shows the snapshot of user login. Cloud 
user frame is responsible for requesting and accessing 
data at the cloud server side. Users to access the data 
from the cloud server first they need to register to the 
cloud server and then users will logs in to the cloud 
user frame. 
 

 
Figure 6.8 Snapshot of User Searches for File to Download. 
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Figure 6.8 shows the snapshot of the user searches the 
file to download. Once the user login into cloud user 
frame, user searches for the file to download 
uploaded by the data owners. In the search panel, user 
selects the data owner name, action type (View, 
Download) and file name that is to be downloaded. 
 

 
 

 
Figure 6.9 Snapshot of User Payment. 

 
Figure 6.9 shows the snapshot of the user payment. 
Payment panel is used for providing user credit card 
credentials for payment operation before receiving 
data from the cloud server. Once the payment has 
been done successfully the user gets the message as 
amount successfully sent to the data owner. 

 

 
Figure 6.10 Snapshot of Push Auditing mode. 

 
Figure 6.10 shows the snapshot of push auditing 
mode. Push auditing panel is used for generating push 
auditing records. Once the requested file has been 
sent to the cloud user, it generates the log records for 
every user and will be sent to the data owner.  
 

 
Figure 6.11 Snapshot of Pull Auditing mode. 

Figure 6.11 shows the snapshot of pull auditing 
mode. Pull auditing panel is used for generating pull 
auditing records.  
 
Log records are generated for every user who 
accesses the data from cloud server. With pull 
auditing mode, data owner can retrieve the log 
records as and when needed. 
 
CONCLUSIONS AND FUTURE SCOPE 
 
In this paper, new log record based cloud security 
approach has been implemented to address issues 
such as accountability. Auditing mechanism is used 
to provide automatic logging for any access of data 
stored in the cloud. The proposed approach allows the 
data owner not only to audit his content but also 
provides strong back-end protection. Moreover, one 
of the main features is to allow the data owner to 
audit even those copies of its data that were made 
without his knowledge. Future work is to refine the 
developed approach to provide the authentication for 
data owner’s JAR file and to verify the integrity of 
the JRE 
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