
International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-1, Issue-2, Dec.-2014 

Data Sharing For Dynamic Groups In The Cloud 
 

71 

DATA SHARING FOR DYNAMIC GROUPS IN THE CLOUD 
 

1K.BINDU MADHAVI, 2C.SUDARSANA REDDY 
 

1Student, Dept Of Computer Science And Engineering, Kmm Institute Of Technology And Science, Tirupathi, India 
2Associate   Professor, Dept of Computer Science and Engineering, Kmm Institute of Technology and Science, Tirupathi, 

India 
Email ID: bindukakc@gmail.com, kalyan.chenta@gmail.com 

 
 
Abstract: A new CP-ABE method for a data sharing system by exploit the attribute of the system preparation. The proposed 
method features the following achievements: 1) the key escrow problem could be solve by escrow-free key issuing protocol, 
which is construct using the secure two-party computation between the key making center and the data-storing center, and 2) 
fine-grained user revocation per each attribute could be done by proxy encryption which takes advantage of the choosy 
quality group key sharing on top of the ABE. The presentation and security analyses point to that the proposed scheme is 
capable to securely manage the data spread in the data allocation system..In this paper, we propose a secure multi owner data 
sharing scheme, named Mona, for dynamic groups in the cloud. By leveraging group signature and dynamic broadcast 
encryption techniques, any cloud user can anonymously share data with others. Meanwhile, the storage overhead and 
encryption totaling cost of our scheme are autonomous with the number of revoked users. In addition, we analyze the safety 
of our scheme with rigorous proofs, and show the efficiency of our scheme in experiment 
 
 
I. INTRODUCTION  
 
Attribute-based encryption (ABE) is a talented 
cryptographic come up to that achieve a fine-grained 
data access control. It provides a way of major access 
policy based on different attributes of the requester, 
environment, or the data object. Especially, ciphertext 
policy attribute-based encryption (CP-ABEenable an 
encryptor to define the attribute set over a universe of 
attributes that a decryptor needs to possess in order to 
decrypt the cipher text, and implement it on the 
contents. Thus, each user with a different set of 
attributes is allowed to decrypt different pieces of 
data per the security policy. This successfully 
eliminates the need to rely on the data storage server 
for prevent unauthorized data access, which is the 
traditional access control approach of such as the 
reference monitor. however applying CP-ABE in the 
data sharing systemhas several challenge. In CP-
ABE, the key cohort center (KGC) generates private 
keys of users by applying the KGC’s master secret 
keys to users’ linked set of attributes. Thus, the major 
benefit of this approach is to largely reduce the need 
for dispensation and storing public key certificates 
under traditional public key infrastructure (PKI). 
However, the advantage of the CP-ABE comes with a 
major drawback which is known as a key escrow 
trouble. The KGC can decrypt every ciphertext 
addressed to specific users by generating their 
attribute keys. This could be a potential threat to the 
data confidentiality or privacy in the data sharing 
systems. Another challenge is the key revocation. 
Since some users may change their relate attributes at 
some time, or some private keys power be 
compromised, key revocation or update for each 
attribute is needed in order to make systems secure. 
This issue is even more difficult especially in ABE, 
since each attribute is imaginably shared by multiple 
users (henceforth, we refer to such a set of users as an 

attribute group). This imply that revocation of any 
attribute or any single user in an quality group would 
affect all users in the group. It may result in traffic 
jam during rekeying procedure or security dreadful 
conditions due to the windows of susceptibility.  
 
We proposed a secure provenance scheme based on 
the ciphertext-policy attribute-based encryption 
technique, which allows any member in a group to 
share data with others. However, the issue of user 
revocation is not addressed in their scheme. Yu et al. 
presented a scalable and fine-grained data access 
control scheme in cloud computing based on the key 
policy attribute-based encryption (KP-ABE) 
technique. unhappily, the single owner manner 
hinders the adoption of their scheme into the case, 
where any user is granted to store and share data. Our 
donations. To solve the challenges presented above, 
we propose Mona, a secure multi-owner data sharing 
scheme for dynamic groups in the cloud. The main 
contributions of this paper include: 
1. We propose a secure multi-owner data sharing 
scheme. It implies that any user in the group can 
securely share data with others by the untrusted 
cloud. 
 
2. Our proposed scheme is able to support active 
groups efficiently. Specifically, new granted users 
can directly decrypt data files uploaded before their 
sharing without contacting with data owners. User 
revocation can be easily achieved through a novel 
revocation list without updating the secret keys of the 
remaining users. The size and computation overhead 
of encryption are constant and independent with the 
number of revoke users. 
 
3. We provide secure and privacy-preserving access 
control to users, which guarantee any member in a 
group to secretly utilize the cloud resource. 
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Moreover, the real identities of data owners can be 
revealed by the group manager when dispute occur. 
4. We provide exact security analysis, and perform 
extensive simulations to show the efficiency of our 
scheme in terms of storage and computation 
overhead. The remainder of this paper is organized as 
follows: Section 2 overviews the related work. In 
Section 3, some preliminaries and cryptographic 
primitives are reviewed. In Section 4, we describe the 
system model and our design goals. In Section 5, the 
proposed scheme is presented in detail, followed by 
the security analysis and the performance analysis in 
Sections 6 and 7. Finally, we conclude the paper in 
Section 8. 
 
II. RELATED WORK 
 
In, Kallahalla et al. proposed a cryptographic storage 
system that enables secure file sharing on untrusted 
servers, named Plutus. By dividing files into file 
groups and encrypting each file group with a unique 
file-block key, the data owner can share the 
filegroups with others through delivering the 
corresponding lockbox key, where the lockbox key is 
used to encrypt the file-block keys. However, it 
brings about a heavy key sharing overhead for large-
scale file sharing. Additionally, the file-block key 
needs to be updated and distributed again for a user 
revocation. In files stored on the untrusted server 
include two parts: file metadata and file data. The file 
metadata implies the access control information 
including a series of encrypted key blocks, each of 
which is encrypted under the public key of authorized 
users. Thus, the size of the file metadata is 
proportional to the number of authorized users. The 
user revocation in the scheme is an intractable issuem 
specially for large-scale sharing, since the file 
metadata needs to be updated. In their addition 
version, the NNL construction is used for efficient 
key revocation. However, when a new user joins the 
group, the privatekey of each user in an NNL system 
needs to be recomputed, which may limit the 
application for dynamic groups. Another concern is 
that the computation overhead of encryption linearly 
increases with the sharing scale. Ateniese et al. 
leveraged proxy re encryptions to secure distributed 
storage. Specifically, the data owner encrypts blocks 
of content with unique and symmetric content keys, 
which are further encrypted under a master public 
key. For access control, the server uses proxy 
cryptography to directly reencrypt the appropriate 
content key(s) from the master public key to a 
granted user’s public key. Unfortunately, a collusion 
attack between the untrusted server and any revoked 
malicious user can be launch, which enables them to 
learn the decryption keys of all the encrypted blocks. 
In, Yu et al. presented a scalable and fine-grained 
data access control scheme in cloud computing based 
on the KPABE technique. The data owner uses a 
random key to encrypt a file, where the random key is 

further encrypted with a set of attributes using KP-
ABE. Then, the group manager assigns an access 
structure and the corresponding secret key to 
authorized users, such that a user can only decrypt a 
ciphertext if and only if the data file attributes satisfy 
the access structure. To achieve user revocation, the 
manager delegates tasks of data file reencryption and 
user secret key update to cloud servers. However, the 
singleowner manner may hinder the implementation 
of applications with the scenario, where any member 
in a group should be allowed to store and share data 
files with others. Lu et al. proposed a secure 
provenance scheme, which is built upon group 
signatures and ciphertext-policy attribute-based 
encryption techniques. Particularly, the system in 
their scheme is set with a single attribute. Each user 
obtains two keys after the registration: a group 
signature key and an attribute key. Thus, any user is 
able to encrypt a data file using attribute-based 
encryption and others in the group can decrypt the 
encrypted data using their attribute keys. Meanwhile, 
the user signs encrypted data with her group signature 
key for privacy preserving and traceability. 
nevertheless, user revocation is not supported in their 
scheme. From the above analysis, we can view that 
how to securely share data files in a multiple-owner 
manner for dynamic groups while preserving identity 
privacy from an untrusted cloud remains to be a 
challenging issue. In this paper, we propose a novel 
Mona protocol for secure data sharing in cloud 
compute. Compared with the accessible works, Mona 
offers unique features as follows: 
 
1. Any user in the group can store and share data files 
with others by the cloud. 
 
2. The encryption complication and size of cipher 
texts are independent with the number of revoked 
users in the system. 
 
3. User revocation can be achieved without updating 
the private keys of the remaining users. 
 
4. A new user can directly decrypt the files stored in 
the cloud before his participation. 
 
III. DATA SHARING ARCHITECTURE 
 
In this section, we describe the data sharing 
architecture and define the security model. 
3.1 System Description and Key Management 
 
Fig. 1 shows the architecture of the data sharing 
system, which consists of the following system 
entities: 
 
1.Key age group center. It is a key clout that 
generates public and secret parameters for CP-ABE.It 
is in charge of issue, revoking, and updating attribute 
keys for users. It grants differential access 



International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-1, Issue-2, Dec.-2014 

Data Sharing For Dynamic Groups In The Cloud 
 

73 

 
Fig. 1. Architecture of a data sharing system. 

 
rights to entity users based on their attributes. It is 
assumed to be honest-but-curious. That is, it will 
honestly execute the assigned tasks in the system; 
however, it would like to learn in order of encrypted 
contents as much as possible. Thus, it should be 
prevented from accessing the plaintext of 
the encrypted data even if it is honest. 
 
2. Data-storing center. It is an entity that provides a 
data sharing service. It is in charge of scheming the 
accesses from outside users to the storing data and 
providing corresponding contents services. The data-
storing center is another key authority that generates 
made to order user key with the KGC, and issues and 
revokes attribute group keys to valid users per each 
attribute, which are used to enforce a fine-grained 
user access control. Similar to the previous schemes 
we assume the data-storing center is also semitrusted 
(that is, honest-but-curious) like the KGC. 
 
3. information owner. It is a client who owns data, 
and wishes to upload it into the external data-storing 
center for ease of sharing or for cost saving. A data 
owner is responsible for defining (attribute-based) 
access policy, and enforcing it on its own data by 
encrypting the data under the policy before 
distributing it. 
4. User. It is an entity who wants to access the data. If 
a user possesses a set of attributes satisfying the 
access policy of the encrypted data, and is not 
revoked in any of the valid attribute groups, then he 
will be able to decrypt the cipher text and obtain the 
data. Since both of the key managers, the KGC and 
the data storing center, are semi trusted, they should 
be deter from accessing plaintext of the data to be 
shared; meanwhile, they should be still able to issue 
secret keys to users. In order to realize this somewhat 
contradictory requirement, the two parties engage in 
the arithmetic 2PC protocol with master secret keys 
of their own, and issue self-governing key 
components to users during the key issuing phase. 
The 2PC protocol deters them from knowing each 
other’s master secret so that none of them can 
generate the whole set of secret keys of users 
individually. Thus, we take an assumption that the 
KGC does not collude with the data-storing center 
since they are honest as in (otherwise, they can guess 

the secret keys of every user by sharing their master 
secrets). 
3.2 Threat Model and Security Requirements 
1. Data confidentiality. Unauthorized users who do 
not have enough attribute rewarding the access policy 
should be prevented from accessing the plaintext of 
the data. Additionally, the KGC is no longer fully 
trusted in the data sharing system. Thus, unauthorized 
access from the KGC as well as the data-storing 
center to the plaintext of the encrypted data should be 
prevented. 
2. agreement resistance. Collusion resistance is one of 
the most important security property required in ABE 
systems.If multiple users collude, they may be able to 
decrypt a ciphertext by combining their attributes 
even if each of the users cannot decrypt the ciphertext 
alone. We do not want 
these colluders to be able to decrypt the  private data 
in the server by combining their attributes. Since we 
assume the KGC and data-storing center are honest, 
we do not consider any active attacks from them by 
colluding with revoked. 
3. Backward and forward secrecy. In the context of 
attribute-based encryption, backward mystery means 
that any user who comes to hold an attribute (thatn 
satisfies the access policy) should be prevented from 
accessing the plaintext of the previous data 
distributed before he holds the attribute. On the other 
hand, forward privacy means that any user who drops 
an attribute should be banned from accessing the 
plaintext of the subsequent data distributed after he 
drops the attribute, unless the other valid attributes 
that he is holding satisfy the access policy. 
 
IV. SYSTEM MODEL AND DESIGN GOALS 
 
4.1 System Model 
We consider a cloud computing architecture by 
combining with an example that a company uses a 
cloud to enable its staffs in the same group or 
department to share files. The system model consists 
of three different entities: the cloud, a group manager 
(i.e., the company manager), and a large number of 
group members (i.e., the staffs) as illustrated in Fig. 
1. 

 
 

Fig. 1. System model. 
 
Cloud is operated by CSPs and provides priced 
abundant storage services. However, the cloud is not 
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fully trusted by users since the CSPs are very likely to 
be outside of the cloud users’ trusted domain. Similar 
to we presume that the cloud server is honest but 
interested. That is, the cloud server will not 
maliciously delete or modify user data due to the 
protection of data auditing schemes but will try to 
learn the content of the stored data and the identities 
of cloud users. Group manager takes charge of 
system parameters generation, user registration, user 
revocation, and revealing the real identity of a dispute 
data owner. In the given example, the group manager 
is acted by the administrator of the company. 
Therefore, we assume that the group manager is fully 
trust by the other parties. Group members are a set of 
registered users that will store their private data into 
the cloud server and share them with others in the 
group. In our example, the staff play the role of group 
members. Note that, the group membership is 
dynamically changed, due to the staff resignation and 
new employee participation in the company. 
 
4.2 Design Goals 
In this section, we describe the main design goals of 
the proposed scheme including access control, data 
confidentiality, anonymity and traceability, and 
efficiency as follows: 
Access control: The requirement of access control is 
twofold. First, group members are able to use the 
cloud resource for data operations. Second, 
unauthorized users cannot access the cloud resource 
at any time, and revoked users will be incapable of 
using the cloud again once they are revoked. 
Data confidentiality: Data privacy requires that 
unauthorized users including the cloud are incapable 
of Fig. 1. System model. knowledge the content of 
the stored data. An important and demanding issue 
for data confidentiality is to maintain its availability 
for dynamic groups. purposely, new users should 
decrypt the data stored in the cloud before their 
participation, and revoked users are unable to decrypt 
the data moved into the cloud after the revocation.  
Anonymity and traceability: Anonymity guarantees 
that group members can access the cloud without 
revealing the real identity. Although secrecy 
represents an effective protection for user identity, it 
also poses a potential inside attack risk to the system. 
For example, an inside attacker may store and share a 
mendacious information to derive substantial benefit. 
Thus, to tackle the inside attack, the group manager 
should have the ability to reveal the real identities of 
data owners. 
Efficiency: The efficiency is defined as follows: Any 
group member can store and share data files with 
others in the group by the cloud. User revocation can 
be achieved without involving the remaining users. 
That is, the remaining users do not need to update 
their private keys or reencryption operations. New 
granted users can learn all the content data files 
stored before his participation without contacting 
with the data owner. 

V. CP-ABE system 
 
Since the first CP-ABE system proposed by 
Bethencourt et al. dozens of the subsequent CP-ABE 
system have been suggested  which are mostly 
aggravated by more rigorous security proof in the 
standard model. However, most of the schemes failed 
to achieve the articulacy of the Bethencourt et al.’s 
scheme, which described an efficient system that was 
expressive in that it allowed an encryptor to express 
an access predicate in terms of any monotonic 
formula over attributes. Therefore, in this section, we 
develop a variation of the CP-ABE algorithm 
partially based on (but not limited to) Bethencourt et 
al.’s manufacture in order to enhance the 
expressiveness of the 
 

 
 

Fig. 2. An example of access tree. 
 
access control policy instead of building a new CP-
ABE scheme from scratch. Its key generation 
procedure is modified for our purpose of remove 
escrow. The proposed scheme is then built on this 
new CP-ABE variation by further integrate it into the 
proxy re encryption protocol for the user revocation. 
To handle the fine-grained user revocation, the data 
storing center must obtain the user access (or 
revocation) list for each attribute group, since 
otherwise revocation cannot take effect after all. This 
setting where the data-storing center knows the 
revocation list does not violate the safety 
requirements, because it is only allowed to reencrypt 
the ciphertexts and can by no means obtain any 
information about the attribute keys of users. Since 
the proposed scheme is built on , we recapitulate 
some definitions in  to describe our construction in 
this section, such as access tree,encrypt, and decrypt 
algorithm definitions. 
5.1 Access Tree 
5.1.1 Description 
Let T be a tree representing an access structure. Each 
nonleaf node of the tree represents a threshold gate. If 
numx is the number of children of a node x and kx is 
its threshold value, then Each 
leaf node x of the tree is described by an attribute and 
a threshold value  denotes the attribute 
associated with the leaf node x in the tree.  
represents the parent of the node x in the tree. The 
children of every node are numbered from 1 to num. 
The function returns such a number 
associated with the node x. The index values are 
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uniquely assigned to nodes in the access structure for 
a given key in an random manner. Fig. 2 shows an 
example of the access tree structure. In Fig. 2, nodes 
a, b, f represent AND gates, and node c represents 
OR gate, respectively. 
 
5.1.2 Satisfying an Access Tree 
Let T x be the subtree of T rooted at the node x. If a 
set of attributes satisfies the access tree T x, we 
denote it as . We compute 
recursively as follows. If x is a nonleaf node, evaluate 

for all children x0 of node x.  returns 1 
iff at least kx children return 1. If x is a leaf node, 
then returns  
5.2 Key Update 
When a user comes to hold or drop an attribute, the 
matching key should be updated to prevent the user 
from accessing the previous or subsequent encrypted 
data for backward or forward secrecy, respectively. 
The key update procedure is launched by 
theKGCwhen it receives a join or leave request for 
some attribute groups from a user. On receipt of the 
request, the KGC notifies the datastoring center of the 
event and sends the updated membership list of the 
attribute group to it. When the data-storing center 
receives the notification, it rekeys the corresponding 
attribute group key. Without loss of generality, 
suppose there is any membership change in Gi (e.g., a 
user comes to hold or 
drop an attribute  at some time instance). Then, the 
key update procedure progresses as follows:The data-
storing center selects a random and a 
which is different from the previous attribute group 
key i . Then, it re encrypts the cipher text using 
the public parameters PK as 

 
 

For the other attribute groups that are not affected by 
the membership changes, the attribute group keys do 
not necessarily need to be updated. 
2. The data-storing center generates a new 
polynomial function with a new attribute 
group Gi including a new joining user who comes to 
hold an attribute  (for backward secrecy) or 
excluding a leaving user who comes to drop an 
attribute  (for forward secrecy). Then, it 
computes a new  with and generates a 
new header message as follow: 

 
where the other Hdrys are the same as before. When 
users send request queries for the shared data 
afterward, the datastoring center would respond with 
the above Hdr and ciphertext  encrypted under 
the updated keys. association changes in some 

attribute groups affect all non revoked users in the 
groups, and require them to update their key 
components. For a user  does not need to 
update his key component since he is not affected by 
the membership change in Gi. For a user 
can decrypt and obtain a new from the new Hdr 
message following the attribute group key decryption 
algorithm in Section 5.2.5. Then, he can update his 
key component 

 
 
With this newly updated key component, u can 
decrypt the reencrypted  following the message 
decryption algorithm In The above key update 
procedure guarantees the fine grained user access 
control, that is an abrupt user revocation in each 
attribute group. It can also trivially achieve the 
attribute revocation in an immediate way rather than 
the timed methods in by blind the attribute key 
component in the cipher text with a random secret 
other than the updated attribute group key. 
 
VI. THE PROPOSEDSCHEME: MONA 
 
6.1 Overview 
To achieve secure data sharing for dynamic groups in 
the cloud, we expect to combine the group signature 
and dynamic broadcast encryption techniques. 
Specially, the group signature scheme enables users 
to anonymously use the cloud resources, and the 
dynamic broadcast encryption technique allows data 
owners to securely share their data files with others 
including new joining users. Unfortunately, each user 
has to compute revocation parameters to protect the 
confidentiality from the revoked users in the dynamic 
broadcast encryption scheme, which results in that 
both the calculation overhead of the encryption and 
the size of the ciphertext add to with the number of 
revoked users. Thus, the heavy overhead and large 
ciphertext size may hinder the adoption of the 
broadcast encryption scheme to capacity-limited 
users. To tackle this demanding issue, we let the 
group manager compute the revocation parameters 
and make the result public available by migrating 
them into the cloud. Such a design can significantly 
reduce the computation overhead of users to encrypt 
files and the ciphertext size. Specially, the 
computation overhead of users for encryption 
operations and the ciphertext size are constant and 
independent of the revocation users. 
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6.2 Scheme Description 
This section describes the details of Mona including 
system initialization, user registration, user 
revocation, file generation, file deletion, file access 
and traceability. 
6.2.1 System Initialization 
The group manager takes charge of system 
initialization as follows: 
. Generating a bilinear map group system 

 

 

 
6.2.2 User Registration 
For the registration of user i with identity IDi, the 
group manager randomly selects a number xi 

and computes 
 as the following equation: 

 

 
Then, the group manager adds into the group user list, 
which will b e used in the traceability 
phase. After the registration, user i obtains a private 
key  which will be used for group 
signature generation and file decryption. 
 
6.2.3 User Revocation 
 
User revocation is performed by the group manager 
via a public available revocation list  based 
on which group members can encrypt their data files 
and ensure the confidentiality against the revoked 
users. As illustrated in Table 1, the revocation list is 
characterized by a series of time stamps  

denote the group 
identity. The tuple represents that user i 

with the partial private key (Ai; xi) is revoked at time 
ti. P1; P2; :::; Pr and Zr are calculated by the group 
manager with the private secret  as follows: 

 
Motivated by the verifiable reply mechanism in , to 
guarantee that users obtain the latest version of the 
Revocation List revocation list, we let the group 
manger update the revocation list each day even no 
user has being revoked in the day. In other words, the 
others can verify the freshness of the revocation list 
from the contained current date In addition, the 
revocation list is bounded by a signature  to 
declare its validity. The signature is generated by the 
group manager with the BLS signature algorithm 
[20], i.e., . Finally, the group 
manager migrates the revocation list into the cloud 
for public usage. 
6.2.4 File Deletion 
File stored in the cloud can be deleted by either the 
group manager or the data owner (i.e., the member 
who uploaded the file into the server). To delete a file 

, the group manager computes a signature 
and sends the signature along with 

to the cloud. The cloud will delete the file if 
the     equation  
holds 
Algorithm(1).  
Signature Generation Input: Private key 
systemparamete and data 
M.Output: Generate a valid group signature on M. 

 
End 
 
Algorithm(2). Signature Verification 
Input:System parameter and a 
signature  
Output: True or False. 
begin 
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Compute the following values 

 
Return True 
else 
Return False 
End 
Algorithm(3). Revocation Verification 
Input: System parameter , a group 
signature  and a set of revocation keys 
Output: Valid or Invalid. 
Begin 

 
Return Valid 
end if 
end for 
Return Invalid 
End 
 
In addition, Mona also allows data owners to delete 
their files stored in the cloud. Specially, the data 
owner does the following actions: 
 
1.Obtaining the tuple ;  from his local 
storage. 
2 Invoking Algorithm 1 to compute a group signature 
on  
3.Sending and the signature as a deletion 
request to the cloud. Upon receiving the deletion 
request, the cloud calls Algorithms 2 and 3 to verify 
the group signature. After a successful group 
signature verification, the cloud will delete the data 
file if equals to the hash value contained in the 
file. 
 
6.2.6 File Access 
To learn the content of a shared file, a member does 
the following actions: 
1.Getting the data file and the revocation list from the 
cloud server. In this operation, the user first adopts its 
private key to compute a signature on the 
message  by using Algorithm 
where t denote the current time, and the can 
be obtained from the local shared file list maintained 
by the manager. Then, the user sends a data request 
containing to the cloud server. 
Upon receiving the request, the cloud server employs 
Algorithm 2 to check the validity of the signature and 
performs a revocation verification with Algorithm 3 
if necessary according to the revocation list. After a 
successful verification, the cloud server responds the 

corresponding data file and the revocation list to the 
user. 
2. Checking the validity of the revocation list. This 
operation is similar to the step 2 of file generation 
phase. 
3. Verifying the power of the file and decrypting it. 
The format of the downloaded file coincides with that 
given in Table 2. This operation can be divided into 
three cases according to the time stamp tdata and the 
revocation list. Suppose that there are r revoked users 
in the revocation list. 
a. Case 1 . This case indicates that 
there is no revoked user before the data file is 
uploaded 
i. Invoking Algorithm 2 to check the group 
signature .If the algorithm returns false, 
the user stops this protocol. 
ii. Using his partial private key to 
compute  
iii. Decryptin.g the ciphertext C with the computed 

key  
Correctness: 

 
b. Case 2 . This case indicates 
that I revoked users have been revoked before the 
data file is uploaded 
i. Verifying the group signature  by using 
Algorithm 2. 
ii. Inputting A1;A2; :::Ai to call Algorithm 3. If the 
algorithm returns invalid, the user terminates this 
operation. 
iii. Computing the value 

 
by using Algorithm 4 with the input 

. The correctness of is due 
to the following relation: 

 
iv. Calculating the decryption key 

 
v. Decrypt the ciphertext C with the key  
Correctness 
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c. Case 3 . This case indicates that r 
revoked users have been revoked before the data file 
is uploaded 

i. Verifying the group signature by using 
Algorithm 2. 
ii. Inputting A1;A2; :::Ar to call Algorithm 3. If the 
algorithm returns invalid, the user terminates this 
operation. 
iii. Computing the value 
 

 
by using Algorithm 4 with the input 

 
iv. Calculating the decryption key 

 
v. Decrypting the ciphertext C with the key  
6.2.7 Traceability 
When a data dispute occurs, the tracing operation is 
performed by the group manager to identify the real 
identity of the data owner. Given a signature 

the group 
manager employs his private key  to 
compute Given the 
parameter Ai, the group manager can look up the user 
list to find the corresponding identity. 
Algorithm 4. Parameters Computing 
Input: The revoked user parameters 

 and the private key  
Output: Ar;r or NULL 
Begin 

 
 
VII. PERFORMANCE EVALUATION 
 
In this section, we first analyze the storage cost of 
Mona, and then perform experiments to test its 
computation cost. 
 
7.1 Storage 
Without loss of generality, we set q ¼ 160 and the 
elements 
in G1 and G2 to be 161 and 1,024 bit, respectively. In 
addition, we assume the size of the data identity is 16 
bits, which yield a group capacity of 216 data files. 
Similarly, the size of user and group identity are also 
set as 16 bits. Group manager. In Mona, the master 
private key of the group manager is 

3.Additionally, the user list 
and the shared data list should be stored at the group 

manager. Considering an actual system with 200 
users and assuming that each user share 50 files in 
average, the total storage of the group manager is 

 
Kbytes, which is very acceptable. Group members. 
Essentially, each user in our scheme onlym needs to 
store its private key 2 _ Zq, 
which is about 60 bytes. It is worth noting that there 
is a tradeoff between the storage and the computation 
overhead. For example, the four pairing operations 
including  

4 can be precomputed 
once and stored for the group signature generation 
and verification. Therefore, the total storage of each 
users is about 572 bytes. The extra storage overhead 
in the cloud. In Mona, the format of files stored in the 
cloud is shown in Table 2. Since C3 is the ciphertext 
of the file under the symmetrical encryption, the extra 
storage overhead to store the file is about 248 
bytes,which includes 

 

 
Fig. 2. Comparison on computation cost for file generation 

between Mona and ODBE [14]. 
 
7.2 Simulation 
To study the performance, we have simulated Mona 
by using C programming language with GMP Library  
Miracl Library , and PBC Library. The simulation 
consists of three components: client side, manager 
side as well as cloud side. Both client-side and 
manager-side processes are conducted on a laptop 
with Core 2 T7250 2.0 GHz, DDR2 800 2G, Ubuntu 
10.04 X86. The cloud-side process is implemented on 
a machine that equipped with Core 2 i3-2350 2.3 
GHz, DDR3 1066 2G, Ubuntu 12.04 X64. In the 
simulation, we choose an elliptic curve with 160-bit 
group order, which provides a competitive security 
level with 1,024-bit RSA. 
7.2.1 Client Computation Cost 
In Fig. 2, we list the comparison on computation cost 
of clients for data generation operations between 
Mona and the way that directly using the original 
dynamic broadcast encryption (ODBE) [14]. It is 
easily observed that the calculation cost in Mona is 
irrelevant to the number of revoked users. On the 
contrary, the computation cost increases with the 
number of revoked users in ODBE. The reason is that 
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the parameters can be obtained from the 
revocation list without sacrificing the security in 
Mona, while several time consuming operations 
including point multiplications in G1 and 
exponentiations in G2 have to be performed by 
clients to compute the parameters in ODBE. From 
Figs. 2a and 2b, we can find out that sharing a 10-
Mbyte file and a 100-Mbyte one, cost a client about 
0.2 and 1.4 seconds in our scheme, respectively, 
which implies that the symmetrical encryption 
operation domains the computation cost when the file 
is large. The computation cost of clients for file 
access operation with the size of 10 and 100 Mbytes 
are illustrated in Fig. 3. The computation cost in 
Mona increases with the number of revoked users, as 
clients require to perform Algorithms 3 and 4 to 
compute the parameter Ar;r and check whether the 
data owner is a revoked user. Besides the above 
operations, P1; P2; :::; Pr need to be computed by 
clients in ODBE. Therefore, Mona is still superior 
than ODBE in terms of computation cost. Similar to 
the data generation operation, the total computation 
cost is mainly resolute by the symmetrical decryption 
operation if the accessed file is large, which can be 
verified from Figs. 3a and 3b. In addition, the file 
deletion for clients is about 0.075 seconds, because it 
only 

 
Fig. 3. Comparison on computation cost for file 
access between Mona and ODBE [14]. costs a group 
signature on a message where _ is a 160-bit 
number in  
 
CONCLUSION 
 
In this paper, we design a secure data sharing scheme, 
Mona, for dynamic groups in an untrusted cloud. In 
Mona, a user is able to share data with others in the 
group without revealing identity privacy to the cloud. 
Additionally, Mona supports efficient user revocation 
and new user joining. More specially, efficient user 
revocation can be achieved through a public 
revocation list without updating the private keys of 
the remaining users, and new users can directly 
decrypt files stored in the cloud before their 
participation. Moreover, the storage overhead and the 
encryption computation cost are constant. Extensive 
analyses show that our proposed scheme satisfies the 
desired security requirements and guarantees 
efficiency as well.. 
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