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Abstract:-Wormhole attack is considered to be a serious security attack in multi-hop ad hoc networks. In wormhole attack, 
attacker makes tunnel from one end of the network to the other, nodes stay in different location on two ends of tunnel believe 
that they are true neighbours and makes conversation through the wormhole link. Unlike many other attacks on ad-hoc 
routing, a wormhole attack cannot be prevented with cryptographic solutions because intruders neither generate new, nor 
modify existing, packets, but rather forward existing ones. In this paper a technique to effectively detect wormhole attacks 
without the need for special hardware and/or strict location or synchronization requirements is proposed. In proposed 
technique we use of variation in routing information between neighbours to detect wormholes. The base of study is to find 
alternative path from source to second hop and calculate the number of hops to detect the wormhole. The performance of the 
proposed technique is studied through a number of simulation tests for different distributions of nodes and wormholes and 
different connectivity models. Under all the evaluated scenarios, the technique demonstrates excellent detection probabilities 
with few false alarms that depend on the value of threshold. 
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I. INTRODUCTION 
 
Mobile ad-hoc networks (MANETs) aim to provide 
wireless communication in a limited geographical 
area. Compared with traditional networks, MANETs 
have fundamental characteristics of open medium, 
dynamic topology, lack of central authorities, 
distributed cooperation, and constrained capabilities.  
MANETs are especially attractive for use by the 
military, emergency service providers and 
commercial applications where user density is too 
spare or too temporary to justify the deployment of 
any infrastructure, because of these feature and due to 
little physical security mobile adhoc network suffers 
many of the security attacks. A particularly severe 
attack is the wormhole attack, it cannot be detect 
easily where a malicious node records packets at one 
location and tunnels it to a colluding node,  possibly 
far away, which replays it locally. Many solutions 
were purposed to identify wormhole attack. In this 
paper we propose an efficient approach for detecting 
and avoiding wormhole attacks in wireless ad hoc 
networks. 
 
Classification of Wormhole Attacks 
According to whether the attackers are visible on the 
route, wormholes can be classified into three types: 
closed, half open, and open. The examples that 
include two malicious nodes are shown in Figure. 
Consider M1 and M2, and represent the malicious 
nodes. S and D represent the good nodes as source 
and destination, and A, B etc. as the good nodes on 
the route. The nodes between the curly-braces (“{}”) 
are the nodes which are on the path but invisible to S 
and D because they are in a wormhole. In the 
wormhole attack “closed,” means “start from and 

include,” and “open” means, “start from but not 
include”. In (a), M1. and M2. Tunnel the neighbor 
discovery beacons from S to D and vice versa, for 
this reason S and D assume that they are direct 
neighbors to each other. In Figure(b), M1  is a 
neighbor of  S  and it tunnels its beacons through M2 
to D, Only one malicious node is visible to S and D 
In an open wormhole, both attackers are visible to S 
and D as shown in (c). 
 

 
(a) Closed wormhole attack 

 
(b) Half open wormhole attack 

 
(c) Open wormhole attack 

 
Figure 1 Classification of wormhole attacks 

  
II. RELATED WORKS 

 
A lot of work has been proposed on ad hoc network 
to detect wormhole attack Sebastian Terence J. et al 
propose Secure Route Discovery against Wormhole 
Attacks in this  paper author discusses Secure 
Routing protocol against Wormhole Attacks 
(SeRWA). SeRWA provides secure route with false 
positive. Author use mobile agent to reduce false 
positive in SeRWA protocol. Authors have used some 
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special hardware such as the directional antenna and 
the precise synchronized clock to defend the network 
against wormhole attacks. Jin Guo and Zhi-yong Lei 
proposed a kind of wormhole attack defence strategy 
of WSN based on neighbor nodes verification. Under 
this strategy, when each normal node received control 
packet, it will monitor the packet to determine 
whether it comes from its normal neighbour nodes to 
avoid Wormhole attack effectively. 
Fei Shi and Dongxu Jin proposed a time-based 
scheme for the purpose of preventing wormhole 
attacks in wireless ad hoc networks. The scheme 
includes two phases which are detection phase and 
location phase. By detection phase, the existence of 
wormhole attacks can be detected. By location phase, 
the wormhole nodes can be identified.  
 
III. PROPOSED SOLUTION 
 
Threshold is an important part of the proposed 
technique. In the technique a wormhole tunnel 
present in the network or not, is decided by the 
threshold. If the value of alternate path is greater than 
the threshold, the wormhole is detected. So accurate 
value of threshold is necessary for the technique, and 
deciding the threshold considers a network with n 
number of nodes. In the network, each and every 
node finds the alternate route to its two hop 
neighbour that is called target node. The shortest path 
of minimum number of hop count of each and every 
alternate path is taken by the algorithm. After that the 
algorithm consider the highest number of hop count 
which is comes from these various alternate paths in 
the whole network and consider highest hop count as 
a threshold. 
 
Algorithm for Threshold  
Assumptions 

1. Total number of node in desire network is 
TN. 

2. Si represent any node among TN, where i = 
1,2,3,……….,< TN. 

3. (RSi)j represent the node that’s come in the 
range of Si. 

4. ((RSi)j)k represent the node that’s come in 
the range of (RSi)j and assume as a target 
node Tjk for Si. 

5. PST represent path between S and T. 
6. NSi represent the neighbour node of Si. 
7. (lNSi,Tjk) represent number of node in the 

path PNSi,Tjk. 
Algorithm 
Step 1 

If (i <= TN) 
Goto step 2 
Else 
Threshold (T) = max (nH (PSi,Tjk)) + 2 

Step 2 
 If (j <= n(RSi)) 
 Goto step 3 

 Else 
 i++, goto step 1 
Step 3 
 Set Si as a source node and determine (RSi)j 
Step 4 
 If (k <= (n(RSi)j))  
 Goto step 5 
 Else 
 J++, goto step 2 
Step 5 
 Determine ((RSi)j)k and set Tjk = ((RSi)j)k   
               as a Target node for Si. 
Step 6 
 Set (PSi, Tjk) as a path 
Step 7 
 Determine NSi node and find route to there                            
               Respective node Tjk(NSi, Tjk) = lNSi,Tjk 
 And reply in term of number of nodes to Si 
Step 8 
 Source Si select minimum lNSi,Tjk among   
                all  (NSi, Tjk) and set nH(PSi, Tjk) = min         
               (lNSi,Tjk)k++,  
goto step 4 
 
System Model 
The system model considered for the detection of 
wormhole using proposed approach includes 
following: An ad hoc network consisting of n number 
of nodes. Where Pij denote the set of nodes on the 
path from node i to node j the length of the path from 
node i to j is denoted by lij hops.  We represent the 
mth node on the path as Pmij, So P1ij will be the one 
hop neighbour on the path Pij from node i.  Let the 
set of one-hop neighbours of a node i be Ni.  The 
wormhole x1 ↔ x2 is defined as two additional nodes 
x1 and x2 that are not element of the network, such 
that x1 and x2 are not observable to their neighbours 
and uses a high-speed link to connect x1 and x2. The 
set of one-hop neighbours of x1 and x2 will be Nx1 
and Nx2, respectively.  Note that by explanation, 
every node in Nx1 is linked to all the nodes in Nx2 
via the wormhole and vice versa.  Thus Ni, the one-
hop neighbour set of node i could include nodes 
within transmission range and those on the other side 
of the wormhole. 
 
Main Steps for Detection of Wormhole  
In this technique for detecting the wormhole in the 
path, the technique works through the nodes in PS,D 
(S-source, D-destination) by examining the length of 
alternate routes between nodes that are a short 
distance apart. That is alternate path to two hop 
neighbours on the path starting from S. Consider a 
source node S that wants to communicate with 
destination node D and want to test for a wormhole.  
Let a, b, c belongs to PS,D. – they are nodes on the 
path from S to D that was take by using some 
standard routing protocol.  Let the wormhole x1 ↔ 
x2 connect nodes a and b where a belongs to Nx1 and 
b belongs to Nx2.  Let c be the next hop from b on 
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the route from S to D. Note that a and b are typically 
separated by several hops, but now will believe that 
they are neighbours. 
 
The stepwise description of all the process is 
considered below. 
1 In the first step the sender node S will set a target 

node T that is two nodes away from the sender 
i.e., T = P2S,D . 

2 Sender node S will find all its one-hop 
neighbours NS by sending a “hello” message.  
The nodes in NS will listen the hello message 
and will reply to sender S. 

3 Sender build a list of the nodes in NS and 
pointed node P1S,D.  

4 Sender will send the list (NS, T) and request 
every node r except the node from which actual 
path is made to find a route to T.  Each node r 
will run the network routing algorithm and reply 
to S with lrt the length (in number of hops) of its 
route to T.  If lrt does not exist then r will inform 
S and S discards r from the list. 

5 S will take an alternate route and find its length. 
The length of the shortest route is used.  The 
sender tests for the existence of a wormhole by 
comparing the length of the “selected route” to 
threshold. If length lrt > threshold then the 
wormhole is detected. 

6 If the no wormhole present, then increment the 
method to the next hop along the route.  

7 In the next step run this process for the entire 
path from source to destination.  

Proposed Algorithm 
Notations 

1. PS,D  = path between source to destination, 
In which proposed algorithm  estimate 
whether the wormhole attack present in path 
or not. 

2. Si = PiS,D and Ti+2 = Pi+2S,D  ,Where T is 
a temporary target for temporary source S. 

3. Set i = 0. 
4. NSr = represent neighbour node sequence 

number of Si where r = 1, 2, 3 …  
5. lNSr,T= represent  the number of hope in 

between NSr &T 
Algorithm (Si, Ti+2) 

Step 1-  if (Si = D-1) 
 Then no wormhole in whole path 
PSD 
 Else go to step 2 
Step 2-    Si broadcast “HELLO” message to 

all neighbour node (NS)    except 
Pi+1S,D. 

Step 3-  All NS reply to Si regarding to    
               “HELLO” message. 
Step 4-  Every NS find a route to Ti+2   
 (NSr, T) = lNSr,T and reply in term 
of    
                 hops to source si. 
 step5 ¥ NS £ (NSr,T) 

         Where (Pi NSr,T) = S where i =                     
                1,2,3,…Then discard lNSr,T 
Step6  source (S) select minimum lNSr,T    
               among all lNSr,T 
Step7  If(minimum  lNSr,T <= T)Then 
i=i+1 
 Goto step 1  
 Else 
 Exit wormhole 

 
IV. SIMULATION AND RESULT 

ANALYSIS 
 
The performance of the algorithm is studied through a 
number of simulation tests for network. Different 
numbers of nodes in each scenario and wormhole 
tunnels have been generated for the simulation.  The 
simulation results show that the detection technique 
depends on the network density. Threshold that is 
considered for wormhole detection also depends on 
the network density.  For the true detection of 
wormhole, proposed technique compares the hop 
count with the threshold. So the threshold is an 
important factor of simulation. If the value of 
threshold small than the hop count, it will give a 
higher value of false negative rate (that means it give 
true alternative route as a false route) and if the value 
of threshold is higher than the hop count, it will give 
false positive rate (that means it give higher 
alternative route as a true route). In the simulation, 
first the value of threshold is set one and then the 
results of the proposed algorithm are calculated. After 
that, the value of threshold is set two, and the result is 
again calculated and so on. The simulation of these 
scenarios shows that increasing the value of threshold 
the detection ratio of wormhole shows good result. In 
figure 2 the experiment is run over 51 nodes and it 
shows the positive result of wormhole detection. In 
the scenario the value of threshold is decided seven. 
Simulation of proposed technique is compared with 
the existing AODV. From the analysis we see that the 
overhead of our technique is more compared to the 
existing AODV as show in figure 4. A graph of 
control packet is also shown, because the number of 
control packets in the proposed technique has 
increased. In the figure 5, it is shown that when the 
number of nodes increases the routing load is also 
increases. 

 
Figure 2 Shows the False Negative vs. Threshold Value for 51 

Nodes 
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In the second scenario the simulation will be done 
with 72 nodes with same assumptions. We also take 
the same threshold values for detecting, the false 
negative result and for a perfect threshold value.   

 

 
Figure 3 Shows the False Negative vs. Threshold Value for 72 

Nodes 
 

After the simulation result it can be observed that the 
actual result is fully depends on threshold value. 
Result of simulation shows that when the nodes in the 
network are increased, for detection of a true 
wormhole, is more compared to the existing AODV. 
Figure 10 shows the result of control packet and it 
shows that when the number of nodes increases the 
value of control packet also increases. 
 

 
Figure 4 Shows the Result of Routing Overhead 

 
Figure 5 Shows the Result of Control Packet 

 
The above observation shows that the detection 
technique works efficiently but having some 
overhead, control packet is also increases in the 
graph, but the benefit of this technique is that it 
detects the wormhole, and will serve as an advantage 
when added to the existing AODV protocol. 
 
CONCLUSIONS 
 
A straightforward technique for detecting wormholes 
in ad hoc networks is presented in this paper. This 
method employs routing variation between neighbors 
to determine the existence of a wormhole. The 
technique is localized, requires only a small 
overhead, and does not have special requirements 
such as location information, accurate 
synchronization between nodes, special hardware. 
The technique was tested through simulations for 
different distributions of nodes and wormholes and 
different connectivity models. Under all the evaluated 
scenarios, the technique demonstrates excellent 
detection probabilities with few false alarms that 
depend on the value of threshold.  In proposed work 
degree of False negative rate depend up on value of 
threshold because of that proposed work not give 
good result for small network so in Future technique 
have will develop to overcome this problem. Along 
with that proposed work only detected wormhole on 
path and avoid the transmission of packet, in future a 
wormhole prevention technique has been proposed 
that encapsulate proposed wormhole detection 
technique and minimize overall control packet and 
routing overhead. 
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