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Abstract: Wi-fi indicator systems are vulnerable to the node replicated, and several distribute methods have been suggested 
to identify this attack. However, two novel node replicated discovering methods with different tradeoffs on system 
conditions and efficiency. The first one is depending on a allocated hash table (DHT), by which a fully decentralized, key-
based caching and verifying system is designed to capture duplicated nodes effectively. The method efficiency on efficient 
storage spending and great security level is apparently subtracted through a possibility model, and the causing equations, 
with necessary improvements for real application, are reinforced by the models. Although the DHT-based method happens 
upon similar interaction cost as previous approach it may be considered a little great for some situation. To address this 
concern, our second allocated discovering method, known as endlessly instructed research provides good interaction 
efficiency for heavy indicator systems, by a probabilistic instructed delivering technique along with unique initial direction 
and boundary dedication. The simulator results maintain the method design and show its efficiency on interaction expense 
and acceptable recognition possibility. These “Vampire” strikes are not particular to any particular method, but rather depend 
on the qualities of many popular sessions of guiding methods. We find that all analyzed methods are vulnerable to Creature 
of the night strikes, which are harmful, difficult to identify, and are convenient to carry out using as few as one hateful expert 
delivering only protocol-compliant information. In the most severe, a single Creature of the night can increase network-wide 
energy customized by a factor of O(N), where N in the number of system nodes. We talk about methods to relieve these 
types of strikes, along with a new proof-of-concept method that provably range the break due to Skeletons during the bundle 
delivering stage. 
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I. INTRODUCTION 
 
We present two books, realistic node replicated 
discovering methods with different tradeoffs on 
system circumstances and efficiency. The first offer is 
depending on a allocated hash desk (DHT),by which 
a fully decentralized, key-based caching and 
verifying system is designed to capture replicated 
nodes. The protocol’s efficiency on storage intake 
and a crucial security measurement are theoretically 
subtracted through a possibility design, and the 
causing equations, with necessary modification for 
real program, are reinforced by the models. In 
contract with our research, the full simulator results 
show that the DHT-based method can identify node 
replicated with high security level and keeps 
powerful fight against adversary’s strikes. Our second 
method, known as arbitrarily instructed evaluation, is 
future to provide highly efficient interaction 
efficiency with adequate recognition possibility for 
heavy indicator systems. In the method, originally 
nodes deliver declaring information containing a 
neigh borlist along with a highest possible hop restrict 
to unintentionally chosen neighbors; In addition, 
boundary take care of procedure is employed to 
further decrease interaction payload. During sending, 
advanced nodes discover declaring information for 
node replicated recognition. In this document, we 
consider how redirecting methods, even those 

designed to be protected, lack security from these 
strikes, we call Creature of the night strikes, since 
they use up the life from systems nodes. These strikes 
are unique from formerly analyzed DoS, decrease of 
quality (RoQ), and redirecting emails strikes as they 
do not affect immediate convenience of use, but 
rather perform over time to completely turn off a 
system. While some of the person strikes are simple, 
and power depleting and source fatigue strikes have 
been mentioned before prior perform has been mostly 
limited to other levels of the method collection, e.g., 
method access control (MAC) or program levels, and 
to our knowledge there is little conversation, and no 
thorough research or reducing, of routing-layer 
source failure strikes.  
 
II. DHT-BASED DETECTION PROTOCOL 
 
The principle of our first distributed detection 
protocol is to make use of the DHT mechanism to 
form a decentralized caching and checking system 
that can effectively sense cloned nodes. Essentially, 
DHT enables sensor nodes to distributively construct 
an overlay network upon a physical sensor network 
and provides an efficient key-based routing with in 
the overlay network. A message connected with a key 
will be transmitted through the overlay network to 
reach a destination node that is solely strong-minded 
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by the key; the source node does not need to specify 
or know which node a message’s purpose is the 
DHT key-based routing takes care of moving details 
by the message’s key. More importantly, messages 
with a same key will be stored in one purpose node. 
Those facts build the foundation for our first detection 
protocol. As a beginning of a round of DHT-based 
clone detection, the initiator broadcasts the action 
message including a random seed. Then, every 
observer constructs a claiming message for each 
neighbor node, which is referred to as an examinee of 
the observer and the message, and sends the message 
with probability  independently.  
A. Distributed Hash Table 
Before diving into the detection protocol, we briefly 
introduce DHT techniques. In principle, a distributed 
hash table is a decentralized distributed system that 
provides a key-based lookup service similar to a hash 
table: (key, record) pairs are stored in the DHT and 
any participating node can efficiently store and 
recover records associated with specific keys. By 
design, DHT distributes responsibility of maintaining 
the map from keys to records among nodes in an 
efficient and balanced way, which allows DHT to 
scale to extremely large networks and be fitting to 
serve as a facility of distributed node clone  detection. 
There are several different types of DHT proposals, 
such as CAN, Chord, and Pastry .  

 
Fig. 1. Chord network example, where the key space 
is 7-bit, seven records with different keys are stored 
in five nodes, and the successor table size G=2. For 
node, its direct predecessor is N109, and its two 
successors are N41 and N61 hash value of the node’s 
MAC address. All nodes divide the ring into segment 
by their Chord points. Likewise, the key of a record is 
the result of the hash function. Every node is 
responsible for one segment that ends at the node’s 
Chord point, and all records whose keys fall into that 
segment will be transmit to and stored in that node. 
As the kernel of efficient key-based routing, every 
node maintains a finger table of size  to 
facilitate a binary-tree search.  If two nodes are within 
the ring-segments distance, they are each other’s 
predecessor and successor by the order their 
coordinates, with respect to predefined g. In theory, a 
Chord node only needs to know its direct predecessor 
and finger table. To improve flexibility against 
network churn and enhance routing efficiency, every 
node additionally maintains a successor table, 
containing its g successors  

B. Protocol Details 
As a condition, all nodes cooperatively build a Chord 
overlay network over the sensor network. Cloned 
node may not participate in this procedure, but it does 
not give them any benefit of avoiding detection. The 
construction of the overlay network is independent of 
node clone detection. As a result, nodes possess the 
information of their direct ancestor and successor in 
the Chord ring. In addition, each node caches 
information of its g consecutive successors in its 
successors table. Many Chord systems use this kind 
of cache mechanism to reduce the communication 
cost and enhance systems strength. More importantly 
in our protocol, the facility of the successors table 
contributes to the economical selection of inspectors. 
One detection round consists of three stages. 

 

 
1) This node is the destination node of the claiming 
message. 
2) The destination node is one of the g successor of 
the node. In other words, the target node will be 
reached in the next Chord hop. While the first 
criterion is intuitive, the second one is subtle and 
critical for the protocol performance. By Algorithm 1, 
roughly  of all claiming messages related to a 
same examinee’s ID will pass through one of the 
predecessor of 
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the destination. Thus, those nodes are much more 
likely to be able to detect a clone than randomly 
selected inspectors. As a result, this criterion to 
decide inspectors can increase the average number of 
witnesses at a little extra memory cost. We will 
theoretically quantify those performance 
measurements later. In Algorithm 1, to examine a 
message for node clone detection, an inspector will 
invoke Algorithm 2, which compares the message 
with previous inspected messages that are buffered in 
the cache table. Naturally, all records in the cache 
table should have different examinee IDs, as indirect 
in Algorithm 2. If detecting a clone, which means that 

there exist two messages  and  satisfying

 and , the witness node then 
broadcasts the evidence to notify the whole network. 
All integrity nodes verify the evidence 

message and stop 
communicating with the cloned nodes. To prevent 
cloned nodes from joining the network in the future, a 
revocation list of compromised nodes IDs may be 
maintained by nodes individually. It is worth noting 
that messages  and are authenticated by 
observers and, respectively. Therefore, the witness 
does not need to sign the evidence message. If a 
malicious node tries to launch a DoS attack by 
broadcasting a bogus evidence message, the next 
integrity node receiving it can immediately detect the 
wicked behavior by verifying the signatures of  
and  before forwarding to other nodes. 
 
III. THWARTING FRAMING ATTACK 
 
A witness cannot forge an confirmation to frame 
integrity nodes since the evidence eventually is 
composed of claiming messages from different 
observers, and any node can verify them. However, 
for any witness-based discovery protocol, with our 
two proposals and protocols in Table I, there exists a 
realistic threat that some malicious observers try to 
frame innocent nodes by claiming wrong locations 
for them. To thwart this attack, we introduce a 
mechanism that requires nodes to buffer evidence 
messages they received and to maintain a debit table 
for those observers in   When a node is declared as a 
replica in one or more evidence, assume one of its 
distinct locations is claimed by q different observers, 

then each of those observers should be debit by . If 
a node’s balance in the debit table exceeds a 
threshold, it should be revoked as well. We advise 
one for the threshold. In this case, if a mean node 
tries to frame an integrity node by claim a false 
location for it, both nodes will be revoked. This one-
exchanging-one strategy is quite fair and efficient as 
we do not need to distinguish which one is bad. When 
there is no frame attack in the network, integrity 
nodes are rarely revoke because a clone node’s 
location may be claimed by many observers. At most, 

the number of revoke integrity nodes will not exceed 
the number of hateful nodes.  
 
Performance Analysis Of Dht-Based Protocol 
For the DHT-based detection protocol, we use the 
following specific measurements to evaluate its 
performance: 
• Average number of transmitted messages, 
representing the protocol’s communication cost; 
• Average size of node cache tables, standing for the 
protocol’s storage consumption; 
• Average number of witnesses, serving as the 
protocol’s security level because the detection 
protocol is deterministic and symmetric. 
 
 Storage Consumption and Security Level For 
simplicity, we hereby assume that all nodes, 
including compromise ones, abide by the detection 
protocol. Later in Section VI, we will see that the 
spiteful behaviors such as discarding claiming 
messages only slightly affect those performance 
measurements. In this detection protocol, claiming 
messages associated with a same examinee’s ID will 
be transported to one destination node. Because there 
are n examinees and potential destination, and due to 
the good pseudo-randomness of the Chord system, on 
average, every node food one record in its cache table 
associated with one examinee’s ID as its destination, 
regardless of the number of claim messages per 
examinee. In addition, for a designated examinee, the 
g predecessor nodes of the purpose can act as 
inspectors; thus, they probably hold up to one record 
related to the examinee. 
 
IV. CLEAN-SLATES SENSOR NETWORK 

ROUTING 
 
In this section, we show that a clean-slate secure 
sensor network routing protocol by Parno et al. 
(“PLGP” from here on) can be modified to provably 
resist Vampire attacks during the packet forwarding 
phase. The original version of the protocol, although 
designed for security, is vulnerable to Vampire 
attacks. PLGP consists of a topology discovery phase, 
followed by a packet forwarding phase, with the 
former optionally repeated on a fixed schedule to 
ensure that topology information stays current. (There 
is no on demand discovery.) Discovery 
deterministically organizes nodes into a tree that will 
later be used as an addressing scheme.  
 
When discovery begins, each node has a limited view 
of the network the node knows only itself. Nodes 
discover their neighbors using local broadcast, and 
form ever growing “neighborhoods,” stopping when 
the entire network is a single group. Throughout this 
process, nodes build a tree of neighbor relationships 
and group member- ship that will later be used for 
addressing and routing. 
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Fig. 6. The final address tree for a fully converged 
six-node network. Leaves represent physical nodes, 
connected with solid lines if within radio range. The 
dashed line is the progress of a message through the 
network. Note that non leaf nodes are not physical 
nodes but rather logical group identifiers. 
 
At the end of discovery, each node should compute 
the same address tree as other nodes. All leaf nodes in 
the tree are physical nodes in the network, and their 
virtual addresses exchange letters to their position in 
the tree (see Fig.). All nodes learn each others’ virtual 
addresses and cryptographic keys. The final address 
tree is verifiable after network convergence, and all 
forwarding decisions can be independently verified. 
Furthermore, arrogant each legitimate network node 
has a unique certificate of membership (assigned 
before network deployment), nodes who attempt to 
join multiple groups, produce clones of themselves in 
multiple locations, or otherwise cheat during 
discovery can be identified and expelled.  
 
Topology discovery. Discovery begins with a time 
limited period during which every node must 
announce its presence by broadcasting a certificate of 
identity, including its public key (from now on 
referred to as node ID), signed by a trusted offline 
authority. Each node starts as its own group of size 
one, with a virtual address 0. Nodes who overhear 
presence   broadcasts form groups with their 
neighbors. When two individual nodes (each with an 
initial address 0) form a group of size two, one of 
them takes the address 0, and the other becomes 1. 
Groups merge preferentially with the smallest 
neighboring group, which may be a single node.  
 
We may think of groups acting as individual nodes, 
with decisions made using secure multiparty 
computation. Like individual nodes, each group will 
initially choose a group address 0, and will choose 0 
or 1 when merging with another group. Each group 
member prepends the group address to their own 
address, e.g., node 0 in group 0 becomes 0.0, node 0 
in group 1 becomes 1.0, and so on. Each time two 
groups merge, the address of each node is lengthened 
by 1 bit. Implicitly, this forms a binary tree of all 
addresses in the network, with node addresses as 
leaved. Note that this tree is not a virtual coordinate 

system, as he only information coded by the tree are 
neighbor relationships among nodes. 
Nodes will request to join with the smallest group in 
their locality, with ties broken by group IDs, which 
are computed cooperatively by the entire group as a 
deterministic function of individual member IDs. 
When larger groups merge, they both broadcast their 
group IDs (and the IDs of all group members) to each 
other, and proceed with a merge protocol identical to 
the two-node case. Groups that have grown large 
enough that some members are not within radio range 
of other groups will communicate through “gateway 
nodes,” which are within range of both groups. Each 
node stores the identity of one or more nodes through 
which it heard an message that another group exists. 
That node may have itself heard the information 
second hand, so every node within a group will end 
up with a next-hop path to every other group, as in 
distance vector.  
 
5.1PLGP in the Presence of Vampires 
In PLGP, forwarding nodes do not know what path a 
packet took, allowing adversaries to divert packets to 
any part of the network, even if that area is logically 
further away from the destination than the malicious 
node. This makes PLGP vulnerable to Vampire 
attacks. Consider for 
instance the now-familiar directional antenna attack: 
a receiving honest node may be farther away from the 
packet destination than the mean forwarding node, 
but the 
honest node has no way to tell that the packet it just 
received is moving away from the destination; the 
only information available to the honest node is its 
own address and the packet destination address, but 
not the address of the previous hop (who can lie). 

 
A. PLGPa satisfies no-backtracking.  

For the purposes of Vampire attacks, we are 
unconcerned about packets with arbitrary hop counts 
that are never received by honest nodes but rather are 
routed between adversary only, so we define the hop 
count of a packet as follows: 
Theorem 1. A PLGPa packet p satisfies no-
backtracking in the presence of an adversary 
controlling m<N_ 3 nodes if p passes through at least 
one honest node. 



International Journal of Industrial Electronics and Electrical Engineering, ISSN: 2347-6982 Volume-2, Issue-11, Nov.-2014 

Challenging Existence As Of Duplicate Detection In Wireless Sensor Networks 
 

95 

Proof. Consider two arbitrary PLGPa protocol traces 
H and M of the same N-node network, in which node 
S sends packet p to node D. Constrain H such that all 
nodes are honest, and constrain M such that m<N_ 3 
are malicious. Let p reach an arbitrary honest node I 
along the protocol-defined packet path in h hops in H, 
but in h  hops for _>0 in M (no-backtracking is not 
satisfied in the latter). Since PLGPa is deterministic, 
the difference _ must be attributable to a malicious 
node. Further, since the hop count of p when it arrives 
at I is greater in M than in H, s route testimony 
chain must be longer in M. Recall that every node has 
a unique virtual address, and no packet may be 
forwarded between any two nodes without moving 
either backward or forward through the virtual 
address space, so p must have moved backward in the 
coordinate space by at least one hop.9 Consider the 
following three scenarios: 1) I is a neighbor of S and 
the next hop of p;2)I is a neighbor of D and the last 
hop of p before the destination; and 3) I is a 
forwarding node of the packet, but is neither a 
neighbor of S nor D.IfI forwards a packet with h,
hops in its route attestation, the adversary must have 
succeeded in at least one of the following: Consider 
the following three scenarios: 1) I is a neighbor of S 
and the next hop of p;2)I is a neighbor of D and the 
last hop of p before the destination; and 3) I is a 
forward node of the packet, but is neither a neighbor 
of S nor D.IfI forwards a packet with h  hops in its 
route attestation, the adversary must have succeeded 
in at least one of the following:  causing honest node 
I to forward p with non null attestation, over a route 
that backtracked, violating the assumption that honest 
nodes correctly follow PLGPa;10 . causing honest 
node I to forward p with a nonnull attestation, from 
source S who is I’s direct neighbor, violate the 
assumption that honest nodes correctly follow 
PLGPa. truncating the route attestation, violating the 
security of chain signatures. Finally, if I forwards p 
with a null attestation, it is either a neighbor of S or 
the adversary has broken the signature scheme used 
by the sender to attest to the packet’s invariant 
fields—an honest would not forward a packet with no 
attestation if the packet source is not a neighbor. 
Since each possible adversarial action which results 
in backtracking violates an supposition, the proof is 
complete.  
 
Since no-backtracking guarantees packet progress, 
and PLGPa preserves no-backtracking, it is the only 
protocol discussed so far that provably bounds the 
ratio of energy used in the adversarial state to that 
used with only honest nodes to 1, and by the 
definition of no-backtracking PLGPa resists Vampire 
attacks. This is achieved because packet progress is 
securely verifiable). To deal with such situations we 
can allow for limited backtracking, which provides 
some leeway in the way no-backtracking is verified, 
allowing a certain amount of total backtracking per 

packet within the security parameter . The 
comprehensive security proof by induction onis 
trivial. 
 
CONCLUSION 
 
In this paper, we defined Vampire attacks, a new 
class of resource consumption attacks that use routing 
protocols to lastingly disable ad hoc wireless sensor 
networks by depleting nodes’ battery power. These 
attacks do not depend on particular protocols or 
implementations, but rather expose vulnerabilities in 
a number of popular protocol classes.  
 
We showed a number of proof-of-concept attacks 
against commissioner examples of existing routing 
protocols using a small number of weak adversaries, 
and measured their attack success on a randomly 
generated topology of 30 nodes. imitation results 
show that depending on the location of the adversary, 
network energy expenditure during the forwarding 
phase increases from between 50 to 1,000 percent. 
hypothetical worst case energy usage can increase by 
as much as a factor of per adversary per 
packet, where N is the network size. We proposed 
defenses against some of the forwarding-phase 
attacks and described PLGPa, the first sensor network 
routing protocol that provably bounds damage from 
Vampire attacks by verifying that packets 
consistently make progress toward their destinations. 
We have not offered a fully satisfactory solution for 
Vampire attacks during the topology discovery phase, 
but suggested some intuition about damage 
limitations possible with further modifications to 
PLGPa. root of damage bounds and defenses for 
topology discovery, as well as handling mobile 
networks, is left for future work. 
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