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Abstract— we present a new Design for the generation of unpredictable random number key for secure communication. The 
Design opted to obtain this key generation is RM-PRNG. At present hiding of data from the hacker is more important for 
secure communication. Confidentiality, authentication, non-repudiation, integrity are the key aspects in secure 
communication. So, in this secret key plays a vital role. Using the secret key Encryption and decryption process takes place. 
The plain text is converted in to cipher text during encryption process and cipher to plain text during encryption process 
using this ob- tained  random  number as  a secret key 
 
Keywords— RM-PRNG, LCG-linear congruential generators, mixing, ALG- auxiliary linear generator, encryption, 
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I. INTRODUCTION 
 
1.1 Implementation of Secure Communication 
Using Cryptography 
Cryptography is the Greek word known to be Secret 
(crypto-) writing (-grapy) nothing but “Secret 
writing”. In the cryptography community, there are 
two well-known sayings: “it is quite easy to design a 
secure but very slow cipher” and “it is quite easy to 
design a secure but very large cipher”. If the security 
of a digital chaotic cipher is achieved without 
working efficiency, then its significance will be 
trivial and will not be accepted by both practitioners 
and cryptanalysts, because in the real world 
performance and implementation cost are important 
concerns besides security. The cost associated with 
the implementation and execution of the cipher 
should be studied and explained, covering aspects 
such as computational efficiency, program size and 
working memory requirements in software 
implementations on a variety of common platforms 
32-bit CPUs, 64-bit CPUs, cheap 8-bit smart-card 
CPUs, etc.; and chip area in dedicated hardware 
implementations. Therefore, level of security, 
performance, and ease of implementation are the 
three main criteria to evaluate new cryptosystems. 
Cryptosystems are typically divided into two generic 
types:  
 Symmetric-key  
  Asymmetric-key  

 
1.2 Symmetric Key:   
In this type of cryptosystems use the same secret key 
both for encryption and decryption and are very fast, 
thus appropriate for handling large amounts of data at 
high speed, such as video encryption. There is a 
further division between symmetric-key algorithms: 
block and stream ciphers. Block ciphers encrypt the 
original message by grouping the symbols in blocks  

 
of two or more elements, such that each block is 
encrypted/decrypted always in the same way. Block 
ciphers usually consist of an initial transformation, a 
cryptographic function f iterated r times (or 
“rounds”), and a final transformation. The secret key 
is expanded using some algorithm so as to have 
enough key material to use at every encryption round. 
Amongst the most widely used block ciphers are 
AES, Triple DES, IDEA, DES, RC5, etc. On the 
other hand, stream ciphers generate a pseudorandom 
stream of symbols using a deterministic public 
algorithm governed by a secret key. The message is 
mixed with this sequence, also known as “key 
stream”, usually through a modulo 2 sum, resulting in 
the cipher text. Amongst the most widely used stream 
ciphers are A5/1, A5/2, E0, RC4, SEAL, etc. The key 
length of symmetric ciphers usually ranges from 128 
to 256 bits. 

 
Fig.1 - Block diagram of secret-key or symmetric ciphers 

 
1.3 Asymmetric Key: 
When two different keys are used for the encryption 
and decryption processes, then the cryptosystem is 
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assymetric. Usually, one key of the pair is publicly 
known whereas the other is kept private. These 
algorithms are much slower because in general they 
involve costly arithmetic operations with big integers, 
such as discrete logarithm or modulo exponentiation. 
As a consequence, they are used for tasks implying 
encryption of small amount of data, such as secret 
key agreement, digital signatures, authentication, etc. 
The most widely used public-key algorithm is RSA. 
The key length of public-key algorithms usually 
ranges from 1024 to 4096 bits 
 

 
Fig 2- Block diagram of public-key or asymmetric ciphers 

 
1.4 The Key 
A fundamental issue of all kinds of cryptosystems is 
the key. Following Kerckhoffs’ principle, the security 
of a cryptosystem should depend only on its key. No 
matter how strong and how well designed the 
encryption algorithm might be, if the key is poorly 
chosen or the key space is too small, the cryptosystem 
will be easily broken. Unfortunately, after more than 
a decade of research, many chaotic secure 
communication schemes proposed to date fail to 
clearly, if at all, explain what the key is, how it 
should be chosen, and what the available key space 
is. Some designs did not even try to use any key. 
Therefore, without a key, they might be viewed as 
some kind of coding systems, but never be regarded 
as truly secure systems from the cryptographical 
point of view, because they are nevertheless easy to 
break.  
 
II. DESIGN FOR KEY GENERATION (RM-

PRNG) 
 
In our proposed RM-PRNG (Reseeding pseudo 
number generator) , which consists of a CB-PRNG 
and an MRG, the period length is considerably 
extended because the period length of the MRG is 
much longer than that of the CB-PRNG while the 
short periods of the CB-PRNG can be removed by 
our reseeding algorithm. We can analytically 
calculate the lower bound of the period length in RM-
PRNG in terms of the period length of the CB-PRNG 

and that of the MRG. The enhancement of throughput 
rate is achieved by using a vector-mixing technique in 
the proposed RM-PRNG. As the linear structure of 
the MRGs is broken by mixing with a CB-PRNG, the 
statistical properties will get improved. 
 
III. DESIGN APPROACH 
 

 
Fig.3 Structure of the proposed RM-PRNG 

 
RM-PRNG is composed of three modules: Non linear 
module, Reseeding module, Vector mixing module.  
In a 32-b implementation, the    Non linear Module   
has a controlled   32-b state   register and a Next- 
state construction   circuitry.   The   controlled 
register stores the state value  Xi  which can be  set to 
seed 1   by  the  start   command.     The Next - state 
construction circuitry produces the next state    value 
according to the recursive formula. For each   state 
value generated, the reseeding control unit (RCU) in 
the Reseeding Module compares the values of and for 
checking the fixed point condition and increases the 
reseeding counter (RC) at the same time. The RC will 
be reset and the reseeding operation will be activated 
when either the fixed point condition is detected or 
the RC reaches the reseeding period. 
 
3.1 Nonlinear Module 
For Next state construction, LCM is used in the Non 
linear Module so that 
푋 = 퐹(푋 ) =  훾푋 (1−  푋 ), 푡 ≥ 0 
With   = 4 and X0  (0,1)  as an initial seed. 
Choosing a value 4 for  not only makes the LGM 
chaotic but also simplifies the implementation of 
equation to merely left-shifting the product of Xt and 
1-Xt by 2 b. The state size decreases from 32 to 31 b, 
as the dynamics and in the equation are the same. 
This is equivalent to a degradation of resolution by 1 
b. In addition, fixed points (at Xt=0 and 0.75) as well 
as short periods exist when the LGM is digitized. 
From exhaustive runs for all of the seeds, we obtain 
all other periods for the 32-b LGM without reseeding. 
The performance of a CB-PRNG using only the 
Nonlinear Module is unsatisfactory. So, to solve the 
fixed points and short-period problem, a new 
Reseeding Module is in proposed. 
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3.2 Reseeding Module 
Reseeding mechanism is obvious for the removal of 
the fixed points. When the reseeding period is 
reached or fixed point condition is detected,  the 
value Zt+1 loaded to the state register will be 
perturbed away from Xt+1 in the RCU by the fixed 
pattern according to the formula 

 
where subscripts i,j are the bit-index L is integer, and 

. Degradation of the statistical properties of 
chaos dynamics can be minimized by making the 
magnitude of the perturbation of the fixed pattern R 
small compared with Xt. Here, we set L=5 so that the 
maximum relative perturbation is only 
and the degradation can be ignored. The effectiveness 
in the removal of short periods depends on the 
reseeding pattern R and the reseeding period Tr. for 
suitable combination of Tr and R. First, the reseeding 
period should avoid being the values or the multiples 
of the short periods Ts of the unperturbed digitized 
LGM. Otherwise, if the 5 LSBs of Xt+1 equal to R 
when the reseeding procedure is activated, Zt+1 will be 
equal to Xt+1. Then no effective reseeding will be 
realized and the system will be trapped in the short 
period cycle. Hence, prime numbers should be used 
as the reseeding period candidate. 
 
3.3 Vector Mixing Module 
The DX generator which is an efficient MRG serves 
as the ALG in Vector Mixing Module. Specifically, 
we choose the DX generator with the following 
recurrence equation: 
Yt+1=   Yt+ BDX  .  Yt-7   mod M,      t>=7 
Using an efficient search algorithm, we find that the 
particular choice of BDX =228+28and M=231-1 gives 
the maximum period of the DX generator. The LSBs 
of Yt+1 and that of Xt+1 are mixed in the Output 
Construction unit using a XOR operation to obtain 
the least significant bits of the output according to the 
equation 
OUTt+1[1:31] = Xt+1[1:31] Yt+1[1:31] 
Then, the most significant bit (MSB) of Xt+1 is 
attached to OUTt+1 [1:31] to form the full 32-b 
output vector OUTt+1. 
 
3.3.1 Dx Generator 
DX generator  implementation is (the ALG) done by 
using 8-word registers, circular-left-shift (CLS), 
circular 3-2 counter and End Around Carry- carry 
look ahead adder (EAC-CLA). By using flip-flops the 
eight-word register was implemented. For generating 
two partial products signal Yt-7 is circular-left-shifted 
28 and 8 b, using the modules CLS-28 and CLS-8 
respectively. To combine these three 31-b operands 
into two 31-b operands a circular 3-2 counter is used, 
which consumes 247 gates. To evaluate Yt+1 31-b 
EAC-CLA is used with 348 gates. The schematic 
design of the 31-b EAC-CLA is shown in the below 

Figure. The schematic design of the 31-b EAC-CLA 
includes four modules they are propagation and 
generation (PG) generators, end-around-carry (EAC) 
generator, internal carry (IC) generator, and CLAs 
.When EAC is generated by group of PGs, EAC is 
then fed to the IC generator and then to least-
significant 8-b CLA. On CLAs, the final addition was 
performed.  
 

 
(a)                                                       (b) 

Fig.4 (a) Structure of the DX generator    (b) Structure of the 
31-b EAC-CLA 

 
RM-Prng Advantages:  
 Throughput Rate  is high  
 Hardware cost is low 

 
3.4 Applications: 
Although sequences that are closer to truly random 
can be generated using hardware random number 
generators, pseudorandom numbers are important in 
practice for their speed in number generation and 
their reproducibility, and they are thus central in 
applications such as simulations e.g., of physical 
systems with the Monte Carlo method, in 
cryptography, and in procedural generation. 
Cryptographic applications require the output to also 
be unpredictable which is obtained by using this 
PRNG. 
 
IV. PROPOSED DESIGN FOR SECURE 

COMMUNICATION 
 

 

 
Fig.5   Design for encryption and decryption using RM-PRNG 

key 
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The obtained random number sequence, which is 
used as secret key is given to the encryption and 
decryption circuit for secure communication. 
Following cryptography process the information sent 
by the sender is get converted in to cipher text (UN 
known form) by the encryption circuit using random 
number key. And then the cipher text is again 
converted in to plain text using the same secret key 
by the decryption circuit. 
Modern cryptography concerns itself with the 
following four objectives: 
 
1. Confidentiality -The information cannot be 
understood by anyone for whom it was unintended)  
2. Integrity - The information cannot be altered in 
storage or transit between sender and intended 
receiver without the alteration being detected) 
3. Non-repudiation - The creator/sender of the 
information cannot deny at a later stage his or her 
intentions in the creation or transmission of the 
information. 
4.  Authentication - The sender and receiver can 
confirm each other’s identity and the 
origin/destination of the information 
These four are main aspects for secure 
communication which can be achieved using 
cryptographic processes and by using the random 
number as a secret key in the process. 
 
V. SIMULATION RESULTS 

 

 
Figure - Simulation Result of RANDOM NUMBER 

SEQUENCE 

 
Figure – Simulation result of ENCRYPTION 

 
Figure – Simulation result of DECRYPTION 

 

 
Figure – Simulation result of FINAL OUTPUT 

 
CONCLUSION 
 
Hence we proposed a design for secure 
communication which uses a high throughput random 
number as a secret key for cryptographic process. The 
RM-PRNG supports period enhancement and high 
throughput sequence with less hardware cost. Using 
this design we meant the requirements for secure 
communication those are Confidentiality, 
authentication, integrity, non-repudiation. These 
cryptographic designs find wide applications in where 
Secrecy in Transmission, Secrecy in Storage is a 
important issue and in Threshold Systems, Electronic 
Signatures Electronic Cash. 
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