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Abstract- Steganography is a science of hiding messages into multimedia documents. In  steganography,  there  is a  
technique in which  the  least  significant  bit  is modified  to hide  the  secret message, known as the least significant bit 
(LSB) steganography. LSB encryption is used for hiding information in multimedia documents. After LSB encryption 
the multimedia documents is compressed by using Discrete Wavelet Transform(DWT) technique and for the retrieval 
of the original, the image is decompressed by Inverse Discrete Wavelet Transform(IDWT).By using LSB decryption 
the hidden information is separated from the multimedia documents. 
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I. INTRODUCTION 
 
The science of hiding messages into multimedia 
documents is called steganography. Although, the 
embedded message may change the characteristics 
and statistical nature of the document, it is required 
that these changes are difficult to identified, except 
by the sender and the intended receiver. 
 
Steganalaysis develops theories, methods and 
techniques that can be used to detect hidden messages 
in multimedia documents. The documents without any 
hidden messages are called cover documents and the 
documents with hidden messages are denoted by 
stego documents. In steganography, there is a 
technique in which the least significant bit is 
modified to hide the secret message, this technique is 
known as the least significant bit (LSB) 
steganography or LSB embedding. It can be 
categorized as follows: 
• LSB Replacement Steganography 
• LSB Matching Steganography 
 
In LSB replacement steganography, the LSB of cover 
pixel is replaced by a bit of the secret message 
(before embedding, the secret message is converted 
into the stream of bits) in a pseudo random order. 
LSB replacement steganography can be easily 
detected even if the embedding rate (secret message 
bit embedded per pixel) is very low. In LSB 
replacement steganalysis, not only the presence of the 
secret message can be detected, but also, length of the 
message can be estimated.  
 
In LSB matching, which is an improved version of 
LSB replacement, 1 is   randomly either added to or 
subtracted from the cover pixel value if the secret 
message bit does not match the LSB of cover 
pixel’s matching is harder to detect than the LSB 
replacement. Most of the LSB matching steganalyzers 
first select a set of statistical features and then trains 

a supervised learning classifier based on these 
statistical features to classify stego image from cover 
image. 
 
Assuming steganographic embedding adds some 
noise to the original cover images, a set of filters is 
used to predict cover images from stego images. The 
difference between stego features and predicted 
cover features are used to train the supervised 
learning classifier. In this paper, we extract the 
features from techniques proposed.. 
 
The paper is organized as follows. In Sec. II, brief 
descriptions of several LSB Matching Steganalyzers 
are given. The proposed scheme is mentioned in Sec. 
III.  Finally, the paper is concluded in Sec. IV. 
 
II. LSB MATCHING STEGANALYSIS 
 
Authors have modelled the hiding of data as an 
additive noise process. They proposed a steganalysis 
method for RGB images based on Histogram 
Characteristic Function Centre of Mass (HCF COM) 
for the detection of additive noise based 
steganography. According to them, histogram of stego 
message is the convolution of noise probability mass 
function (PMF) and the original histogram. The 
feature set for their experiment is quite small. Ker  
has pointed out that the method proposed by Harm- 
sen and Pearlman have performed well for 
detecting LSB matching in RGB colour images, but 
it is not reliable for gray scale images. Ker has 
showed that for gray scale images, although HCF 
COM decreases after LSB matching embedding, its 
range for cover and stego images are heavily 
overlapped. Hence, the HCF COM cannot 
distinguish well between the cover and the stego for 
gray scale images. In order to overcome this 
shortcoming, Ker proposed an approach based on 
calibration (down sample) technique, which is much 
reliable in this respect. The main idea of Ker is 
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use a procedure of down sample that can reduce 
embedding noise. Li et al. Have improved two 
detectors for detecting LSB matching: (a) 
Calibrated HCF COM, and (b) Calibrated adjacency 
HCF COM. Instead of using centre of mass (COM) of 
HCF, they have considered the ratio of histogram’s 
DFT coefficients of the image to the corresponding 
coefficients of the down-sampled image.  
 
They have proposed down-sampling only for non 
oscillating pixels. 
Qin et al. have proposed a method in which difference 
between the neighbouring pixels (DNPs) and 
difference between local extrema (DLENs) and their 
neighbours’ in gray scale histogram are used as 
distinguishing features and SVM is adopted to 
construct classifier. 
 
Abolghasemi et al. have shown for gray scale images 
that the changes due to LSB matching embedding are 
limited up to five least significant bits (approximately 
95%). In, Abolghasemi et al. have removed 3 MSBs 
from 8 bit gray scale images. They have created co-
occurrence matrix in 0◦,45◦ , 90◦  and 135◦  and have 
done average on these matrices. They have extracted 
the features along the diagonal (135◦). The gray-levels 
of the neighbours’ pixels in natural images are highly 
correlated and the gray-level co-occurrence matrix of 
the natural image tends to be diagonally distributed. 
After the data embedding, the high concentration 
along the main diagonal of gray-level co-occurrence 
matrix spreads because the high correlations between 
the pixels in the original image have been reduced. 
 
Tao et al. have proposed a steganalysis method which 
is designed to detect the presence of LSB matching 
LSB matching steganography in gray scale images. 
They have ‘used four types of distinguishing features 
which are derived from the pixel histogram, the 1D, 
2D and 3D joint pixel difference histogram 
respectively. 
 
Liu et al. have proposed a scheme based on feature 
mining and pattern classification to detect LSB 
matching steganography in gray scale images. 
 
Xia et al. have proposed a method, which is based on 
neighbourhood node degree histogram characteristic 
function (NDHCF), in which they take neighbourhood 
node degree in 3 × 3 and 5 × 5 neighbourhood. They 
have calculated the centre of mass of neighbourhood 
node degree histogram in 1D and 2D. 
 
They have observed that after embedding cover and 
stego images, the value of the neighbourhood node 
degree of cover images is more than that of the stego 
images, have considered the relative difference of 
neighbourhood node degree of cover images and that 
of the stego image as 1 feature in 3 × 3 and 5 ×5 
neighbourhood. 

We have used the features of, as feature set 1.  And 
features of paper as feature set 2 in our work. The 
feature set 1 consists of following features: 
 
1)  Features derived from pixel histogram 
2)  Features derived from the 1D pixel difference 
histogram 
3)  Features derived from 2D joint pixel difference     
histogram 
4)  Features derived from 3D joint pixel difference     
histogram 
While, the feature set 2 consists of following features: 
1)  Entropy and high order statistics of the histogram 
of the nearest neighbours 
2)  Correlation features 
a)  The correlation between the least significant bit 
plane (LSBP) and second least significant bit  
  plane (LSBP2) and correlation in the LSBP 
b)  The autocorrelation in the image histogram 
c)  The correlation in the difference between the image 
and the de-noised version 
 
III. PROPOSED SCHEME 
 
Steganography is a science of hiding messages into 
multimedia documents.  In  steganography,  there  is a  
technique in which  the  least  significant  bit  is 
modified  to hide  the  secret message by using 
Encryption known as the least significant bit (LSB) 
Encryption. After hiding the information the image 
has to be compressed for reducing the memory. The 
technique used for compression is Discrete Wavelet 
Transform (DWT), for retrieval of the original image 
we use Inverse Discrete Wavelet Transform (IDWT) 
and to have a secret code back we use Decryption 
technique. A  comprehensive   set  of  experiments   is  
carried out  to  justify proposed   method’s  
applicability   and  evaluate  its  performance against 
the existing least significant bit matching steganalysis 
techniques. Achieving the purpose of information 
hiding with the secret bits of information to replace 
the random noise, using the lowest plane embedding 
secret information to avoid noise and attacks, making 
use of redundancy to enhance the sound embedded in 
the way nature to be addressed.  
The results showed that the proposed algorithm has a 
very good hidden invisibility, good security and 
robustness for a lot of hidden attacks. However, the 
limitation of capacity has led us to think about an 
improved approach which can be achieved through 
hardware implementation systems with the help of a 
programmable gate array (FPGA) board. In the 
proposed scheme two sets of techniques are carried. 
They are: 
A. DWT Technique 
After LSB encryption technique the DWT is applied 
to the stego image. By using DWT the image is 
compressed.DWT is found to be more robust against 
various attacks. THE discrete wavelet transform 
(DWT) is being increasingly used for image coding.  
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This is due to the fact that DWT supports features like 
progressive image transmission (by quality, by 
resolution), ease of compressed image manipulation, 
region of interest coding, etc. DWT has traditionally 
been implemented by convolution.  Such an 
implementation demands both a large number of 
computations and a large storage features that are not 
desirable for either high-speed or low-power 
applications.    
 
B. IDWT Technique 
After the DWT Compression, in order to get the 
original image the decompression is done using 
Inverse Discrete Wavelet Transform (IDWT) 
technique. By this we get the original stego image 
which consists of cover image and the secret message. 
After this LSB decryption is done in order to separate 
the hidden message from the cover image. 

 

 
Fig: proposed diagr am  

 
CONCLUSIONS 
 
In this paper, a new way of feature derivation is 
proposed. It is experimentally shown that proposed 
method is more effective than existing method. It is 
also experimentally shown that compression 
performance is increased when newly derived 
features are concatenated with existing features for 
different techniques. The results showed that the 
proposed algorithm has a very good hidden 
invisibility, good security and robustness for a lot of 
hidden attacks. However, the limitation of capacity 
has led us to think about an improved approach 
which can be achieved through hardware 
implementation systems with the help of a 
programmable gate array (FPGA) board. 
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