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Abstract- Security of multimedia information is used to protect the multimedia content from unauthorized access. In this 
paper, we implemented security for text and image information using a cryptographic key. Based on the session type, a key 
is generated which is used for encrypting and decrypting the messages which are transmitted between two sides. The length 
of the key varies in every session according to the session type. It is a reliable and flexible way to generate the key and it is 
easy to implement. This method ensures the Prevention of guesses the key and provides a more secure way for information 
encryption. 
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I. INTRODUCTION 
 
Security is of utmost importance in present day 
communications. But the communication networks 
such as mobile networks and Internet are public 
media and are not suitable for direct transmission of 
confidential information. Sensitive information like 
medical and legal records, credit ratings, Business 
transactions, Voice mail, Images like a protected 
geographical area of military importance or drawings 
which correspond to critical components of the 
system, defense information are routinely exchanged 
through Internet. Cryptography is a practical means 
for protecting this private information. The 
cryptography has been proposed to ensure the 
confidentiality and authenticity of the message. The 
encryption key must be long. Yet, it is difficult to 
remember and even storing the key in a database or in 
a file may be insecure. In addition, the protection of 
the confidentiality of encryption keys is one of the 
important issues to be dealt with. This issue can be 
efficiently solved through generating the key before 
starting the process of encryption and decryption, 
rather than storing it. In secure communication, key 
generation phase has many challenges and this 
problem can be solved if the sender and the receiver 
share the key in any other form or if they generate the 
keys readily during encryption and decryption 
separately, thus, the concept of generating the key 
from an image came to the role. 
 
In our method of encryption we first encrypted the 
text message based on the LSB of the RGB image 
pixels selected from database based on session type. 
In the second stage of transmission a grayscale image 
is encrypted using same algorithm but it’s not a good 
idea since image information is different from the text 
data, it has larger amount of data, higher redundancy 
and stronger correlation between pixels. However, 
this requirement is not necessary for image; a 
decrypted image containing small distortion is 

acceptable due to human perception. Proposed 
method is distinguished from the other ones 
according to the size of the message and the session 
type. 
The remaining parts of this paper are organized as 
follows: In section 2, we described the works related 
to various encryptions; we described the details of the 
proposed approach in section 3. In section 4, we 
provided and analyzed the experimental results. In 
section 5, we concluded the paper. 
 
II. RELATED WORKS 
 
Murali and Palraj, have proposed a new method for 
generating True random numbers based on image 
which generates 256 bits key or higher for key 
exchange algorithm. B. Santhi, K.S. Ravichandran, 
A.P. Arun and L. Chakkarapani, have proposed a 
novel algorithm for key generation using image 
features. This study uses the Gray Level Co-
occurrence matrix of an image to extract the Gray 
Level Co-occurrence properties of the image. A 56-
bit sub- key is generated from the extracted Gray 
Level Co- occurrence properties. Varsha Bhatt, have 
proposed a Implementation of New Advance Image 
Encryption Algorithm to Enhance Security of 
Multimedia Component in which a mechanism has 
been proposed for image security using a 
combination of block based image transformation and 
proposed encryption techniques. Mohammad Ali 
Bani Younes and Aman Jantan have proposed Image 
Encryption Using Block-Based Transformation 
Algorithm. In this paper, we introduce a block-based 
transformation algorithm based on the combination of 
image transformation and Blowfish. The original 
image was divided into blocks, which were 
rearranged into a transformed image using a 
transformation algorithm presented here, and then the 
transformed image was encrypted using the Blowfish 
algorithm. The results showed that the correlation 
between image elements was significantly decreased 
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by using the proposed technique. Ahmad Abusukhon, 
Mohamad Talib, Issa Ottoum have proposed a Secure 
Network Communication Based on Text-to-Image 
Encryption which contains two main phases namely 
the TTIE phase and the ISE (Image-Shuffle 
Encryption) phase. In the TTIE phase the plain text is 
transformed (encrypted) into an image. This will 
make it difficult for hackers to use statistical 
approach to guess the color of each letter since 
different colors will be assigned to a specific letter 
when it appears in different blocks. 
 
III. SESSION BASED KEY GENERATION 
 
A. Text Encryption 
The proposed Session Based Encryption technique is 
a new approach to both the text and image encryption, 
which aims to transfer confidential information over a 
shared network. Text Encryption includes the 
following main steps as showed in Table I. 
 

Table I: Stages of the Entire Process 

 
 

 
Fig 1: Sender side block diagram 

 
3.1 Image Database: In this phase, a database of color 
RGB images has been created which would be used 
for generating the key for encryption and decryption 
process. Only authorized sender and receiver can 
access the image database. In case of using hourly 

session, the database should contain 24 images; 
otherwise, it should contain 7 images for the daily 
session [2]. Both the sender and the receiver should 
use the same database of images (24 or 7 images) as 
the names of the images should be the same in both 
sides. At present, 24 RGB images are stored in 
database on hourly basis. 
 
3.2 Key Generation: Cryptographic key is the 
Information generated to encrypt and decrypt the 
message. Key generation is based on the image stored 
in the database. Color digital images are made of 
pixels, and pixels are - 
 

 
Fig 2: Receiver side block diagram 

 
made of combination of primary colors, a channel is 
made of just one of these primary colors. Consider 
the pixel value of an image and extract one channel 
(RGB) at a time. It can be either a red channel or 
green channel or blue channel, where each pixel 
should donate only bit called the least significant Bit 
(LSB).The key represented as binary array Key [N, 
K] where N is the number of characters in the 
entered text and k value is even and between 2 and 
N. As the images are considered on hourly basis, if 
the encryption is done on nth hour then nth image in 
the image database is considered. If the time of 
implementation was 06:34:25, the image 6.jpg will  
be chosen from the database for key generation 
phase to Encrypt or decrypt the text. Then by 
the red color image channel LSB values are created. 
Find the two neighbors LSB values where the 
absolute difference between them is one and then 
store them in array key[N,K].This method describes 
the cryptographic concepts of symmetric key 
encryption. 
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3.3 Encryption: Encryption is performed using a 
cryptographic key. The sender encrypts the 
confidential message using the new algorithm as 
showed in fig 1. Once the encryption is done it is sent 
to the receiver along with the session log. The session 
log contains the time in which the encryption is done. 
The encryption is performed between binary array of 
the message and key array. The encrypted array is 
created which has same size as data array. 
 
3.3.1 Binaries message: The characters of the text 
data which are in decimal are is converted into binary 
value. The binary values are stored in a 
multidimensional array as Data [N, N] where the 
number of message bits will be less than or equal too 
[N*N]. Assuming that we use a message “code-po63” 
that contains 9 characters in which each character is 
represented by 8 bits, the best value of N to store the 
binary bits of the message where N*N<=64. A new 
array is created to store the encrypted data as the 
same size of Data array. The first row of Data array 

is processed with the first two columns of key array 
where the bits will be substituted to 0 or 1 according 
to the key bits. If the Data array bit equals to key bit 
in the first column, it is substituted to 0 else while is 
substituted to 1.This comparison is repeated for the 
next bits of the first row of data array. After that the 
operation is repeated for the next data rows and next 
two key columns and so on to all bits in data array 
where the Key array has a specific number of 
columns. But when we end up with the last two 
columns, the process return back to the first two 
columns. 
 
3.4 Decryption: In reference to the session log the 
receiver will consider the image in the image database 
to generate key for decryption. The generated key 
along with the encrypted message is sent for 
decryption and the original message is extracted. Both 
the sender and receiver should use the same 
images database, the same color image channel and 
the same value for K variable. 

 

 
Fig 3: Key generation phase and the key array.
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B. Image Encryption 
In present times, the protection of multimedia data is 
becoming very important. The protection of this 
multimedia data can be done with encryption. There 
are so many different techniques should be used to 
protect confidential image data from unauthorized 
access. The traditional cryptosystems take much time 
to directly encrypt the image data. The other reason is 
that the decrypted text must be equal to the original 
text. In this method instead of generating a key from 
the color image selected based on session, a random 
sequence is generated based on the time by using a 
following equation: 
 

x(i + 1)  =  r [x(i)  ∗  [1− x(i)]        (1) 
 
The chaotic function is sensitive to initial condition, is 
unpredictable, indecomposable and yet contains 
regularity. In this method, the original image is 
shuffled based on the chaotic sequence generated from 
above equation where the random sequence is 
generated by using an hour and minute values. In case 
of using hourly session, 24 different random 
sequences are generated in every hour. The variable r 
ranges between 3.9999 to 4 and x(i) ranges from 0 to 
1.By assuming an initial value and by substituting a 
hour and minute value a sequence is generated, 
performs confusion operation on input image using a 
random sequence[1], a shuffled form of the image is 
obtained. Secondly, a carrier image that is based on 
the chaotic sequence is generated. The XOR operation 
is applied between a shuffled image and the key Image 
to generate an encrypted image. This sequence and 
hence the carrier image would be different for all the 
time. Both the sender and receiver should use the 
same initial value, same session type in order to avoid 
mismatch in process. At the decryption side, exactly 
reverse operation is carried out to obtain the original 
image. All algorithms have been implemented using 
MATLAB programming language. We tested the 
proposed algorithms for different messages in 
different time. 
 
IV. EXPERIMENTAL RESULTS 

 
Here, the above mentioned technique is implemented 
for secret text using varying key value at different 
time. Results of the proposed encryption technique 
have been tabulated in Table II. 
 

Fig 4: Block Diagram Representation of the Proposed 
Approach for Image Encryption and Decryption 

 
Table II: Shows the encryption for secret Messages. 

 

 
Table III: Encryption and Decryption of secret 

message 
 

The encrypted message is sent to the receiver by the 
sender using TCP/IP[2].Table 2 shows that the length 
of the key has a positive correlation with the length of 
the message from the expression- key length=N*K. 
accordingly, the key length varies by the message 
length, as the key varies according to the time of 
transmission. As a result, each message has a different 
key. The message in table II has different encryption 
forms that happen when we change the K value or 
the time. Hence It is hard to guess or to break the 
key because of these variations. In the image 
encryption, Key is generated based on session log 
using chaotic equation. 
 

 
Fig 5: Image encryption experimental result (a) Plain- image, 

(b) Encrypted image (c) Decrypted image. 
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V. PERFORMANCE AND SECURITY 
ANALYSIS 

 
In order to appear random, the histograms of the 
encrypted image should be uniform distributed in all 
gray levels. Fig 6 shows the histograms of original and 
the encrypted images. It can be observed that a flat 
histogram is resulted from the encrypted image using 
proposed scheme and it does not leak any amount of 
information about the plain image. 
 
Mean Square Error (MSE), Peak Signal to Noise Ratio 
(PSNR) and Image Entropy for the proposed 
technique has been computed for different images. We 
know that, as the MSE increases, PSNR decreases, 
resulting more randomness in the encrypted image. 
MSE is calculated using the formula 
 

MSE = ∑ ∑ [C(i, j) − C′(i, j)]2 (2) 
 

where, C(i, j) and C’(i, j) be the ith row and jth 
column pixel of two images C and C’, respectively. 
M and N are number of rows and columns of original 
image. PSNR can be computed by  
 

PSNR = 10     log10 [R2/MSE]   (3) 
 
Where R is 255 as 8-bit image has been used in this -
experiment. Illegibility and indeterminateness are the 
main goals of image encryption. This 
indeterminateness can be reflected by one of the most 
commonly used theoretical measure information 
entropy [9]. It is expresses the degree of uncertainties 
in the system and defines as follow.  
 

H(m) =  − P(mi) log2 [P(mi)]           (4) 
 
Calculated results of MSE and PSNR are tabulated in 
TABLE IV. 
 

 
Fig 6: Histograms of the image (a).Histogram of Original Image. 

(b). Histogram of Encrypted Image. 
 

Table IV: Calculated results of MSE and PSNR 
Input Image MSE PSNR 
Cameraman.TIFF 108.1565 27.7903 
Baboon.png 117.9003 27.4157 

Lena.png 114.4552 27.5444 
Vegetables.png 113.2728 27.5895 

 
Table V. Entropy for different images. 

Images 
Input 
Images 

Encrypted 
Image 

Cameraman.
TIFF 7.0097 7.9914 

Baboon.png 7.3583 7.9989 

Lena.png 7.5111 7.996 
Vegetables.p
ng 7.5327 7.9952 

 
 
Practically, the information entropies of encrypted 
images are less compared to the ideal case. To design 
a good image encryption scheme, the entropy of 
encrypted image close to the ideal case is expected. 
Increase of entropy in encrypted images can be 
witnessed from the Table V. This means the proposed 
algorithm has a robust performance against the 
entropy attack. 
 
CONCLUSION 
 
In this paper a simple and strong method has been 
proposed for text and image security. The 
performance of the proposed approach is evaluated 
based on the Histogram Analysis, MSE, PSNR, and 
Image Entropy. Storing the cryptographic keys in a 
database or in a file may be insecure. The security of 
the cryptographic system relies on the fact that the 
cryptographic keys are secret and known only to the 
legitimate user. Thus we proposed a new 
Cryptography method, in which encryption is 
performed based on sessions and the key length 
varies according to the message length. This creates 
more complexity to crack or  guess the keys by 
using the cr yptanal ysi s  techniques.   
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