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Abstract- As the complexity of designs increases and technology scales down into the deep-submicron domain, the 
probability of malfunctions and failures in the Networks-on-Chip (NoCs) components increases. In this work, we focus on 
the study and evaluation of techniques for increasing reliability and resilience of Network Interfaces (NIs) within NoC-based 
Multiprocessor System-on-Chip (MPSoC) architectures. NIs act as interfaces between IP cores and the communication 
infrastructure; the faulty behavior of one of them could affect therefore the overall system. In this work, we propose a 
functional fault model for the NI components by evaluating their susceptibility to faults. We present a fault-tolerant solution 
that can be employed for mitigating the effects of both permanent and temporary faults in the NI. 
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I. INTRODUCTION 
 
As CMOS technology scales down into the deep 
submicron domain, devices and interconnects of new 
complex designs are subject to new types of 
malfunctions and failures that are hard to predict and 
to avoid with the current design methodologies. This 
is particularly true for embedded systems, often 
composed of a high number of heterogeneous 
Intellectual Propriety (IP) cores (possibly offered by 
different vendors), and connected by means of 
Networks-on-Chip (NoCs). In order to deal with 
faults in such complex systems, new fault-tolerant 
approaches are needed: new methodologies and 
architectural solutions should be explored. 
 
Several fault-tolerant solutions have been proposed 
for NoCs, in particular addressing permanent and 
temporary faults in the links and in the router 
architecture. However, only few works have 
addressed the fault tolerance of Network Interfaces 
(NIs). NIs are in charge of interfacing IP cores to the 
communication infrastructure and the overall system. 
They represent critical points in the design of a fault-
tolerant NoC. In fact, faults in the NI can cause errors 
that, directly affecting the correct transmission of data 
and control information, could be extremely hard to 
detect and recover without the appropriate support 
(leading for instance to deadlock or livelock 
conditions). Moreover, a faulty NI can isolate a 
working core (or cluster of cores) from the rest of the 
system, thus generating a massive and unwanted 
extension of the fault area. Particular attention should 
therefore be given to the design of the fault-tolerant 
provisions of the NI. 
 
While focusing on the study of the susceptibility of 
Nis to permanent faults, the goal of this work is to 
propose and evaluate architectural methodologies that 
could be applied to make NIs resistant to both 
permanent and temporary faults. In, we proposed and 
evaluated two level architectural fault-tolerant 

solutions for implementing those NI components 
identified as most sensitive to faults, i.e., FIFOs or 
buffers, the lookup table (LUT), and the Finite State 
Machines (FSMs) driving NI operations. The 
solutions require a limited amount of redundancy and 
yet are able to mitigate the effects of both permanent 
and temporary faults in the NI. This paper extends 
and improves the work presented in by presenting an 
analysis of the NoC susceptibility to permanent 
faults, as well as the proposal of a high-level 
functional fault model for the NI that is afterwards 
employed for evaluating the tolerance of different NI 
architectures to permanent faults. Moreover, this 
work extends the fault tolerant solution previously 
proposed by presenting and discussing online 
reconfiguration strategies for the aulttolerant 
components, activated as a consequence of fault 
detection. 
 
The remainder of this paper is organized as follows. 
Section 2 discusses related work. Section 3 presents 
the NI architecture taken as reference in this work. 
Section 4 presents the proposed faulttolerant 
architectural solutions for the NI components. 

 
II. RELATED WORK 
 
The fault-tolerance of NoC-based systems has been 
addressed by a significant amount of research effort. 
On the one hand, the correct communication of data 
and control data is studied: in fault-tolerant solutions 
are proposed to mitigate transmission errors due for 
instance to cross-talk, electromagnetic radiations, or 
alpha particles. Discussed solutions are mainly based 
on the use of error detecting and correcting codes 
or/and retransmission. On the other hand, 
architectural solutions have been studied for 
increasing fault-tolerance in routers and the NoC, 
often exploiting the intrinsic redundancy of NoC 
paths for providing alternatives to faulty links or 
faulty components in routers. However, these 
solutions make the assumption that the information 
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inserted in packet headers is correct. Without a 
careful protection of NI operations and of the 
information stored in the NI, this assumption cannot 
be guaranteed, thus rendering all the previous 
protection mechanisms ineffective, since the 
information is in fact corrupted before entering the 
NoC. 
 
In this work, we address the fault-tolerance of NIs. 
Previous work focused on the definition of a 
functional fault model notation or on providing 
support for error detection in links. In, multiple NIs 
connect a core to more than one router, improving the 
fault-tolerance of the connections between NIs and 
routers. However, as demonstrated in section 3, the 
NoC can still suffer from errors in the communication 
due to faulty behaviors of NI components. 
 
III. THE NI: REFERENCE 

ARCHITECTURE AND FAULT MODEL 
 
This section investigates NI susceptibility to 
permanent faults and proposes a fault model for the 
NI: as we prove later on, faults in NIs become 
increasingly critical – with respect to router faults - 
when the number of nodes in the NoC increases. 
 
3.1 Overview of the baseline NI architecture 
A fault-free Network Interface assumes a particular 
relevance in the design of a reliable MPSoC. An NI 
includes a front-end and a back-end sub-modules. 
The front-end module implements the communication 
protocol adopted by the core. The back-end module is 
in charge of implementing basic communication 
services, such as data packetization, and routing and 
control flow related functions. Moreover, additional 
services, such as link error detection and error 
recovering strategies, transaction ordering, support 
for cache coherence and security, can also be 
implemented. In this paper, we focus on an NI 
providing basic communication services. Presented 
fault models and fault-tolerant techniques can be 
however extended to include additional services. 
 
Figure 1 shows the basic functional blocks of the NI 
taken as reference in our evaluations. Several 
alternatives are available for the implementation of 
the basic services provided by the NI, and in 
particular for the packetization phase. In this work, 
we consider the NI as an independent hardware block 
located between the core and the communication 
infrastructure. The main NI components considered 
in our design are: 
• An Open Core Protocol (OCP) adapter, which 
implements the OCP protocol. At cores acting as 
initiators, the adapter implements a Slave interface, 
while, at target cores, it implements a Master 
interface. 
• The NI kernel, which receives and transmits data 
and control information from/to the adapter, 

packetizes and de-packetizes messages, schedules and 
inserts packets in the output FIFO buffer, 
retrievesthem from the input FIFO buffer, and 
implements the control flow mechanism; 
• The output FIFO buffer, that stores packets ready to 
be inserted into the NoC, and the input FIFO buffer, 
that stores incoming packets. 
 

 
Fig.1: Overview of the reference NI architecture considered in 

the experiments. 
 

TABLE 1: Percentage of measured faults for each 
component of the NI and the router 

 
 

 
Fig. 2. Overview of the reference router architecture 

considered in the experiments 
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TABLE 2: Percentage of errors (with respect to total 
NoC errors) measured in the NI during the fault 

injection campaign. 

 
 
By analysing the output of the defect-exposed model, 
we identified the following types of functional errors 
for the NI: 
a) Corrupt Data Error: data are corrupted during the 
operations of the NI, and wrong data are sent through 
the communication channel. This type of error can 
happen due to faults in the protocol adapters and in 
the FIFOs. 
b) Corrupt Protocol Conversion Error: at the initiator 
side, faults in the NI can lead to the corruption of the 
control signals received from the core, causing the NI 
kernel to generate wrong routing and control 
information for the packet header. At the target side, 
faults affecting the protocol conversion will cause 
wrong implementations of the core communication 
protocol, invalidating or disrupting the performed 
operation. This type of error is due to faults in the NI 
protocol adapters. 
c) Routing Path Error: the routing path inserted in 
packet header is calculated looking up the address of 
the requested operation. Faults in the lookup table 
cause erroneous routing and control information to be 
inserted in the packet header, leading to possible 
communication errors such as misdirection, deadlock, 
or livelock. Faults in the LUT and FIFOs can cause 
this type of error. 
d) Control Flow Error: faults in registers storing 
control information in FIFOs and protocol adapters 
cause errors in the control flow of the FIFOs, by 
communicating corrupted information about the flits 
in the buffers. For instance, multiple copies of an 
outgoing or incoming packet could be sent to the 
input or output ports. 
 
TABLE 3: Percentage of errors (with respect to total 
NoC errors) measured in the router during the fault 

injection campaign. 

 
 
Table 3 shows high-level errors generated in the 
routers. In the case of the router, we adapt the system 
level fault models defined in and to our 
implementation. The following types of errors can be 
identified: 

1) Corrupt Data Error: transported data are corrupted 
during its passage through the router. 
2) Routing Path Error: due to corrupted routing 
information, packets are routed to directions different 
than those originally specified by the routing 
information in the header. 
3) Switching Error: packets are sent to wrong output 
ports, or duplicated. 
4) Control Flow Error: the control flow of FIFOs is 
corrupted, due to faults in registers storing control 
information in the router. 
 

 
Fig. 3. Total faults in NIs and routers when varying the 

number of nodes in the NoC. 
 

In this work, we address the fault-tolerance of NIs. 
Previous work focused on the definition of a 
functional fault model notation or on providing 
support for error detection in links. In, multiple NIs 
connects a core to more than one router, improving 
the fault-tolerance of the connections between NIs 
and routers. The NoC can still suffer from errors in 
the communication due to faulty behaviours of NI 
components. 
 
In our work, we address tiled architectures (such as 
for instance the one in), in which the link between 
core and NI can be considered as part of the node 
circuits and signals, and treated accordingly with 
standard fault-tolerant techniques. For this type of NI 
architecture, a careful analysis of the NI’s fault 
tolerance has not been performed up to now; often, a 
“collapsing” of NI and core is adopted as far as faults 
are concerned. This work provides an evaluation of 
possible architectural techniques to be used for 
increasing fault tolerance characteristics of the NI’s 
main components, and, therefore, of the overall NoC. 

 
IV. BLOCK DIAGRAMS (PROPOSED NI 

FAULT-TOLERANT APPROACHES 
 
Goal of this work is to improve NI resilience by 
increasing fault-tolerant capabilities of its basic 
blocks. in our fault model, errors are mainly due to 
faults concerning the Lookup Table (LUT), FIFOs, 
and Finite State Machines (FSMs). We therefore 
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focus on these building blocks. These NI components 
are mainly composed of memory cells (SRAM or 
Flip-Flops) and they are particularly affected by both 
permanent and temporary faults. 
 
4.1) LOOK UP TABLE: 

 
FIG.4: Overview of the proposed LUT architecture. 

 
As baseline architecture, we consider a LUT 
implemented as a combination of a non 
programmable Content-Addressable Memory (CAM) 
and either a RAM or a set of registers (labelled 
Configurable LUT in figure 4). Without loss of 
generality, in this work we refer to a register-based 
implementation. The CAM contains hard-coded the 
address boundaries of the memory mapped IP cores 
of the NoC. When initiating a new transaction, the 
most significant bits (MSBs) of the operation address 
are compared with the values coded into the lines of 
the CAM. The position of the CAM line matching the 
input address is used to select the register in which is 
stored the output of the lookup operation, i.e., the 
routing path to reach the destination node mapped to 
the input address. Routing path information is stored 
into the LUT registers at boot time or after topology 
reconfigurations. 
 
We implemented a approach which employs Error 
Correcting and Detecting Codes and a limited amount 
of architectural redundancy, allowing us to deal with 
both temporary and permanent faults in the LUT. 
Path information are stored by using a Single Error 
Correcting and Double Error Detecting (SECDED) 
Hsiao code that is able to correct up to one error and 
detect up to two errors in each LUT register. A Hsiao 
encoder encodes the information when writing the 
register, while a decoder decodes it after lookup. The 
Hsiao code was chosen because it allows a uniform 
distribution of the XORs in the implementation of the 
encoder and the decoder, reducing therefore the 
number of levels of logic ports and the overall delay 
of the modules The Error Correcting Code (ECC) 
corrects single-bit errors, be they due to transient or 
permanent faults. However, an error caused by a 

permanent fault will recur every time the bad cell of 
the register is used, and, as faults accumulate, the 
device eventually becomes unusable. In order to 
provide architectural redundancy to the LUT, we 
included in the design a certain number of spare 
registers that are meant to substitute LUT registers in 
which the number of faults is higher than one, and 
that cannot therefore be anymore employed for 
storing correctly the routing information. These spare 
registers are of critical importance because a 
defective LUT register will cause an entire core not to 
be reachable from that NI. 
 
The presented LUT architecture allows the NI to be 
protected from Routing Path Errors by detecting and 
correcting the degradation of the routing information, 
both in the case of permanent and temporary faults. 
 
4.2)FIFOs: 

 
FIG. 5: Overview of the proposed FIFO architecture. 

 
FIFOs in NIs are used for decoupling the computation 
performed in IP cores from the communication 
operations, and for allowing a separate 
implementation and optimization of the two system 
components.Different FIFOs implementations have 
been proposed in the literature. Our baseline 
architecture is a register-based synchronous FIFO 
circular buffer, but the same considerations hold also 
for FIFOs implemented using Dual-Port RAMs. We 
consider a FIFO whose data path is equal to the flit 
dimension (data and control signals). As figure 5 
shows, in addition to the storage elements, logic is 
needed for managing the pointer to the element to be 
extracted (read pointer), the pointer to the first 
available position in the FIFO (write pointer), and for 
implementing control signals notifying whether the 
FIFO is full (Full) and whether at least one element is 
present in the FIFO (Exists). The read and write 
pointers are implemented as counters which are 
updated depending on the write or read operation 
performed on the FIFOs. 
 
The implementation of fault-tolerant FIFOs has been 
recently addressed by related work on NoCs. In, a 
reconfigurable buffer is proposed, which can borrow 
elements from FIFOs in the neighbouring router 
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ports, at the cost of increased wiring complexity. The 
solution addresses however only permanent faults in 
the FIFO slots, without discussing methods for 
detecting them online. A fault-tolerant FIFO has been 
proposed in, which employs solutions similar to the 
one discussed later in this section and previously 
presented in the conference version of the work. 
While both solutions rely on using error correcting 
and detecting codes and on exploiting the intrinsic 
redundancy of the FIFO slots, our solution, as 
explained later in detail, is more suitable for run-time 
fault detection and reconfiguration of the component. 
Figure 5 shows the architecture of our fault-tolerant 
FIFO. Similarly to the solution discussed for the 
LUT, the presented architecture employs a two-level 
approach. Information in the FIFO is encoded, one 
flit at the time, by using a SECDED Hsiao code. In 
order to deal with permanent faults in the component, 
the FIFO exploits the intrinsic redundancy of its slots. 
By using this approach, we are able to provide also 
for this component a graceful degradation of the 
performance during its operations. 

 

 
FIG. 6:  Integration of the proposed FIFO architecture within 

a NoC link implementing error correction and detection. 
 
V. IMPLEMENTATION RESULTS 
 
The proposed design is sucessfully implemented in 
the verilog language. The architecture of new FIFO’s 
and LUT’s are design and simulated using the Xilinx 
software. 
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