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Abstract- Identity Management refers to management of individual identities and their authentication, authorization and 
privileges within or across system and enterprise boundaries with the goal of enhancing security while minimizing cost, 
downtime and repetitive tasks. Single Sign On provides advantages such as time saving, enhanced security and 
administrative cost reduction 
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I. INTRODUCTION 
 
In today’s tech savvy world, myriad applications and 
web services are conveniently on deck to serve the 
ever increasing demand of users across the world. 
These applications have their own mechanisms to 
identify their users, usually achieved by creating a 
user account and cumulating user’s details. The users 
are uniquely identified by a parameter like a unique 
username and password. The flaw in this system is 
that the user has to create a different account for 
every application, leading to password fatigue and 
cumbersome to remember superfluous login 
information.  It also compromises the security of their 
protected information. The solution to this problem is 
using an Identity Management Solution for Single 
Sign On. 
 
II. WHY SSO? 
 
The advent of login-secure applications has increased 
the need to maintain multiple user credentials. This 
makes it difficult for the user to remember and secure 
so many credentials. The various applications 
maintain their own repositories of user identity and 
there are no defined standards for storing the user 
identity information. This results in irregularities and 
therefore, it may also happen that the user data may 
get inconsistent or redundant. This is highly 
undesirable. It often compromises with the account 
security, as the users tend to use same passwords for 
multiple applications. The solution to this problem is 
Single.  
 
Sign On where a single credential can be used to 
access various applications and services. In SSO 
mechanism, the user only needs to enter his 
credentials in a single Identity Management Solution 
and the login to all the other applications is managed 
by the SSO application. The important features 
include access control, monitoring, auditing, 
reporting and strong authentication. It also helps to 

reduce the overall operating cost of the company. 
Thus it provides an enriched user experience and 
advanced security to systems. 
 
III. PRODUCT DESIGN: 
 
A. Shibboleth 
Shibboleth is a standard based, open source software 
package for web single sign-on across or within 
organizational boundaries. It allows sites to make 
informed authorization decisions for individual 
access of protected online resources in a privacy-
preserving manner. Shibboleth is developed as open 
source software and is released under the Apache 
Software License.  
 
The Shibboleth Identity Provider provides Single 
Sign-On services and extends reach into other 
organizations and new services through 
authentication of users and securely providing 
appropriate data to requesting services. In addition to 
a simple yes/no response to an authentication request, 
the Identity Provider can provide a rich set of user-
related data to the Service Provider. This data can 
help the service provide a more personalized user 
experience, save the user from having to manually 
enter data the service requires, and refresh the data 
each time the user logs onto the service. It provides 
the following functionality: 
 

1) Accept a SAML authentication request 
from the Service Provider a user wants 
to access 

2) Authenticate the user against your 
organization's existing authentication 
service 

3) Collect user data from your 
organization's existing data stores 

4) Apply policy to control what data is 
released to which Service Provider 

5) Securely transmit the collected 
information to the Service Provider 
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B. Architecture 
Single Sign-On (SSO) is a mechanism whereby a 
single action of user authentication and authorization 
can permit a user to access all the resources in an 
application where the user has access permission, 
without the need to enter multiple passwords. It 
mainly consists of three components- User, Service 
Provider and an Identity Provider. 
 
The Service Provider is the server which makes the 
requested service available to the user. The Identity 
Provider authenticates the valid users to use the 
services they are authorized to use through the service 
providers. The user sends a request to the service 
provider to access an application or service. The 
service provider checks if an authentication certificate 
is available with the user request. If the certificate is 
available, then the user is directed to the service 
requested. If the certificate is not available, then the 
service provider redirects the user to the Identity 
Provider. The Identity Provider prompts the user for 
his credentials. The user enters his username and 
password and is then authenticated by the IdP to use 
the services. The IdP sends the authentication 
certificate to the service provider to allow the user to 
access all the services and applications under the SSO 
federation. 
 
C. SAML 2.0 protocols 
The following protocols are described in detail in 
SAML 2.0 Core: 
 
1) Assertion Query and Request Protocol 
Defines a set of queries by which existing SAML 
assertions may be obtained. The query can be on the 
basis of a reference, subject or the statement type. 
2) Authentication Request Protocol 
Defines a <AuthnRequest> message that causes a 
<Response> to be returned containing one of more 
assertions pertaining to a Principal. Typically the 
<AuthnRequest> is issued by a Service Provider with 
the Identity Provider returning the  
<Response> message. Used to support the Web 
Browser SSO Profile. 
 

 

3) Artifact Resolution Protocol 
Provides a mechanism to obtain a previously created 
assertion by providing a reference. In SAML terms 
the reference is called an “artifact”. Thus a SAML 
protocol can refer to an assertion by an artifact, and 
then when a Service Provider obtains the artifact it 
can use the artifact Protocol to obtain the actual 
assertion using this protocol. 
4) Name Identifier Management Protocol 
Provides mechanisms to change the value or format 
of the name of a Principal. The issuer of the request 
can be either the Service Provider or the Identity 
Provider. The protocol also provides a mechanism to 
terminate an association of a name between an 
Identity Provider and Service Provider. 
5) Single Logout Protocol 
Defines a request that allows near-simultaneous 
logout of all sessions associated by a Principal. The 
logout can be directly initiated by the Principal or due 
to a session timeout. 
6) Name Identifier Mapping Protocol 
Provides a mechanism to enable “account linking”.  
 
D. SAML BINDINGS: 
 

 
 
The bindings supported by SAML 2.0 are: 

1) SAML SOAP Binding  
2) Reverse SOAP (PAOS) Binding 
3) HTTP Redirect Binding 
4) HTTP POST Binding 
5) HTTP Artifact Binding 
6) SAML URI Binding 

 
For Web Browser SSO, the HTTP Redirect binding 
and the HTTP POST Binding are commonly used. 
For example, the service provider may use HTTP 
Redirect to send a request while the identity provider 
uses HTTP POST to transmit the response. 
 
1) HTTP Redirect Binding 
SAML protocol messages are often carried directly in 
the URL query string of an HTTP GET request. Since 
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the length of URLs is limited in practice, the HTTP 
Redirect binding is suitable for short messages, such 
as the <samlp:AuthnRequest> message. Longer 
messages (e.g., those containing signed SAML 
assertions) should be transmitted via other bindings 
such as the HTTP POST Binding. SAML requests or 
responses transmitted via HTTP Redirect have 
a SAMLRequest or SAMLResponse query string 
parameter, respectively. Before it’s sent, the message 
is deflated, base64-encoded, and URL-encoded, in 
that order. Upon receipt, the process is reversed to 
recover the original message. 
 
2) HTTP POST Binding 
The HTTP POST binding defines a mechanism by 
which SAML protocol messages may be transmitted 
within the base64-encoded content of an HTML form 
control. This binding is used to transmit request and 
response messages in a single protocol exchange 
using two different bindings. 
 
3) HTTP Artifact Binding 
In the HTTP Artifact binding, the SAML request, the 
SAML response, or both are transmitted by reference 
using a small stand-in called an artifact. A separate, 
synchronous binding, such as the SAML SOAP 
binding, is used to exchange the artifact for the actual 
protocol message using the artifact resolution 
protocol. 
 
IV. WORKING: 
 
1) Request the target resource at the Service Provider 
The user requests a target resource at the service 
provider. The service provider performs a security 
check on behalf of the target resource.  
2) Redirect to the SSO Service at the Identity 
Provider 
The service provider determines the user's identity 
provider and redirects the user agent to the SSO 
Service at the identity provider. The value of 
the SAMLRequest parameter is the Base64 encoding 
of a deflated  <samlp:AuthnRequest> element. 
3) Request the SSO Service at the Identity Provider 
The user agent issues a GET request to the SSO 
service at the identity provider where the value of  
the SAMLRequest parameter is taken from the URL 
query string at step 2. The SSO service processes 
the AuthnRequest and performs a security check. If 
the user does not have a valid security context, the 
identity provider identifies the user. 
 
4)  Respond with an XHTML form 
The SSO service validates the request and responds 
with a document containing an XHTML form: 
  <form method="post" action="https://...." ../.> 

    <input type="hidden" name="SAMLResponse" 
value="response" /> 
    … 
    <input type="submit" value="Submit" /> 
  </form> 
 
The value of the SAMLResponse parameter is the 
base64 encoding of a <samlp:Response> element. 
5)  Request the Assertion Consumer Service at the 
Service Provider 
The user agent issues a POST request to the assertion 
consumer service at the service provider. The value 
of the SAMLResponse parameter is taken from the 
XHTML form at step 4. 
 

 
 
6)  Redirect to the target resource 
The assertion consumer service processes the 
response, creates a security context at the service 
provider and redirects the user agent to the target 
resource. 
7)  Request the target resource at the Service Provider 
again The user agent requests the target resource at 
the service provider. 
8)  Respond with requested resource Since a security 
context exists, the service provider returns the 
resource to the user agent 
 
CONCLUSION 
 
The user is able to access the requested resource. SSO 
allows users to avoid password fatigue. It enhances 
security and provides simplicity to its users at the 
same time. Identity Management grants user a more 
personalised experience. SAML uses OASIS 
standards hence the plug-in will be usable and 
standardized as well. 
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