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Abstract- There are lot of attacks while using an internet like DDos, Worm Hole Attack, DDRos, Trojans, and Worms. Etc. 
In this Case the communication between the users and servers are attacked by unauthorized ones and the information needed 
by the users are taken by the attacking persons. So peoples are suffered a lot by this attack and they could not share their 
personal details. We are implementing Rank method in destination node to safe guard the data sharing. Here we are using 
RCD algorithm in DRDos node for saving the data here it just check the rank valves for request and acknowledgement. If the 
Both Valves are same here we can continue the communication otherwise the link will be totally disrupted so no more 
connection establishment are occurs .So threshold values for the rank for calculated for each communication. 
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I. INTRODUCTION 
 
Now a day’s people using internet are increased from 
last decade due to increase in number of users. The 
reason for sudden growth of internet is users unable 
to communicate directly with the clients so they  
decided  to communicate over the internet. For E.g. 
MNC has situated in many countries but headquarters 
are able to provide work information through mail or 
any other services in this case other users can access 
the information and make changes in it. The attacks 
present in internet are Dos, DDos, DRDos, worm 
hole attack etc.so the communication should be 
strictly safe for transmission of information users are 
also needed for this safety.  
 
Due to Serious threat the controlled node which are 
flood over the destination and the packets are unable 
to reach the clients. There are many ways to detect 
for these attacks:   
1)  Locate the detection in single server technique can 
be done but the failure is not suitable for heavy traffic 
and path were the collision is more.  
  
2)  Tracing packets with protocol can be used but it 
requires  more number of complex calculation with 
lot of time needed for this method but this method not 
suitable for vulnerable attacks.   
  
The above method cannot be implemented now a 
days due to nodes need to be more security these 
cannot provide very high level security for data. For 
more  security communication we need to have the 
linear relationship between source and destination. In 
these condition we are implementing Rank 
Correlation Coefficient in each nodes in through each 
path of the router, when the communication 
established the request signal from the source and 
destination should be calculated the rank valve and 
the response from the destination signal i.e.  

(Acknowledge signal) has the rank valve in these 
condition the both flows can matched with each other 
and packets discard or transmitted on basis on rank 
valve are as follows:  
 
1.  If both the valves are matches means it establish 
the communication (but the valve can slightly vary 
anyone it should be point variation only be allowed).  
  
2.  If both the valve are mismatches means the 
destination node able to understand that theattacker 
are trying to access the data, now totally the 
communication are terminated.  
 
II. ATTACKS ON PROTOCOLS  
 
DDOS: Distributed Denial-Of-Service (DDoS) attack  
is an attempt to make a machine or network resource 
unavailable to its intended users. Although the means 
to carry out, motives for, and targets of a DoS attack 
may vary, it generally consists of efforts to 
temporarily or indefinitely interrupt or suspend 
services of a host connected to the Internet. As 
clarification, DDoS (Distributed Denial of Service) 
attacks are sent by two or more persons, or bots. (See 
botnet) DoS (Denial of Service) attacks are sent by 
one person or system. One common method  of attack 
involves saturating the target machine with external 
communications requests, so much so that it cannot 
respond to legitimate traffic, or responds so slowly as 
to be rendered essentially unavailable. Such attacks 
usually lead to a server overload. In general terms, 
DoS attacks are implemented by either forcing the 
targeted computer(s) to reset, or consuming its 
resources so that it can no longer provide its intended 
service or obstructing the communication media 
between the intended users and the  victim so that 
they can no longer communicate adequately.  
 
Zombie:   Zombies have been used extensively to 
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send e-mail spam; as of 2005, an estimated 50–80% 
of all spam worldwide was sent by zombie 
computers. This allows spammers to avoid detection 
and presumably reduces their bandwidth costs, since 
the owners of zombies pay for their own bandwidth. 
This spam also greatly furthers the spread of Trojan 
horses, as Trojans are not self-replicating. They rely 
on the movement of e-mails or spam to grow, 
whereas worms can spread by other means. For 
similar reasons zombies are also used to commit click 
fraud against sites displaying pay per click 
advertising. Others can host phishing or money mule 
recruiting websites. Zombies can be used to conduct 
distributed denial-of-service attacks, a term which 
refers to the orchestrated flooding of target websites 
by large numbers of computers at once. The large 
number of Internet users making simultaneous 
requests of a website's server are intended to result in 
crashing and the prevention of legitimate  users from 
accessing the site. Distributed degradation-of-service 
is the moderated and periodical flooding of websites, 
done with the intent of slowing down rather than 
crashing a victim site. 
 
DRDOS:  Distributed Reflector Denial of Service is 
like Denial of service attacks in which it has servers 
and multipoint communication between source and 
destination. And also has more number of 
communication also be present. This attack is more 
severe than the other kinds of attacks as it could be 
able to damage the data and fool the servers. The way 
for the prevention of the kind of attacks can be made 
the lot of victim node to be floods.  
 
III. SYSTEM ANALYSIS  
 
Let us have a description about the attacking and how 
the attacking can be made on each node while 
undergoing  transmission. First step of this process is 
to make establish between source and destination 
node. And source will make a request signal to the 
destination and while making the request signal the 
rank correlation valve is to be noted in the separate 
table. Then the destination will offer the 
acknowledgement signal to source node while 
transmitting the acknowledgement signal the valve 
should be updated in routing table. While transmitting 
the information through the shortest path only. Each 
node should be implemented by the RCD algorithm 
and after receiving the acknowledgement signal the 
source node able to get ready for establishing the 
transmission and send the data to nearest node and by 
continuing like reaches the destination node.  
 
Now the main task for the destination is to check the 
data comes from the authorized user or from the 
attacker while the checking can be done through the 
correlation valve. After getting particulars about the 
authentication, needed information is passed through 
the shortest path to source. But the attackers can be 

easily access these data before the Rank method. 
While after implementing the Rank method, attacker 
cannot access the data and destination just simply 
omit the transmission from the attacker.   
 
One more advantage of this proposal is that when the  
attacker just spoof as authorized user and request the 
reflector and the reflector can now identify that the 
received request is from the attacker and the needed 
information are reach the victim only.so attacker are 
waiting for the information but there is no use for the 
attacker  they were cheated. And the path where the 
transmission is either be Collision free or not affected 
by the traffic in case of legitimate flow and path will 
be collision and full of traffic but the other main 
reason for using the RCD is there is no needed for 
collision and traffic flow.   
 

 
 
IV. ALGORITHM  
 
Rank Correlation:  In statistics, a rank correlation is 
any of several statistics that measure the relationship 
between rankings of different ordinal variables or 
different rankings of the same variable, where a 
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"ranking" is the assignment of the labels "first", 
"second", "third", etc.,  to different observations of a 
particular variable. A rank correlation coefficient 
measures the degree of similarity between two 
rankings, and can be used to assess the significance of 
the relation between them. Here the rank correlation 
can be calculated by r using the spearman’s rank 
correlation  coefficient. Some of the most common 
using rank correlation coefficient are as follows: 
1)  Spearman’s rank correlation.  
2)  Kendall’s correlation.  
3)  Goodman’s and Kruskal’s law.  
But we are using spearman’s rank correlation method 
for easier and linear relationship. 
 

 
 

 
 
Spearman’s rank Correlation: The reason for using 
this algorithm is find the linear relationship, whereas 
using pearson’s correlation coefficient for heavy no 
of mobility nodes it is not opt to use as it is, for which 
we are adding a some features in these by spearman’s 
correlation for withstanding for heavy traffic and 
collision. In this method we are totally using two 
random variables to finding the correlation valve, 
then followed by we have to find mean (expected 
valves) and standard deviations. By getting the above 
given valve we can find the correlation valve r.   
 

 

The above two cases can be implemented but the 
calculation will be complex, so we are going for 
another method in rank correlation method, by just 
simply knowing the number and distance, 
 

 
 
As the algorithm denotes that the linear relationship 
should be in the range of [-1,1]. When the linear 
relationship is 1 then it said to be Positive Linear 
relationship then connection will be established. But 
the valve gives  -1 means that the Negative linear 
relationship then connection will be terminated and 
will provide details that the attacker will present. 
When the relationship is 0 means that the no 
connection in the path. 
 

 
Fig 7 Reject the Attacker Request 
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Thus the Request from the attacker will be rejected 
when it reach near the  neighboring nodes. So the 
attacker cannot access the datum.   
  
V. FEATURES OF RCD 
 
The   The main features of RCD algorithm are:  
1)   Find all the flow path and Check for any 
Suspicious Attack.   
2)   Locate suspicious flows on an upstream router.   
3)   Sample the number of packets of suspicious flows 
per time unit T for a short time, get the value 
sequence for each flow.   
4)  Submit sequences to a detection center, which will 
divide flows into pairs and calculate coefficients for 
each pair according to RCD.    
5)  Compare coefficients for suspicious flows and 
make decision by RCD. 
6)   If confirmed, then discard these flows on the 
routers.   
 
While finding the threshold valve the correlation 
valve between two malicious flows are present means 
the traffic will be more.  And one legitimate and one 
malicious flow will takes have little traffic. Let us see 
the graph for the attack and non-attacking node. 
 

 
 
Positive linear Relationship: It denotes that it if one 
variables increases means can cause increase in other 
variable…so it will monotonic in nature. Negative 
linear Relationship: It denotes that it if the one 
variables increases means can cause decrease in other 
varaibles.so it is also monotonic in nature. No linear 
Relationship: It denotes that it has no change in 
valves. So it will be non-monotonic in nature.  
 
CONCLUSION  
 
As we are concluding from this the attacks in internet 
are stopped by many algorithm but we are using RCD 

algorithm. So finally the information are saved and 
users can easily can share their data freely and when 
the attackers are decided to fetch others information 
no use in it. The Future can have major scope in RCD  
algorithm like,   
1.  RCD is used in more number of sophisticated 
scenarios.  
2.  This algorithm Can be used for the bandwidth and 
frequency measurements etc.,  
3.  Spoofing should be totally removed in future.  
4. Trying for nonlinear relationship method and 
preventing the data. 
 
REFERENCES  
 

[1]   wei wei, Feng Chen,Yingie  xia,and Guang jin  on “A Rank 
correlation based detection in DRdos attacks ” in 2013 IEEE 
communication letters vol 17.  

[2]  L. Zhang, S. Yu, D. Wu, P. Watters, “A survey on latest 
botnet attack and defense,” in  Proc. 2011 IEEE Conf. on 
Trust, Security and Privacy in Computing and 
Communications, pp. 53–60.   

[3] V. Paxson, “An analysis of using reflectors for distributed 
denial-of-service attacks,”  ACM Computer Commun. Rev., 
vol. 31, no. 3, pp. 38–47, 2001.  

[4] P. Ferguson and D. Senie, “Network ingress filtering: 
defeating denial of service attacks which employ IP source 
address spoofing.” Available: http://www.ietf.org/ 
rfc/rfc2827.txt.    

[5]  “Stateful Inspection Technology (the industry standard for 
enterprise class network security solutions).” Available: 
http://www.checkpoint. Com/products/downloads/Stateful 
Inspection.pdf.     

[6] G. V. Rooij, “Real stateful TCP packet filtering in IP filter,” 
in Proc. 2001 USENIX Security Symposium.    

[7] T. Hiroshi, O. Kohei, and Y. Atsunori, “Detecting DRDoS 
attacks by a simple response packet confirmation 
mechanism,” Computer Commun., vol. 31, no. 14, pp. 
3299–3306, 2008.   

[8] T. Vogt, “Application-level reflection attacks.” 
Available:http://www.lemuria.org/security/application-
drdos.html.   

[9] S. Yu, W. Zhou, W. Jia, S. Guo, Y. Xiang, and F. Tang, 
“Discriminating DDoS attacks from flash crowds using flow 
correlation coefficient,” IEEE Trans. Parallel Distrib. Syst., 
vol. 23, no. 6, pp. 1073–1080, 2012.   

[10] G. E. P. Box, G. M. Jenkins, and G. C. Reinsel, Time Series 
Analysis: Forecasting and Control, 3rd edition. Prentice 
Hall, 1994.   

[11] S. Yu, W. Zhou, and R. Doss, “Information theory based 
detection against network behavior mimicking DDoS 
attacks,” IEEE Commun. Lett. vol. 12, no. 4, pp. 319–321, 
2008.   

 
 
 
 

 


