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Abstract - The smart grid features omnipresent interconnections of power equipment’s to enable two-way flows of 
electricity and information for various intelligent power management applications, such as accurate relay protection and 
timely demand response. To conform such insidious equipment interconnections, full-fledged communication infrastructures 
are of great importance in the smart grid. In this project, the communication between the electrical devices are monitored and 
controlled by implementing new communication infrastructures, Distributed Network Protocol 3.0 over Transmission 
Control Protocol/Internet Protocol. These effective communications makes the smart grid to meet timely demand response 
and also it reduces losses. The result reveals that the proposed system enhances the message delivery timing for various 
electrical device requirements to meet the demand and to overcome fault timing efficiently when match up to the system 
with User Data-gram Protocol/Internet Protocol. The simulation results are obtained by Matrix Laboratory software tool. 
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I. INTRODUCTION 
 
 ENERGY IS THE life blood of modern 
civilizations and has enormously boosted the 
development of the world economy and human 
society. Today, the majority of energy consumed is 
from three main fossil fuels, coal, petroleum and 
natural gas. These three together supply more than 
85% of the world’s energy consumption. 
Nevertheless, due to the non renewable and non-
environmentally-friendly features of fossil fuels, 
more and more society and environment problems are 
emerging: rapid increases of fuel prices, greenhouse 
gas emissions from fuel combustion, acid rain, and so 
on. To address these issues, non-polluting renewable 
energy resources, such as solar, wind and hydrogen, 
are extensively proposed as alternative resources to 
deal with the emerging energy crisis associated with 
fossil fuels. Yet aiming for higher shares of 
distributed renewable energy in end-users’ energy 
consumptions, the current power system, which is 
suffering from transmission and distribution losses 
and vulnerable to power outages is unlikely to meet 
challenges on system efficiency and stability when 
delivering renewable energies. To this end, upgrading 
the aging power system towards the smart grid is 
imperative by integrating efficient communication 
infrastructures with power systems for timely system 
monitoring and control. Within the upgraded system, 
power equipments are interconnected to practice a 
brand new power management paradigm, that is, 
utilizing bidirectional information flows to drive 
bidirectional electricity flows. In this way, we can 
significantly mitigate impacts of variability and 
uncertainty of renewable resources and dramatically 
improve energy efficiency.  
 
Hence, a full-fledged communication infrastructure is 
critical for high penetration integrations of distributed  

renewable energy resources in the smart grid. The 
general block diagram for the power system with 
controller using DNP3.0 over TCP/IP protocol is 
implemented shown in figure.1. 
 

Towards an operable, cost-efficient, and 
backward-compatible communication solution, such 
a fundamental question should be elaborated in three 
critical aspects, including detailed communication 
requirements, applicable protocols and schemes, as 
well as satisfactory system performance. In this 
paper, we address these concerns in a synthetic 
empirical study of a smart grid demonstration project, 
the Future Renewable Electric Energy Delivery and 
Management (FREEDM) systems [14], which are 
envisioned to demonstrate the generation, 
distribution, storage, and management of renewable 
energy resources. More specifically, we firstly clarify 
communication requirements implied in 
communication scenarios of FREEDM systems. 
Based on summarized communication requirements, 
we then adopt an extensively recommended protocol 
framework, DNP3 over TCP/IP, to practically 
establish data links between electric devices in a 
small-scale FREEDM system setting, Green Hub. 
Within the real-setting Green Hub test bed, we 
measure message delivery delays to indicate the 
system performance of the DNP3-based 
communication infrastructure. The Envisioned 
FREEDM system is shown in figure.2.The results 
reveal that timing requirements of message delivery 
are primary concerns in the smart grid 
communication, which are claimed by distinct power 
management applications, ranging from several 
milliseconds  
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Figure 1. General Block diagram 

 
in the relay protection [15] to several minutes in 
regulations of load balancing. Moreover, diversified 
timing requirements significantly dominate 
applicability’s of protocols and schemes in 
communication infrastructures. As a result, we derive 
contradictory, yet interesting conclusions about 
applicability of the DNP3 over TCP/IP framework in 
the smart grid regarding variable timing 
requirements. On the one hand, DNP3 is a viable 
protocol for real-time monitoring applications 
although it is a legacy Supervisory Control and Data 
Acquisition (SCADA) protocol. 

 
 

Figure 2. Envisioned FREEDM systems 
 

However, on the other hand, in spite of a 
recommended communication solution, DNP3 misses 

quite a few time-critical applications due to 
complicated protocol designs, thereby needing further 
optimizations in response to a high delay efficiency. 
Overall, a well-defined communication infrastructure 
undertakes information exchange responsibilities 
among synergetic power equipments. Unsatisfactory 
communication performances not only limit the 
achievement of smart grid visions on energy 
managements, but poses potential damages on the 
power system. The system architectures are shown in 
figure.3. 
 

 
 

Figure 3. System architectures for a FREEDM-compatible 
power system 

 
The rest of this paper is organized as 

follows. Section II describes Existing system 
overviews, including system objectives, application 
use cases, communication scenarios, and 
communication requirements. In Section III, we 
present the proposed system architecture of a small-
scale FREEDM system, Green Hub, as well as 
implementations of a DNP3 over TCP/IP based 
communication infrastructure across electric 
equipments. Detailed experimental results are 
discussed in Section IV. Finally, we conclude this 
paper in Section V.   

 
II. EXISTING SYSTEM 

 
The purpose of Power System Load 

Protection Model is to keep the power system stable 
by isolating only the components that are under fault, 
whilst leaving as much of the network as possible still 
in operation. Joachim Bertsch, Cedric Carnal, Daniel 
Karlsson, John Mcdaniel, and Khoi Vu integrate the 
local protection center into wide solution with System 
Protection Scheme. These local protection centers 
form system Protection Scheme, while the 
interconnected coordinated system forms a defence 
plan. Protection systems against voltage instability 
can use simple binary signals such as “low voltage” 
or more advanced indicators such as power transfer 
margins based on the VIP algorithm or modal 
analysis. Transients in substations may result in 
current surges through the substation grounding 
system. 
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 Ground Potential Rise can affect the 
communication system located near the protective 
relays or communication facilities outside the 
substation perimeter. The Electromagnetic Interface 
and Ground Potential Rise problem, IEEE recently 
developed a new standard to define an optical digital 
interface between relay and multiplexer. IEEE, ANSI 
and IEC Standards define transient and Surge 
Withstand Capabilities that should be met. Protection 
Model must apply a very pessimistic and pragmatic 
approach to clear system faults to a normal state and 
diminish the impact of the disturbances, the 
protection and control actions are required to stop 
power system degradation and system wide 
disturbances are growing issue for the power system 
industry.  
Powerful, reliable, sensitive, and robust, Wide Area 
Power System systems are installed in substations, 
where actions are to be made or measurements are to 
be taken. Actions are preferably local, i.e., transfer 
trips should be avoided in order to increase security. 
Relevant power system variable data is transferred 
through WI- MAX that ties the terminals together. 
Different schemes should be needed to be broken 
down to physical phenomena, such as protection 
against voltage instability, frequency instability, 
transient angle instability, and cascaded outages.  

 
Development of microprocessor protection 

device based on IEC61850 on the high speed DSP 
hardware platform is an unavoidable trend for 
substation automation. A PLC-based load shedding 
scheme offers many advantages, such as the use of a 
distributed network using the power management 
system, as well as an auto- mated means of load 
relief. However, in such applications monitoring of 
the power system is limited to a portion of the 
network with the acquisition of scattered data. This 
drawback is further compounded by the 
implementation of pre-defined load priority tables at 
the PLC level that are executed sequentially to curtail 
blocks of load regardless of the dynamic changes in 
the system loading, generation, or operating configure 
ration. The system wide operating condition is often 
missing from the decision-making process resulting 
in insufficient or excessive load shedding. In 
addition, response time (time between the detection 
of the need for load shedding and action by the circuit 
breakers) during transient disturbances is often too 
long requiring even more load to be dropped.  
 

Real-time communication IEC 61850 
mechanisms through Generic Substation State Event, 
Generic Object Oriented Substation Event per 61850-
7-2, IEC 61850-9-1 Sampled analogy values over 
serial unidirectional point-to-point link, and IEC 
61850-9-2 Sampled analogy values over 
VLAN/priority-tagged Ethernet net- work are very 
powerful but they still lack support for some of the 
most demanding substation applications, such as 

precision time synchronization (5S pts), line 
differential, and bus differential protection. 
Strong client server communication WIMAX 
architecture is provided in MATLAB which enhances 
reliability provides intelligent control updates wide 
area man- ager (WAM) server for each and every 
instant which uproots the over current and under 
voltage faults when exceeding required thresholds. 
WAM provides bidirectional wireless communication 
channel to local area manager (LAM) for intelligent 
operations. Each LAM acting as a server 
communicates with respective area clients through 
WIMAX. The Model consists of compulsory loads 
spreading in the wide area (i.e. Residential, 
Commercial, Farm, Agricultural and Industrial), each 
type of loads as mentioned above are further 
expended in to its local clients. These local clients are 
consisting of various types of loads specially the 
industry and the farm loads consisting of 3-phase 
motors. Through bidirectional communication, 
internal faults are tackled by LAM and external faults 
are handled by WAM. 
 
III. PROPOSED SYSTEM 
 
  The Wide Area smart grid Architecture for 
power system load protection is shown in Figure 1. 
The architecture consists of various area loads i.e. 
Residential, Commercial, Farm, Agriculture, and 
Industrial. The residential and commercial load 
consists of resistive and inductive loads, the farm 
load, Agriculture load and Industrial load consisting 
of resistive, inductive and three-phase motor loads. 
The loads are controlled by wide area manager and 
further clients of each load are controlled by a local 
area manager (LAM). Control area Manager of each 
client receives signals from fault sensing system 
which send control signals to WAM through 
WIMAX sender/receiver and control each area 
through bidirectional communication as shown in 
Figure 3.  
  
  Figure 3 consists of flow chart of the whole 
wide area smart grid architecture in which the 
generating sources composed of renewable energy 
resources including wind power plant and solar 
panels. The wide area manager is the centralized 
portion which is the main soul of the complete wide 
area smart grid architecture which got its intelligent 
control due to its computational engine and data user 
defined cases. Due to these circumstances the WAM 
accurately control its area using WIMAX through 
bidirectional communication.  

 
The fault sensing system senses the 

abnormal conditions and sends signal to local 
controller from where the signal is processed by 
transmitter to the LAM through WIMAX. Local 
controller and LAM shows bidirectional 
communication  
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Figure 4. Smart Protection SIMULINK diagram 

 
architecture in local clients. Each load as shown in 
the flow chart of industrial area had its own load 
controller, fault sensing relay system and circuit 
breaker. That is for the purpose of uprooting only the 
faulty load portions.  
The complete scenario of the above mentioned smart 
grid architecture along with it flow charts is shown in 
Figure 4, which briefly explains the wide area power 
system load protection, consisting of three area loads 
and are controlling by wide area manager (WAM) in 
MAT- LAB/SIMULINK. The system given below 
have primary protection on the main line along with 
transmitter and receiver, If the secondary protection 
on the distribution line fails or if the fault occurs on 
the main primary line of the generating station then 
it’s the primary protection to trip all the loads. While 
intelligent protection is one which isolates only the 
faulty portion, which is also implemented in all loads. 
The below system also show five areas which are 
industrial, commercial, farm, agricultural and 
residential along with their sub-systems which are 
explained in Figure 4.  
 

The wide area manager (WAM) receiving 
data through receiver and sending data through 
transmitter the fault sensing system send data through 
WIMAX received by receiver of the WAM and send 
the control signal via transmitter to the circuit 
breakers of each area.  
 

 
Figure 5. Subsystem of Industrial Load 

 
The internal sub-system of industrial loads is 

shown in Figure 5, which has three sub areas (i.e. 
Resistive, motor and R-L loads) the internal sub-
system. The internal Lo- cal area manager shown in 
Figure 5 controls the internal clients of each sub-load.  
 

Figure 4 shows the internal sub-system of 
Industrial Motor load. The motor load consists of five 
motors each consisting of intelligent and smart 
WIMAX transmitter and receiver along with relay 
and circuit breaker. When the over current fault (i.e. 
Phase A to ground) occurs in the three-phase motor 
the relay sense the fault and con- vey the data via 
transmitter to receiver, there after the receiver convey 
the trip signal to circuit breaker. The circuit breaker 
operates and isolates the faulty client without the 
interruption of other clients load. Hence intelligent 
protection system is justified here because only a 
faulty load in the zone is isolated without the 
disturbance of the rest of the Areas load.  
The overall drift in the voltage and current wave form 
indicates type of fault (e.g. Phase A to ground). It 
also points to other characteristics of the fault and the 
behaviour of the protection system. Events and 
protection sys- tem operation analysis includes the 
following checks.  
  

Relay and breaker contacts state is tested for 
a change and indicates that the protection system has 
detected a fault.  
 

 When phase to ground fault occurs or over 
current fault occurs due to any other natural 
phenomena, the relay will sense the fault and 
send trip signal to DNP3 over TCP/IP 
transmitter.  

 
 The DNP3 over TCP/IP receiver will receive 

the trip signal and transfer the signal to the 
server.  

 
 It’s the server to decide the fault occurring 

side and trip the faulty load through circuit 
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breaker without any interruption in the rest 
of the system.  

 
IV. SIMULATION RESULTS 
 
 The simulation results are obtained from 
MATLAB/SIMULINK platform. Figure 7 shows the 
Residential Area Load, single phase current graph. 
The Residential Area Load is normal load means no 
kind of any disturbance or fault occurred at this load. 
Figure shows that before the maximum peak, the 
value of current is normal, as the fault occur the 
current shoots up to higher value. The reason behind 
the condi- tion is by tripping the faulty load, which is 
connected parallel to the residential load.  
 

 
Figure 6. Residential area load current 

 

 
 

Figure 7. Residential area load voltage 

 

 
Figure 8. Three phase fault current of industrial load 

 

 
 

Figure 9. Three phase fault voltage of industrial load 
 

 
 

Figure 10. Single phase industrial load fault current 
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Figure 11. Single phase industrial load fault voltage 
 

 
 

Figure 12. Commercial load fault current 
 

 
 

Figure 14. Commercial load fault voltage 

 
 

Figure 15. Message delivery performance UDP/IP 
 

 
 

Figure 16. Message delivery performance TCP/IP 
 
Similarly in Figure 8 the voltage of the residential 
load also increased from its normal value because of 
the tripping of the faulty section. Figure 9, mention 
the three-phase Industrial Area Load current plot. The 
highest peak shows the phase B to ground fault, after 
that the load has been tripped by trip- ping system. 
Similarly in Figure 10 after the tripping of the 
Industrial load, the voltage curve also becomes equal 
to zero. Figure 11 shows single phase fault current of 
Industrial Load, after the occurrence of fault it has 
been cleared by the tripping system. Figure 12 shows 
voltage dip occurred in the faulty section at the time 
of fault, and then goes to zero after the tripping of 
circuit. Figure 13 shows the single phase fault current 
of Commercial Load, the fault current is being 
cleared after occurrence of fault. Figure 14 shows the 
single phase voltage curve of the Commercial Area 
Load. Figure 15 shows fault timing behaviour of 
UDP/IP and Figure 16 shows fault timing behaviour 
of TCP/IP. 
 
CONCLUSION 

 
In this paper, we reviewed designs and 

implementations of the communication infrastructure 
serving for equipment interconnections in envisioned 
FREEDM systems towards bidirectional energy and 
communication flows. To achieve an efficient and 
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practical design, we started from a well-rounded 
investigation of FREEDM system architectures, 
aiming to identify communication requirements and 
useful use cases. On the basis of a comprehensive 
system understanding, we focused on the design of a 
full-fledged communication infrastructure by 
adopting the widely used DNP3 over TCP/IP 
framework to establish interconnections between 
critical FREEDM equipments in some typical system 
use cases. 

To verify the feasibility of the DNP3-based 
communication Infrastructure regarding various 
communication requirements, we developed a system 
platform in a real setting to interconnect diversified 
FREEDM equipments and evaluated the 
corresponding system performance of the established 
communication infrastructure. Through the system 
implementation and performance evaluations, we 
acquired first-hand experiences and performance 
results with respect to the communication 
infrastructure in the smart grid, which is not only 
applicable for FREEDM systems, but valuable for 
other similar systems toward the smart grid. In the 
future, we will make more efforts on a completed 
communication solution to reach more related fields, 
including security issues and system reliability issues, 
to establish a reliable and secure communication 
infrastructure for FREEDM systems. 
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