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Abstract—In this paper an embedded finger-vein recognition system for authentication in Automatic Teller Machines has 
been proposed. The personal ID (Finger vein image) of the user is initially inserted. The verification of the finger vein image 
is done using a finger vein image matching technique. The finger vein image of the user is compared with the  authenticated 
finger vein images of the data base. The finger vein image matching of the ATM user is done after a series of processes: 
resizing, image segmentation, histogram equalization and feature extraction. The process of feature extraction is done by 
taking five features: mean value, singular value decomposition, energy, entropy and variance. An instant PIN is generated, 
which is sent to the mobile of the authenticated user to provide additional security for the transaction. 
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I. INTRODUCTION  
 
Biometrics make use of the human physiological or 
behavioral features for personal identification, as an 
alternate for the passwords and PIN based authentication 
techniques. Many multimedia contents in consumer 
electronic field can be made secure by biometrics. 
Biometrics is a pattern recognition problem which has the 
potential to enable the technology to make our society 
safer, by reducing fraud and can thus lead to user 
convenience . 
There are a large number of available biometric patterns, 
and many systems has been implemented using the various 
biometric patterns. The various biometric patterns includes 
face, iris, fingerprint, palmprint, hand shape, voice, 
signature, keystroke and gait. But, a perfectly reliable or 
secure biometric has not been developed yet. For example, 
fingerprints and palmprints are usually frayed; voice, 
signatures, hand shapes and iris images are easily forged; 
face recognition can be made difficult by occlusions or 
face-lifts [2]. The fingerprint, iris and face recognition 
biometrics are vulnerable to froad attacks, that are done by 
copying the biometric identifiers to create artifacts that can 
beguile most of the current biometric devices. The greatest 
biometric challenge is to improve the performance of 
the recognition system with regard to accuracy and 
efficiency and being immune to spooking attacks. 
Individuality and reliability are the two major factors 
that need to be considered while taking a biometric 
into account. Also the biometric authentication 
systems should be cost-efficient and easy to 
implement in the field of consumer electronics. The 
finger-vein is a promising biometric pattern for 
personal identification in terms of its security and 
convenience. Compared with other biometric traits, 
the finger-vein has the following advantages: (1) The 
vein is hidden inside the body and is mostly invisible 
to human eyes, so it is difficult to forge or steal. (2) 
The non-invasive and contactless capture of finger-
veins ensures both convenience and hygiene for the 
user, and is thus more acceptable. (3) The finger-vein 
pattern can only be taken from a live body. Therefore, 
it is a natural and convincing proof that the subject 

whose finger-vein is successfully captured is alive. 
An algorithm has been designed for processing the 
finger-vein images. A DSP based embedded platform 
has been proposed to implement the finger-vein 
authentication system, to achieve high recognition 
capability at a reduced computational cost. 
 
II. REVIEW OF EXISTING BIOMETRIC   

TECHNOLOGIES 
 
As we get electronically connected to form a 
community, it is necessary to create reliable person 
recognition systems often remotely and through 
automatic methods. Anil K Jain et.al [6] described 
personal identification using body, and then linking it 
to an externally established “identity”. The biometric 
identification thus becomes a mighty tool with high 
potential. Three major features contributes to the 
design of a biometric system: accuracy, usability and 
size of database. Taking an example, in 2004 a 
fingerprint contest unveiled that a false non-match 
error rate of 2% is applicable for the various finger 
print matching algorithms. But usage of multiple 
fingers helps to reduce the error rate of the fingerprint 
system. The result is still a non-zero value for the 
various finger print algorithms. The first paper on 
automatic face recognition appeared in early 1970’s. 
Face recognition has been used for many personal 
identification purposes. In automatic face recognition 
systems, computer systems make use of feature sets 
to match test face against a single or a collection of 
known face images contained in the database. The 
image quality, illumination effects, geometry, 
occlusions (glasses, facial hair, haircuts etc.) 
contributes to the accuracy in face recognition, which 
are therefore the limiting factors in face detection. 
The state of the art face recognition systems have 
been known to be fragile in recent operational tests. 
Speaker recognition field awaits good solutions to 
many of the critical problems. Speaker identification 
using microphones and/or the transmission channel 
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varies from one to another.  Background noise is a 
problem that induces error in the system. Variations 
in voice during illness, mood change, and aging are 
problems that occur in the implementation phase. 
More recent biometric identifiers such as iris have 
low error rates, but also display signs of fragility in 
recent pilot studies (relatively high failure to enroll 
rates). Hand geometry is extremely user-friendly but 
has lower accuracy when compared to fingerprinting 
and iris scanning [13]. The finger length and other 
hand-shape features are extracted from images and 
are being used in the feature representation of the 
hand. In a low-cost system, an inexpensive camera 
can be made use of, to acquire the features. But the 
FAR and FRR values are comparatively high for 
hand geometry systems. Various hand jewellery can 
lead to errors. In a hand recognition system, the hand 
injuries also affect the accuracy of the system.A 
familiar person can be easily identified by 
recognizing the way the person walks. Combination 
of this recognition process with biometrics led to the 
development of new form of biometric identification, 
called gait recognition. An individual’s gait portrait 
can be made use in public areas. This does not require 
the cooperation or awareness of the individual under 
observation . The gait has advantages as a biometric, 
as it is unobtrusive and can be easily instrumented. 
But the variations due to footwear, fatigue, terrain, 
injury, and passage of time tends to induce error in 
the system. 
  
III. PROPOSED SYSTEM 
 
The     block    diagram    for   implementing   the   
finger-vein recognition system in Automatic Teller 
Machines can be represented as per fig 1. Six finger-
vein images of the index, ring and middle finger of 
both the hands, of one hundred and six people were 
taken into account in order to create the database 
[15]. Miura et al. [16] used a database which had 678 
finger-vein images, which were obtained from 
persons working in their laboratory of different age 
and sex. Song et.al. Used a finger-vein image dataset 
that had 1,125 images acquired using an infrared 
imaging device built by them. Nine images were 
taken for each finger out of 125 fingers. Thus the 
database used in this system is larger compared to the 
previous systems. The power supply unit delivers a 
constant 5V DC to the system. An alarm unit 
connected to the microcontroller acts as a signaling 
device. The voice chip allows to implement the 
prompting in ATMs. A GSM module is being 
connected to the system in order to sent instant PINs 
and to send authentication messages to the user. 

 
 

Fig 1: Block Diagram 
 
The input finger-vein images undergo a series of 
processes and are then compared with the database 
images, in order to identify the authenticated user. 
The matching process of an input finger-vein image 
can be represented as per the fig 2. 
 
IV. IMAGE SEGMENTATION AND 

RESIZING 
 
The two phalangeal joints, related with the middle 
phalanx of a finger is respondsible for the finger 
movements. This is illustrated in fig 3(a). The 
constituents of a functional inter phalangeal joint is 
shown in fig 3(b). The synovial fluid which fills the 
cleavage between two cartilages has a lower density 
than the bones. This allows light to penetrate with 
higher intensity at the clearance region when a near 
infrared LED array is placed over a finger. Thus, 
there exists a brighter region in the CCD image plane. 
This is shown in fig 3(c). The input finger-vein image 
initially undergoes the process of image resizing and 
segmentation. The image resizing is being done to 
scale the image. The image resizing is done by 
selecting a Region Of Interest (ROI) of the finger 
vein-image. The ROI is calculated by taking the 
range of pixels that occupies the inter-phalangeal 
joint region of the finger. The partitioning of a digital 
image into multiple segments (sets of pixels/ 
superpixels) takes place during the segmentation 
process. This process helps to locate the objects and 
boundaries (curves, lines etc.) in images. Thus during 
an image segmentation process, a label is given to 
every pixel in the image so that pixels with the same 
label tend to exhibit certain visual characteristics. The 
segmentation process leads to a set of segments that 
covers the entire image/contours extracted from the 
given image.  Each pixel in a given region has similar 
characteristic such as intensity, color, texture.  Here 
the thresholding method is used for the process of 
segmentation. 
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V. IMAGE ENHANCEMENT 

 
The image enhancement process is being carried out 
to highlight the vein image in the ROI. Contrast 
enhancements helps to improve the clarity of vein 
structures in the ROI by enhancing the difference in 
the brightness. The image enhancement is done using 
the process of histogram equalization. The intensity 
values are spread along the total range of values to 
achieve higher contrast in histogram equalization. 
This method proves its efficiency when an image is 
represented by its close contrast values. 
 
VI.  FEATURE EXTRACTION 
 
The transformation of  the input image into a set of 
features is called feature extraction. These set of 
features extracts the accordant information from the 
input data in order to perform the desired operation, 
in contrast to the usage of a full size input image. The 
process of feature extraction make use of algorithms 
to detect and isolate the targeted parts of an image. 
Thus it enables processing of digital images to 
identify the points, that are of visual interest. For this 
proposed system five features are taken into account: 
mean, energy, entropy, singular value decomposition 
(SVD) and variance. The mean gives awareness about 
the general brightness of an image. The discrete 
wavelet transform of the input image is being done 
using the Haar transform. Out of the four frequency 
components (namely HH, HL, LL and LH), only the 
LL frequency component is taken into account. This 
is because the maximum information is contained in 
the LL frequency component. The mean value of the 
LL matrix forms the mean feature. The variance of an 
image is related to its texture. Higher variances are 
found in the high frequency texture regions. The 
energy component defines the gray level distribution 
of an image. Energy is given byEnergy =(sum of LL)2  
/ 4(row size)The entropy is a measure of the number 
of bits that are required to code the image data. 
Entropy is givenby: Entropy = probablity of 
occurance * log2 (probablity of occurance) 
 

 
(b) Structure; (c) A 

possible region containing a phalangeal joint. [18] 
 
The singular value decomposition (SVD) is the 
factorization of a real/complex matrix. [U, S, V] = 
SVD(X) produces a diagonal matrix S, of the same 
dimension as X and with nonnegative diagonal 
elements in decreasing order, and unitary matrices U 
and V so that X = U *S *V’ and S = SVD(X) returns 
a vector containing the singular values. These contain 
the maximum information about the image. Among 
these diagonal values, the (1,1) element of the [S] 
contains the maximum information. Thus only the 
(1,1) is taken into account . The structural similarity 
of any two images can be approximately computed 
using the variance feature. The variance is related to 
the texture of any given image. Higher the frequency 
of the texture region, higher is the variance. The 
variance can be defined as the square of the standard 
deviation (STD).The various image processing steps 
of a finger-vein image can be shown as per fig 4.In 
the process of image classification, the numerical 
properties of the features are analyzed and the data 
are sorted into different groups. Five features namely 
mean, variance, energy, entropy and SVD are being 
taken into account. The feature value of the input 
finger vein image is compared with the feature values 
of the database. This is done by subtracting the 
feature values of the input finger vein image with the 
feature values of the database. If the feature values of 
3 or more features are zero, the input finger vein 
image is said to match with that particular database 
image, which has yielded zero as the resultant value. 
Thus in this proposed system, the feature matching 
technique has been deployed. 

 

 
Fig 4: Image segmentation, Resizing and Histogram 

Equalization 
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VII. EXPERIMENTAL RESULT 
 
The finger-vein image database for evaluation, 
contained finger-vein   images from  106  people  of   
both the sexes and  from  a  variety  of  racial  
antecedent. There were people from different age 
groups. The finger-vein images of the forefinger, 
middle finger and ring finger of both hands of each 
person were taken. Six images were captured for each 
finger. Thus the database contained 3,816 finger-vein 
images. The geometric features of the vein such as 
vein width, size etc are not sufficient to identify the 
individuals, as they are almost similar and they 
require images of high resolution. So the texture 
features of the vein are being extracted using 

transform-based methods. The five features, namely 
mean, variance, energy, entropy and SVD has been 
extracted. The extracted feature values of the three 
fingers of both hands (of five samples) are shown in 
Table I. Comparing with the previously experimented 
databases, our database is larger and the images of 
both the hands has been taken into consideration. 
Thus, this database proves to be more challenging. 
The response time was 0.41 s on comparison with the 
method proposed by David et.al. [19] which was 
around 0.5 s. This means that the proposed method is 
potent as a personal identification system and will 
meet the user requirements in terms of its response 
time.

 

 
  

Table I: Feature Values Of Five Samples 
 
The output windows that has been attained for the 
ATM transaction are shown in fig 5 and 6.If the input 
finger-vein image matches with the authenticated 
finger-vein image in the database, the user can 
proceed with the ATM transaction, else an alert 
message is sent to the mobile number of the 
authenticated user and a buzzer is turned on. An 
instant PIN is being generated and is sent to the 
mobile of the authenticated user in a successful 
transaction with the aid of a GSM module. This is to 
be entered in the PIN form of the window in fig 5. If 
the received PIN and the PIN entered in the window 
doesn’t match, the transaction will get cancelled.  
 
 

 
 

Fig 5: ATM Transaction Window For Bank Selection And 
Instant Pin Entry 
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Fig 6: ATM Transaction Window For Cash Withdrawal 
 
CONCLUSION 
 
This paper deals with the extraction of finger vein 
pattern from low quality images and their comparison 
with the database images, in order to enable an ATM 
transaction. A novel image processing algorithm has 
been proposed, which has a shorter response time. 
Using the proposed algorithm the finger vein images 
of 106 people were successfully extracted from low-
quality images.  If the price is is taken into account, 
the proposed algorithm can be easily implemented in 
Automatic Teller Machines. The response time of the 
proposed system is 0.41 s, which means it is efficient 
enough to be used in the ATMs. Our system has a 
relatively lower computational complexity and lower 
power consumption. Thus this proposed system can 
be easily implemented in an Automatic teller 
Machine. 
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