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Abstract — Mobile ad-hoc network (MANET) is a network that allows mobile servers and clients to communicate in the 
absence of fixed infrastructure. MANET is a fast growing area of research as it finds uses in variety of applications. In order 
to facilitate efficient data access and update databases are deployed on MANET. Since data accessibility is affected by the 
mobility and power constraints of the servers and clients, data in MANET are replicated. As in ad-hoc network, since mobile 
host move freely network partition occurs frequently thus data availability is reduced resulting in performance degradation. 
Most of the replication techniques assume that every node forwards every packet given to it and collaborate fully in terms of 
sharing the memory space. But in practice some of the nodes may act as selfish nodes which may selfishly decide whether to 
cooperate partially or not cooperate at all with the other nodes. Thus, selfish behavior of nodes could reduce the overall data 
accessibility in the network. The concept of the paper deals with truthful detection of selfish nodes i.e. some nodes may give 
false alarm as differentiated from overall selfishness alarm and to inform the other nodes at route as exactly where the 
disconnections occur to select the next best alternative path and also to increase the performance with increased congestion 
control. Detection of attacker node in the network and should be informed to all others in the network 
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I. INTRODUCTION 

 
A mobile ad hoc network (MANET) is a collection of 
autonomous wireless nodes that may move 
unpredictably, forming a temporary network without 
any fixed backbone infrastructure. In such a network, 
each node not only plays the role of an end system, 
but also acts as a router that forwards packets to 
desired destination nodes. These nodes are capable of 
both single and multi-hop communication. Mobility 
and the absence of any fixed infrastructure make 
MANETs very attractive for military and rescue 
operations, sensor networks and time-critical 
applications. 

 The various challenges of the MANET are 
Autonomous, Dynamic topology, Device discovery, 
Bandwidth optimization, limited resources, 
Scalability, limited physical security, Infrastructure-
less and self operated, Poor Transmission Quality, Ad 
hoc addressing, Network configuration and Topology 
maintenance challenge. In mobile ad hoc network, the 
Network partitions can occur frequently, since nodes 
move freely in a MANET, causing some data to be 
often inaccessible to some of the nodes. Hence, data 
accessibility is often an important performance metric 
in a MANET [8]. In general, replication can 
simultaneously improve data accessibility and reduce 
query delay, if the mobile nodes in a MANET 
together have sufficient memory space to hold both 
all the replicas and the original data. A mobile node 
may hold a part of the frequently accessed data items 
locally to reduce its own query delay. Thus, the 
overall data accessibility would be decreased. Hence, 
to maximize data accessibility, a node should not 
hold the same replica that is also held by many other 
nodes. A node may act selfishly, i.e., using its limited 

resource only for its own benefit, since each node in a 
MANET has resource constraints, such as battery and 
storage limitations [3]. A node would like to enjoy 
the benefits provided by the resources of other nodes, 
but it may not make its own resource available to help 
others. Such selfish behaviour can potentially lead to 
a wide range of problems for a MANET. For 
example, selfish nodes may not transmit data to 
others to conserve their own batteries [1][5]. 
In this paper we would address the problem of 
selfishness in context to replica allocation in a 
MANET. Firstly, we would view a selfish node in a 
MANET from the perspective of data replication and 
recognize that how a selfish node in a network where 
replica allocation techniques is used can lead to 
degraded data accessibility in a MANET. 
 
II. RELATED SCHEMES 
 
In ad hoc network, as the nodes move freely 
disconnection occurs frequently and causes network 
division due to this some data is often inaccessible to 
some of the nodes. Hence, data are replicated at the 
nodes; to increase data accessibility to cope up with 
frequent network partitions as well as increase data 
accessibility and reduce query delay as data items has 
a locally stored replica. As well as some nodes may 
act selfishly, as they use their resources only for its 
own benefit instead of sharing it with the other nodes 
while would like to enjoy the benefits provided by 
others nodes [4][5].This selfish behavior of nodes can 
lead to a wide range of problems for a MANET 
mostly regarding on the network issues. 
 
Fig. 1 illustrates an existing replica allocation 
scheme, DCG [6], where nodes N1;N2; . . .;N6 
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maintain their memory space M1;M2; . . .;M6, 
respectively, with the access frequency information in 
Table 1 (In Fig. 1, a straight line denotes a wireless 
link, a gray rectangle denotes an original data item, 
and a white rectangle denotes a replica allocated. In 
Table 1, the gray colored area shows three data items 
that are accessed frequently by N3 and N4 ). As 
shown in Fig. 1, DCG seeks to minimize the 
duplication of data items in a group to achieve high 
data accessibility. 

 
Fig:1 Example of selfish replica allocation 

 
Table 1-Access Frequency of Nodes 

 
Let us consider the case where N3 behaves 
“selfishly” by maintaining M03, instead of M3, to 
prefer the locally frequently accessed data for low 
query delay. In the original case, D3, D9, and D2 
were allocated to N3. However, due to the selfish 
behavior, D3, D5, and D2, the top three most locally 
frequently accessed items, are instead maintained in 
local storage. Thus, other nodes in the same group, 
i.e., N1, N2, and N4, are no longer able to access D9. 
This showcases degraded data accessibility, since N1, 
N2, and N4 cannot fully leverage N3’s memory space 
as intended in cooperative replica sharing. As another 
example, a node may be only “partially selfish” in a 
MANET. For instance, node N4 may want to locally 
hold D2, one of the locally frequently accessed data 
items. In this case, N4 uses only a part of its storage 
for its own frequently accessed data, while the 
remaining part is for the benefit of overall data 
accessibility. Thus, N4 may decide to maintain M04 
instead of M4. Even with only partial selfishness, 
data accessibility is still degraded, since the other 
nodes in the same group, i.e., N1, N2, and N3, cannot 
access D10. We believe that the partially selfish 
nodes (e.g., N4 in 

Fig. 1) should also be taken into account, in addition 
to the fully selfish nodes (e.g., N3 in Fig. 1), to 
properly handle the selfish replica allocation problem. 
We therefore need to measure the “degree of 
selfishness” to appropriately handle the partially 
selfish nodes. Motivated by this concept of “partial 
selfishness,” we borrow the notion of credit risk (CR) 
[13] from economics to detect selfish nodes. Since 
the credit risk is calculated from several selfishness 
features in this paper, it can measure the degree of 
selfishness elaborately. 
In our scheme, a node can measure the degree of 
selfishness of another node, to which it is connected 
by one or multiple hops in a MANET. We devise 
novel replica allocation techniques with the 
developed selfish node detection method. They are 
based on the concept of a self-centered friendship tree 
(SCF-tree) and its variation to achieve high data 
accessibility with low communication cost in the 
presence of selfish nodes. The SCF-tree is inspired by 
our human friendship management in the real world. 
In the real world, a friendship, which is a form of 
social bond, is made individually [4]. For example, 
although A and B are friends, the friends of A are not 
always the same as the friends of B. With the help of 
SCF tree, we aim to reduce the communication cost, 
while still achieving good data accessibility. The 
technical contributions of this paper can be 
summarized as follows: 
 
 Recognizing the selfish replica allocation problem: 

We view a selfish node in a MANET from the 
perspective of data replication, and recognize that 
selfish replica allocation can lead to degraded data 
accessibility in a MANET. 

 Detecting the fully or the partially selfish nodes 
effectively: We devise a selfish node detection 
method that can measure the degree of selfishness. 

 Allocating replica effectively: We propose a set of 
replica allocation techniques that use the self 
centered friendship tree to reduce communication 
cost, while achieving good data accessibility. 

 
III. PROPOSED STRATEGY 
 
A. Selfish Node Detection  
In our strategy, each node calculates a CR score for 
all the nodes to which it is connected as its 
neighborhood. Each node at the network shall 
estimate the “degree of selfishness” for all of its 
connected nodes based on the CR score. We describe 
selfish features that may lead to the selfish replica 
allocation problem to determine both expected value 
and expected risk. Credit risk will be calculated as the 
ratio of expected risk to the expected value. Selfish 
features  are classified into two groups: node query 
processing-specific and node-specific feature. In the 
query processing- specific feature, we develop the 
ratio of selfishness alarm which is the ratio of Node 
N1’s data request being not served by the expected 
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node Nk due to Nk’s selfishness in its memory space. 
The query processing-specific feature can represent 
the expected risk of a node [1]. To effectively identify 
the expected node, Node N1 should know the 
(expected) status of other nodes’ memory space. The 
SCF-tree-based replica allocation techniques support 
this assumption. Node-specific features can be 
explained by considering the following case: A 
selfish node may share part of its own memory space, 
or a small number of data items, like partially selfish 
node. In this occasion, the size of shared memory 
space or the number of shared data items can be used 
to represent the degree of selfishness. The node 
specific features can be used to represent the expected 
value of a node. 
 
B.  Building SCF-TREE  
The main objective of our novel replica allocation 
techniques is to attain high data accessibility while 
reduce in traffic overhead. High Data accessibility is 
the prominent concern in all networks. If the replica 
allocation techniques allocate replica of the specified 
data item without any other node’s concern, the 
traffic overhead will decrease. Since the SCF-tree 
consists of only non-selfish nodes, we need to 
measure the degree of selfishness to apply in real-
world friendship management to replica allocation in 
a MANET. We use the value of credit risk for 
building the tree. The key strength of the SCF-tree-
based replica allocation techniques is that it can 
minimize the communication cost, even though 
achieving high data accessibility. The high data 
accessibility is possible because each node detects 
selfishness and makes replica allocation at its own 
pleasure, without forming any group in the network. 
Each node has a parameter d, the depth of SCFtree. 
When N1 builds its own SCF-tree, N1 first appends 
the nodes that are connected to N1 by one hop to 
N1’s child nodes. Then, N1 checks recursively the 
child nodes of the combined  nodes, until the depth of 
the tree is equal to d. we assume that all nodes are 
non-selfish nodes for simplicity[1].As seen in Fig, the 
SCF-tree may have multiple routes for some nodes 
from the root node and that confer high stability. At 
every specific relocation period, each node in the 
network updates its own SCF-tree based on the 
network topology of that moment. 
 
C. Replica Allocation 
Each node allocates replica at its discretion based on 
Table and fig mentioned above. When each node 
receives a request for replica allocation from Nk 
during a specific relocation period,the specific node 
solely determines whether to accept or reject the 
request. If the request is accepted by other node, the 
specific node will maintain its Mp based on the 
nCRki given by the credit risk Table. If the highest 
nCRhi among the nodes which allocated replica to 
Ni, is greater than nCRki, Ni replaces replica 
allocated by node with replica requested by Nk. 

Table 1.2 Credit Risk Table 

 
Each node Ni executes this algorithm at every 
relocation period after building its own SCF- tree. 
The node determines the priority for allocating 
replica items. The allocating replica priority is based 
on Breadth First Search(BFS) order of the SCF tree 
[1]. The dotted arrow in Fig 2, N1 selects N2 as the 
first target of the allocation in the tree   After 
allocating a replica to the last target node (i.e., N5 in 
Fig), the first node of the tree, N2 will be the next 
target in a round- robin manner. In our strategy, the 
target node could be the expected node. 

 
Fig2 SCF based replica allocation 

 
D.  False Alarm Detection 

The false alarm will be differentiated from the overall 
selfishness alarm. If any alarm generated means we 
should verify the reason of the alarm. We should 
calculate the degree of selfishness again and to 
confirm the behavior of selfish nodes at the network. 
If the number of selfish nodes exceeds the threshold 
value means it will get confirm as overall selfishness 
alarm else the alarm has been raised because of the 
network disconnections. We should diagnose  the  
network  disconnections  by  use  of false detection 
algorithm. If it became true we should neglect the 
alarm with of less concern. The detection of this false 
alarm leads to better performance in the overall 
network. 
 
IV. PERFORMANCE EVALUATION 
 
A.  Simulation Environment 
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Table 2. Simulation parameters 

 
Our simulation model is similar to that employed in 
[12].In the simulation, the number of mobile nodes is 
set to50. Each node has its local memory space and 
moves with a velocity from 0 _ 1 (m/s) over 1000 x 
1000 flatland. The movement pattern of nodes 
follows the random waypoint model [5], where each 
node remains stationary for a pause time and then it 
selects a random destination and moves to the 
destination. After reaching the destination, it again 
stops for a pause time and repeats this behavior. The 
radio communication range of each node is a circle 
with a radius of 1 _ 250 (m). Table2 describes the 
simulation parameters. We evaluate our strategy 
using the following four performance metrics: 
 
1. Overall selfishness alarm: This is the ratio of the 
overall selfishness alarm of all nodes to all queries 
that should be served by the expected node in the 
entire system. 
 
2. Communication cost: This is the total hop count of 
data transmission for selfish node detection and 
replica allocation/relocation, and their involved 
information sharing. 
 
3. Average query delay: This is the number of hops 
from a requester node to the nearest node with the 
requested data item. If the requested data item is in 
the local memory of a requester, the query delay is 0. 
We only consider successful queries, i.e., it is the 
total delay of successful requests divided by the total 
number of successful requests. 
4. Data accessibility: This is the ratio of the number 
of successful data requests to the total number of data 
requests. 
 
B.  Simulation Results 
1.  Effectiveness of Detection Method  

 
Fig. 3.Overall Selfish Alarm 

    
We first evaluate the overall selfishness alarm to 
demonstrate the effectiveness of our detection 
method. We expect that the overall selfishness alarm 
will be reduced in query processing by detecting 
selfish nodes effectively , since many selfish nodes 
will be removed from the replica allocation phase and 
many reliable nodes will serve data requests from 
nodes. However, recall that the selfishness alarm may 
also occur due to network disconnections, i.e., false 
alarm. Actually, it is desirable to observe truly selfish 
nodes to evaluate the effectiveness of the detection 
method. As mentioned earlier in Section 3.2, a data 
requester cannot tell an expected node’s selfishness 
from network disconnection, since their impacts are 
identical to the requester, i.e., no reply from the 
expected node. Although the false alarm exists from 
the viewpoint of nodes, we realize that the true 
selfishness can be identified in the simulation results 
by identifying which data request has not been served 
by the expected, connected node in query processing. 
Obviously, the expected and connected nodes are 
only involved in a true selfishness alarm, whereas the 
expected but disconnected nodes in query processing 
may lead to a false alarm. The overall selfishness 
alarm is obtained by counting data requests that have 
not been served by the expected, connected nodes in 
query processing, i.e., excluding false alarms caused 
by disconnections. Figs present the overall selfishness 
alarm which significantly reduces the selfishness 
alarms in all cases. This can be explained as follows: 
fewer selfish nodes become expected, since our 
detection method detects selfish nodes effectively and 
the detected selfish nodes are removed from replica 
allocation groups. Consequently, more expected 
nodes serve queries. We see that, on average, about 
62 and 56 percent of the overall selfishness alarm are 
caused by node selfishness, not disconnections. 
Clearly, Fig.3 shows that our detection method can 
reduce the overall selfishness alarm effectively. 
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2 Communication Cost 

 
Fig 4. Network Communication Cost 

 
We evaluate replica allocation techniques in terms of 
communication cost. Since group members need to 
communicate with each other in detecting selfish 
nodes and allocating/relocating replica, We report 
that, on average, about 70 percent of total 
communication cost is caused by replica 
allocation/relocation, while about 30 percent is 
caused by selfish node detection. This verifies the 
efficacy of our fully distributed way of detecting 
selfish nodes and allocating replica, i.e., no group 
communication. However the technique is vulnerable 
to network topology changes. It should relocate 
replicas whenever topology changes. As another 
reason, replicas in local selfish space do not need to 
be reallocated .Fig.4 shows that communication cost 
of our techniques decreases with more selfish nodes, 
since the cost in fetching replicas and/or in group 
communication will be reduced. In the our technique, 
cost reduction is faster since fewer nodes participate 
in replica allocation. Note that the communication 
cost of our techniques is relatively stable. This can be 
explained as follows: the communication reduction 
factor is much less and the distance between 
nonselfish nodes increases simultaneously. 
 
3 Average Query Delay 

 
Fig  5. Average Query Delay 

 
Fig.5 shows average query delay. Our techniques 
show slightly better query delay Our intuition was 
that query delay decreases as the size of memory 
space increases. This intuition is confirmed by the 
results in Fig.5. As the size of memory space 

increases, many nodes will accept replica 
allocation/relocation requests, since the size of public 
memory space increases as well. As a result, more 
queries are served by nearby nodes or locally. 
However, in our techniques, the number of successful 
queries being locally served increases slightly. This is 
because when the number of nodes in the SCF-tree is 
very small, the local public memory space may be 
used for data items of local interest temporarily. 
 
4 Data Accessibility 

 
Fig  6. Data Accessibility. 

 
We evaluate the data accessibility of replica 
allocation methods under consideration. We expect 
that our techniques perform significantly better than 
other techniques in the presence of selfish nodes. Fig 
6highlights the strength of our methodology: in all 
cases, our techniques outperform considerably, since 
our techniques can detect and handle selfish nodes in 
replica allocation effectively and efficiently. Our 
initial intuition was that, data accessibility is stable 
with relocation periods. This is confirmed by the 
results in shows that data accessibility is proportional 
to the size of memory space, as expected. The 
performance of our techniques improves faster than 
do others, since our techniques fully utilize the 
memory space of nodes.  
 
CONCLUSION 
 
In contrast to the network viewpoint, we have 
addressed the problem of selfish nodes from the 
replica allocation perspective. We term this problem 
selfish replica allocation. Our work was motivated by 
the fact that a selfish replica allocation could lead to 
overall poor data accessibility in a MANET. This 
paper considers a selfish node detection method and 
SCF tree replica allocation techniques to handle the 
selfish replica allocation. It refers to traditional selfish 
node detection techniques such as watch dog and 
pathrater and replica allocation techniques such as 
DCG, SAF and DAFN which failed to consider 
selfish nodes in terms of replica allocation .The new 
SCF tree allocation method shows that the considered 
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techniques outperform existing cooperative replica 
allocation techniques in terms of data accessibility, 
communication cost, and query delay. In the 
proposed strategy, there is still the problem of selfish 
nodes.  There is no server to control or monitor the 
replica allocation of nodes.  And also we consider 
partial selfish nodes as selfish nodes which may not 
create problem sometimes, so there may be an 
inconvenience. To overcome these disadvantages, the 
future plan is to design a replica server to monitor the 
nodes and rectify the selfishness.  
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