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Abstract- The purpose of this paper is to present the Automatic Object Detection and Access Control System using Doppler 
Radar. The inspiration for this paper is derived from Identification Friend-or-Foe (IFF) transponder systems currently used 
on fighter aircraft and military vehicles. Mainly, IFF system is used to avoid friendly fire attacks[1]. This paper presents 
generalized short range “Identification Friend-or-Foe (IFF)” prototype system to prevent friendly-attack or to detect the entry 
of unauthorized object in operating area. The system is low cost, efficient and consumes very low power. The same system 
can be used anywhere, where authentication is needed. The IFF system is designed for the short range of approximately 30 
m. The object entering in radius of 30 m is detected and is interrogated to decide authenticity of detected object. If 
authorization is successful, then the object is classified as “Friendly Object” ,otherwise it is classified as “Foe Object”. The 
real time status and result can be seen on display. From this result , further necessary action can be taken 
 
Index terms- Object Detection, Doppler Radar, low cost , power efficient. 
 
I. INTRODUCTION 
 
Electronic automatic access control systems are used 
to automatically check the authenticity of people or 
vehicles to control the access in special areas or 
buildings. Automatic access control systems using 
plastic cards have been around for long time. Initially 
punch cards were used, which abandoned in favour of 
Infrared cards, then with magnetic strip and finally 
microprocessor chip cards. The main problem of 
these cards is that they must be inserted into the 
reader in a certain way [2].But in this system it gets 
eliminated and the object entering in specified range, 
automatically gets detected by using Doppler Radar 
due to the Doppler Effect. 
 
II. DESIGN CONCEPT 
 
The system consists of two major parts namely “The 
Interrogator Electronic System” and “Friend Module 
Electronic System”. Broadly, Interrogator system 
consists of three basic modules. 

1. Detection module which consists of 
microwave Doppler RADAR sensor (HB100), 

2. Interrogation module which consists of RF 
module Xbee s1 , and  

3. the microcontroller(Atmega 328P-PU) 
4. DC Motor along with the encoder. 

 

 

 
Fig. 1. Interrogator Electronic System 

 
The Friend module system consists of only two 
modules namely,(Fig. 2) 

1. Xbee s1and 
2. Microcontroller(Atmega 328P-PU). 

 

 
Fig. 2. Friend Module System 
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The Doppler Radar Module is mounted on rotating 
arm, attached to a vertical stand. The arm is rotated 
using DC motor at optimum RPM (30) to cover 
angular area of 360 degrees. It also can be retained in 
specific direction for continuous inspection in certain 
direction. Along with Doppler Radar, Microcontroller 
Atmega 328P-PU and Xbee s1is mounted on the 
vertical stand. The Friend module is a compact 
module which every authorized object is supposed to 
possess. When object is detected by the interrogator, 
it checks the authenticity of the object using Xbee 
and microcontroller. The result is displayed on 
remote display using Bluetooth module (HC05). 
 
III. SELECTION OF SENSORS AND OTHER 
ELECTRONIC COMPONENTS 
 
First aim of the Interrogator system was object 
detection. There are various types of sensors for 
object detection such as ultrasonic sensors , RF 
sensors, optical sensors. Ultrasonic sensors have very 
low range of about 2m and long range ultrasonic 
sensors are very costly. Optical sensors such as laser 
sensors as well as ultrasonic sensors are affected by 
rain and other environmental conditions. As we 
wanted to work our system in any environment, we 
chose the Doppler Radar sensor (HB100) for the 
object detection purpose which also gave the velocity 
of the object and direction in which object is moving. 
Also it has very directional beam which was 
necessary for working in particular direction. 
 
After detecting the object, it was necessary to 
communicate with detected object so as to check 
authenticity of object. For that, various RF modules 
were available such as RFID tags , Xbee RF modules 
and CC1100TR etc. After comparing various factors 
such as bit rate, range , price and other characteristics 
such as encryption methods, we decided to use Xbee 
s1. 
All the data from Doppler Radar and Xbee s1 was 
needed to be processed using microcontroller. Along 
with that, by analyzing encoder signals appropriate 
motor rpm was to be achieved.  
Microcontroller was supposed to perform following 
tasks: 

1. Receive and analyze signal from Doppler 
Radar. 

2. To transmit and receive signals to and from 
Xbee s1 using UART 

3. By analyzing encoder pulses, control signal to 
be given to the motor driver. 

4. Convey the result and status of the system to 
display using Bluetooth module(HC05) using 
UART. 

 
For all these tasks Atmega 328P-PU was sufficient 
and cost effective. 
LM293D motor driver IC was used to drive the motor 
bi-directionally. 

Following were the components of the system and 
their specifications: 
 
1. Microwave Doppler Radar HB100 : 
The operating frequency of HB100 is 10.525GHz and 
supply voltage is 5V.Also it consumes the current of 
around only 30mA.It has directional radiation pattern 
which was made even more directional using ground 
plane behind the sensor. It is interfaced with 
microcontroller using signal conditioning circuit in 
between HB100 and microcontroller. 
 
2. Signal conditioning circuit for HB100: 
HB100 can be used in two modes namely continuous 
wave operation and pulsed operation. As we detected 
motion of objects using Doppler effect, we used CW 
operation. Also it has various advantages such as it 
uses lower transmitting power and it is unaffected by 
stationary objects. The output of HB100 was in the 
range of micro volts to millivolts. Thus the signal was 
needed to be amplified before applying to 
microcontroller. Hence two stage amplifier was 
designed using op-amp 741.Using amplifiers, output 
voltage was brought in the range of 0-5volts[4]. To 
refine the output voltage, output of amplifier was 
applied to comparator (LM393).This distortion less 
output was applied to microcontroller. The PCB was 
designed using Eagle software.(Fig. 3 and Fig 4)  
 

 
Fig. 3. Schematic of signal conditioning circuit 

 

 
Fig. 4. Manufactured signal conditioning board 

 
3. Xbee s1: 
The operating voltage of Xbee s1 is 3.3V and current 
consumption is only 80mA.It operates in ISM band of 
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2.4GHz.It has long range of around 40m.It is 
interfaced with microcontroller through UART. 
 
4. Microcontroller Board.: 
For this system, we designed our own Atmega 328 
board for the interrogator using Eagle software. The 
whole schematic and pcb routing was done using  
agle software. Arduino was used to program the 
microcontroller. Operating voltage of ATmega 
328PPU is 5V and consumes only 100mA.(Fig. 5) 
 

 
Fig. 5.Manufactured microcontroller board 

 
Thus the total current consumption of the system is 
around 300mA. 
 
IV. FUNCTIONING OF THE SYSTEM 
 
The system can be operated in two modes. In one 
case HB100 module is continuously rotated 
clockwise and anticlockwise to cover 360 degree area 
around the interrogator. In other case HB100 is kept 
constantly in the certain direction. In both cases 
HB100 output is continuously checked for detection 
of frequency change. Whenever the object is 
detected, Doppler shift is observed in the frequency 
of output signal of HB100. This signal, after signal 
conditioning, is applied to microcontroller. The 
frequency change is detected by using “Frequency 
Measure” function in Arduino. As frequency shift is 
detected by microcontroller, it sends the signal to 
Xbee s1 for broadcasting. Xbee s1 broadcasts 
particular signal with encryption using 
AES(Advanced Encryption Standard). Then 
interrogator waits for the reply from object. If the 
reply is not received, signal is again broadcasted by 
interrogator. This task is performed 6 times if reply is 
not received. Sometimes, though Friend module is 
present, reply is not received by interrogator. In this 
case, Friend might get classified as Foe, which should 
not happen. The number 6 is chosen by the trial and 
error method. When the broadcast is received by the 
object , object is supposed to compute the correct 
reply and send back to interrogator. If the reply is not 
received , then detected object is classified as “Foe”. 
If the reply is received by interrogator, it checks the 
received reply with the pre-calculated reply. If the 
reply matches with calculated reply, then detected 

object is classified as “Friend”, otherwise it is 
classified as “Foe”. In both the cases, further required 
action can be taken. The real time status of the system 
and result is sent to remote device using Bluetooth 
Module(HC05).This result is received at serial port of 
laptop and displayed using Tera Term software.  
 
V. RESULTS 
 
The system was tested in outdoor as well as indoor 
conditions. The probability of failure of the system i.e 
interrogator is not been able to detect the object 
and/or the faulty classification of Foe was around 
10%. But the probability of Foe being classified as 
Friend is almost 0%.The results were obtained on 
computer display were as shown below.(Fig. 5) 
 

 
Fig. 5. Result displayed on remote screen 

 
CONCLUSION 
 
In this paper, low cost (Rs. 2000 approx.), low power 
and efficient detection and access control system is 
presented. A proof of concept system was designed 
and successfully implemented with one Friend 
module. A result is successfully displayed on remote 
display. 
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DRAWBACKS 
 

1. The main drawback of this system is, at a time 
only a single object can be detected. If 
multiple objects enter at the same time, they 
can not be detected as separate objects. 

2. The range of system is only 30m. 



International Journal of Industrial Electronics and Electrical Engineering, ISSN(p): 2347-6982, ISSN(e): 2349-204X 
Volume-6, Issue-1, Jan.-2018, http://iraj.in 

Design and Manufacturing of Automatic Object Detection and Access Control System using Doppler Radar and XBEE S1 
 

14 

3. If HB100 is rotated with high rpm , it can not 
detect object. 

4. If the object is moving 90 degrees with HB100 
, object can not be detected as Doppler shift in 
frequency is zero. 

 
REFERENCES 
 

[1] ME5,Calvin Seah and Malini T. Deepan, “Identification 
Friend Or Foe: a necessity on the Battlefield”,vol 38 NO.1 

[2] Francine Krief (2010), “Communicating Embedded 
Systems: Networks Applications”,4.2:Automatic 
Identification Systems. 

[3] Mrs. Anisha Cotta, Miss Naik Trupti Devida, Miss. Varda 
Kalidas Naik Ekoskar(2016), “Wireless communication 
using HC05 Bluetooth Module interfaced with 
Arduino”,International Journal of Science, Engineering 
and Technology Research,Volume 5,Issue 4. 

[4] Agilsense, “HB100 Microwave Sensor Application note”. 
[5] Digi, “Xbee s1 802.15.4 RF Modules Technical 

datasheet”.  
[6] Atmel, “ATmega 328P-PU Technical datasheet”. 

 
 
 
 
 
 
 
 

 
 


