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Abstract - Internet provides hugs information and value to the users but at the same time, access to the internet is prone to 
increasing numbers of attacks. Due to vulnerabilities in the network system, protecting network from malicious activities is 
prime concern today. Tracing the source of the attacking packet is very difficult because of stateless and destination based 
routing infrastructure of internet. If the attacks are deleted successfully, then preventive measures for attacks can be taken. 
Intrusion prevention systems are designed based on the assumption threat the behavior of an intruder is different from a 
normal user. This paper describes an information sources for intrusion-detection. Combined features of network based 
intrusion systems, statistical data correlation techniques counteract the rapidly evolving threats presented by the latest 
generation of warms, software, and network exploits. We propose an intrusion prevention model incorporating features of 
intrusion detection, prevention and data mining with data correction. 
 
Index terms - Intrusion Detection and Prevention System (IDPS), Internet Service Provider (IPS), Wired Equivalent 
Privacy, etc. 
 
I. INTRODUCTION 
 
Intrusion detection is the act of detecting unwanted 
traffics on a network or a device. An IDS can be 
piece of installed software or a physical appliance 
that monitors network traffic in order to elect 
unwanted activity and events such as illegal and 
malicious traffic, traffic that violates security policy 
and traffic that violates acceptable use policies 
Many IDs tools will also store a deleted event in a log 
to be reviewed at the later date or will combine events 
with order data to make decisions regarding policies 
or damage control, An IPS is a type of IDS that can 
prevent or stop unwanted traffic, Thee IPS usually 
logs such events and related information. 
Intrusion Detection Systems (IDSs) will be obsolete 
very soon (if they aren't already). In its place is 
something much more capable, an Intrusion 
Prevention System.(IPS). IPSs are not a new 
technology; they are simply an evolved version of 
IDS, IPSs combine IDSs and improved firewall 
technologies, they make access control decisions 
based on application content, rather than IP address 
or port as traditional firewalls had done. 
 
II. TYPES OF IDS  
 

 
Figure 1: Types of IDS 

Basically there are 3 types of IDPS which are shown 
in below. 

(i) Host Based IDS 
(ii) Network based IDS 
(iii) Application based IDS 

 
III. IDS CHALLENGES  

 
Following are challenges for IDS 
 
Maintenance  : IDS maintenance is required for all 
IDS technologies, Because threats  and prevention    
technologies are always changing, patches, 
signatures  and configurations must be updated to 
ensure that the latest malicious traffic is being 
detected and prevented. Usually a graphical user 
interface (GUI), application, or secure Web-based 
interface performs maintenance from a console. 
 
Tuning :: To be effective an IDS must be tuned 
accurately. Tuning requires changing setting to be in 
compliance with the security policies and goals of the 
IDS administrators. Scanning techniques, thresholds, 
and focus can be tuned to ensure that an IDS is 
indentifying relevant data without overloading the 
administrator with warning or too many false 
positives. Tuning is time consuming, but it must be 
performed to ensure an efficient IDS configuration. 
Note that tuning is specific to the IDS product. 
 
Detection Accuracy :: The accuracy of an IDS 
depends on the way in which it detects, such as by the 
rule set. Signature-based detection detects only 
simple and well-known  attacks, whereas anomaly-
base detection can detect more types of attacks, but 
has a higher numbers of false positives. Tuning is 
required to minimize the  numbers of false positives 
and to make the data more useful. 
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It is important to remember that as IDS is only one of 
many tools in the security professional's arsenal 
against attacks and intrusions. As with any tool, all 
IDS have their own limitations and challenges. Much 
depends on how they  are deployed and used, but 
in general, IDS should be integrated with order tools 
to comprehensively protect a system. Even more 
importantly, security  should  be planned and 
managed. Personnel must be trained to have healthy 
security habits and to be wary of social engineering. 
 
Attacks :: Tools used in Attacks as the world 
becomes more connected to the cyber world, attacks 
and hackers are becoming increasing sophisticated, 
especially in the use of automated tools to penetrate 
systems. At the same time  cybercriminals are 
becoming more organized and can engineer highly 
coordinated and intricate attacks. Attacks utilized--- 
 
Scanning Tools :: These tools allow attacks to 
survey and analyze system characteristics. The stools      
can determine the OS used by network devices and 
then indentify vulnerabilities and potential network 
ports to use for an attack. Some tools can perform 
slowly timed surveys of a target system in order to 
not trigger an IDS. 
 
Remote Management Tools :: Remote management 
tools are used often by system administrators to 
Manage a network by managing and controlling 
systems  devices  from  remote  location.  However, 
attackers to similarly take control of target device, 
sometimes covertly, can use the same tools. 
 
Social Engineering :: Despite the existence of 
sophistical technical tools, social engineering remains 
one of the most effective methods of attacks to 
infiltrate systems. The most carefully secured system 
in the world using the latest technologies can be 
broken when employees are tricked into reveling 
passwords and other sensitive information. Besides 
physically securing systems, security professionals 
must ensure that  staff and personal are trained 
recognize social engineering techniques such as 
phishing attached. 
Personal should also develop safe habits such as 
locking computer screens when idle, being careful 
when discarding notes that have sensitive information 
and heeding warming given by browsers when 
perusing Web sites. However, the problem is    
exacerbated when organizations using deferent 
networks must share potentially sensitive 
information. Trust between the  organizations not 
to reveal on another's data can become a large issue. 
 
IV. REASON TO USED IDPS 
 
It's a dire fact that while every enterprise has a 
firewall, most still suffer from network security 
problems. IT professionals are acutely aware of the 

need for additional protective technologies and 
network equipment vendors are anxious to fill in the 
gap. 
 
Intrusion Prevention systems have been promoted as 
cost-effective ways to block malicious traffic, to 
detect and contain work virus threats, to serve a 
network monitoring point, to assist in 
compliance requirements, and act as a network 
sanitizing agent.  
 
V.  ANALYSIS  
 
E-COMMERCE + WELL KNOW NAME= 
HACKER TARGET ISCA info security Magazine 
Sept-2000 Comparison E-Commerce site vs Non E-
commerce site. 
 
Viruses/Trojan/Work 82%  76% 
Denial of service  42%  31% 
Active Scripting exploit 40%  34% 
Protocol Weaknesses 29%  23% 
Insecure Passwords 30%  20% 
Buffer of Overflow 29%  20% 
Bugs in web server 33%  16%   
 
VI. NETWORK RECOMMENDATION 
 
Home Network Design :: The Internet Service 
Provider  (IPS) may  provide a cable modem with 
routing and wireless capabilities as part of the 
consumer contract. To maximize the home user's 
administration control over the device that connects 
to the IPS provided router/cable modem, home 
network configuration that provides the home user 
with networking and IP telephony service. Wireless 
network should  protected using WI-Fi Protected 
Access 2 (WPA 2) instead of WEP (Wired Equivalent 
Privacy).Using  current  technology, WEP encryption 
can be broken in minutes ( if not seconds) by an 
attacker, which  afterwards allow the attacker to 
view traffic passed on the wireless network. 
 
Implement an Alternate DNS Provider :: The 
Domain Name Servers(DNS) provided by the IPS 
typically don't  provide enhanced security services 
such as the blocking and blacklisting of dangerous 
and infected websites. Consider using either open 
source commercial DNS providers to enhance web 
browsing security.  
 
Implement strong Passwords on all Network 
Device :: In addition to strong and complex password 
on the wireless access point, a strong password needs 
to be implemented on any network device that can be 
managed via a web interface. For instance, many 
network printers on the marker today can be managed 
via web interface to configure services, determine job 
+ status and enable features such as email alerts and 
logging. 
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VII. DESIGN AND IMPLEMENTATION OF 
HIGH PERFORMANCE NETWORK 
INTRUSION PREVENTION STSTEM 
           
Deigns is composed of a customized load balancing 
splitter and number of content based network 
intrusion detection sensor connection with the 
splitter. The splitter is the entry and exit point of the 
traffic that runs through the system. 
  
The basic task of them splitter is to evenly distribute 
the traffic for intrusion attempts. They maintain the 
require information of recognizing all the malicious 
traffic and deciding whether to forward or drop the 
packet. For input packet, the splitter computes which 
sensor will responsible to analyze this packet. Then 
if, forwards, the packet to this sensor for inspection. 
The sensor searched for known attack pattern 
contained in the packet. If a pattern is found, then the 
packet is blocked, otherwise the packet is forward 
back to the splitter. The splitter receives the analyzed 
packet and transmits it to its destination. 
 
1) Reducing Redundant Packet Transmission 
We have designed a plug-in for deigns that is 
responsible for reducing redundant packet 
transmission on the system. 
The idea behind this plug-in is the following :  
Suppose that the splitter stores temporarily (for few 
milliseconds) the packet that it forwards to the sensor 
for analysis. Then there is no need for the sensor to 
send back to the splitter the analyzed packet, but only 
a unique identifier of that packet (PID). Because the 
splitter ha previously stored the packet with it’s PID, 
it can infer the referenced packet and forward it to the 
appropriate destination. The only extra work for the 
splitter is top tags each packet with a PID, which is a 
trivial task. Although the additional processing cost to 
the splitter from this plug-in I minimal, the reduction 
to the load of the sensors is remarkable. However, 
this technique requires from the splitter to be 
equipped with additional memory requirements are 
easily satisfied by modern NPs. Subsequently, we 
discuss how a sensor communicates the packet 
information back to the splitter. 
 
2) Communication between Splitter  - Sensor 
The splitter communicates with the sensor in order to 
decide the action that should be performed, that is, 
forward or drop the packet. This done with 
acknowledgements (ACKs) from the sensors to 
splitter. An ACK is an ordinary Ethernet packet. It 
consist of an Ethernet header, followed by two bytes 
denoting the number of packets acknowledgements 
and followed by a set of four-bytes and supporting 
higher ACK factors for this configuration. However 
this approach is more scalable. There are several 
option regarding the information that these packets 
should contain. The sensor may send back to the 
splitter the following response:  

 Positive ACK : An ACK for every packet not 
related to any intrusion attempt. 

 Positive cumulative ACKs : An ACK for a set 
of packets not related to any intrusion attempt. 

 Negative ACKs : An ACK for every packet 
that belongs to an offending session. 

 Negative cumulative ACKs :  An ACK for set 
of packets that belong to an attack- session 

 
VI. CONCLUSION  

 
About many years of research about network threats, 
intrusion and it detection system.  Today all 
applications are working on network base. We 
introduced model the transmission of packets over the 
system and communication using acknowledgments 
from sensor to splitter. To prevent IDS over current 
issue of network safety this implementation will work 
as a safeguard against network intrusions. This design 
of Intrusion Prevention System will use for intrusion 
detection, prevention and data mining with data 
correction.  
 
FUTURE DIRECTION FOR  IDPS 
 
1) Next Generation Intrusion  Prevention  System 
(NGIPS) 
Automate Security with Contextual Awareness:: 
Today's IT organizations need a dynamic approach to 
defending network. One that uses awareness and 
automation to provide visibility and context while co
nstantly adapting to new threats, new vulnerabilities 
and everyday network changes. 

 
An Advanced Threat Protection:: The best threat 
prevention that money can buy as validated by 
independent third-party testing and thousands of 
satisfies customers around the world Source fire's 
performance in comparison to industry averages in 
NSS Lab's 2010 Comparative Test Results.  

 B Real-time Contextual Awareness 
 Intelligent Security Automation 

 
1) Advanced Malware Protection 

The challenge is that malware defense has become a 
big data problem. Catching threats in the real world 
requires a level of visibility and control that Is simply 
not possible without the power of the cloud combined 
with large scale data mining technologies. Today's 
approaches to malware protection need to change 
from  sequential  updates  created  in  a vacuum  and 
delivered   too   late, to  real time  intelligence  that   
preempts attacks and control outbreaks. Source fire is 
leading the change Source fire has introduced 
technology innovations that provide unmatched 
visibility and control so IT security professionals can 
answer question like: 
 Which system was infected first? 
 How did the malware get in? 
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 How extensive is the outbreak? 
 How does the malware behave? 
 What is needed to recover? 
 How can the outbreak be stopped? 
 
2) Internal And External  Security Devise 
 
 Internal Security Device :: To build a kind of 

device that will place internal structure of network of 
a business organization. This devise consist of 
antivirus   technology,  sensor  and  analyzer    that 
prevent unwanted internet threats and signals which 
can be harmful to information that stored on file, 
software  and  any  other recourses  which are 
integrated with internal network. 
Architecture:: This internet security  devise uses 
three main components. 

i) Antivirus Technology:: It is a kind of 
software that detect virus and malwares which are  
circulated within a internal network. It also remove 
malicious signals which area harmful to different 
components of network. 

ii)  Sensor :: It is kind of hardware that sense      
suspicious signals and  communication information 
which are circulated for the purpose to harm different 
parts of network. Sensor send this signals 
and information to analyzer for further proceeding 
process. 

iii) Analyzer :: It is a combination of hardware 
and software that will classifies unwanted 
signals, malicious program and isolate those signals 
which are harmful to information, software and 
many other part of network. It will send all detail 
information about malicious traffic like path  from 
where unwanted signal will come. Time and IP 
addresses etc to ht administrator or a network 
handler. 

 External Security Device :: To build kind of 
devise that implements mechanism that prevent 
unwanted external traffic. This devise includes three 
mechanism certification, encryption-decryption and 
alert which detect and prevent malicious activity that 
performed by hackers or outsiders for their 
unauthorized purpose. It place between farewell 
and internal network getaway or server that connect 
external entity with internal network.  

i) Certification :: To implement certificate 
that specified by business organization, which contain 
constraints, rules and regulations, term and external 
users who wants deal with internal network. If all the 
term and condition are followed, that     control will 
pass to the encryption-deception mechanism. 

ii)   Encryption-Decryption :: In this 
mechanism it will take secret key from external entity 
and encrypt specified block of code and after 
analyze this plaintext code it provide authentication 
mechanism to access internal network. 

iii) Alert :: This mechanism use to detect 
unwanted activity when problem occur in above two 
mechanisms. This mechanism also allows implement 
different conditions when it alerts their administrators 
or network handler. Alert can be provided through 
different way like alarm bells mediate messaging and 
blinking  or high lighting on their personal computer 
system. 
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