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Abstract- In today’s world almost every common man owns a vehicle. Theft is a common issue which everyone faces in 
parking and sometimes driving near insecure places. Vehicle security and accident prevention is more challenging. So in 
order to bring a solution for this problem the proposed system can be implemented. The vehicle anti-theft system presented 
here consists of multiple layers of protection with one complementing the other, rather than the conventional anti-theft 
system where a particular system is only being used. The first layer of protection in the system is a Key recognition, based 
on which the doors are opened. The Key matching is done by Key recognition scheme. Also to prevent thieves from 
breaking the glass and getting inside the vehicle, vibration sensors are used in all the windows with a threshold level to 
prevent false alarms. Further to prevent the seizure of the vehicle, Tyre pressure sensor is also being used which also alerts 
the owner through a mobile message. The seized vehicle can be tracked using a GPS tracker which is also being attached. 
The different layers of protection defined are controlled by an ARM Cortex M-3 based controller acting as the central node. 
The experimental results proved the functionality of the anti-theft system in working environment. It can also prove 
beneficial to find out the exact location of the accident. This work also attempt to design a system using global positioning 
system (GPS) to determine the precise location of an object, person or other asset to which it is attached and to transmit this 
information using GSM. 
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I. INTRODUCTION  
 
With the help of evolving technologies, many 
different security systems have been developed for 
detection of car thefts and tracking the location of the 
cars. Despite the development of these security 
systems, according to National crime information 
center the losses are in billion because of stolen cars. 
The main drawbacks of failures of these systems in 
securing the cars was that they do not assist owners in 
recovering a stolen car, they do not let owner 
communicate with its car online even if the owner is 
certain that his car has been stolen, also the user 
cannot find out the current status of his car when his 
car is being used by some other third party.  
 
The proposed security system in this paper is an 
integration of existing technology GPS that is 
currently used in location tracking and modern 
communication technology SMS. SMS is the easiest 
way that is used widely for communication purposes 
because they are inexpensive, convenient and 
messages can be transmitted and received with high 
reliability. This combination of GPS and GSM 
technologies will provide effective, real time vehicle 
location, and reporting of the status to the owners. It 
will let owners by sending an SMS to owners about 
where the vehicle is presently, where was it and for 
how long it was present there using GPS.  
In the proposed system, whenever anyone tries to 
access the car that is to open the door and sit on the 
driving seat, the owner of the car will be sent a 
message through the GSM model. If the owner feels 
that his car is used by an illegitimate user then he will 

send a message to GSM module to switch off the car. 
In response to this message the speed of the car 
engine will slow down gradually until it gets turned 
off. Once it gets turned off, the doors get locked. 
Thus, the thief cannot escape. This is how theft 
control can be implemented.  
 
II. EXISTING SCENARIOS 
 
S.Sonica et al’s paper[1] introduces the concept of 
ITS. Intelligent Transport System (ITS) is used to 
identify the accident, and the location of the accident 
is immediately sent to the server. The server then 
finds a nearby hospital and emergency vehicle to be 
sent to the accident zone. However, newer systems 
with newer techniques were later developed.  
 
Kai-Tai Song and Chih-Chieh Yang[2] have designed 
and built a real-time visual tracking system for the 
purpose of vehicle safety. A vehicle-tracking 
algorithm, automatically detect and track several 
moving objects, like cars and motorcycles, ahead of 
the tracking vehicle. Joint with the concept of focus 
of expansion (FOE) and view analysis, the built 
system can segment features of moving objects from 
moving background and offer a word of warning on 
real-time if a collision is likely to occur. The 
proposed algorithm uses a CMOS image sensor and 
NMOS embedded processor architecture. The 
constructed stand-alone visual tracking system is 
validated in real road tests. The results provided 
information of collision warning in urban artery with 
speed about 60 km/hour both during the day and the 
night.  
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In [3], An Advanced Driving Assistance System 
(ADAS) with haptic, visual, and audio feedback 
includes safety feature for collision avoidance. It is 
implemented by using motion planning Automation 
of a Neighborhood Electric Vehicle (NEV). The 
system provided vehicle cabin safety based on 
embedded system by modifying the existing modules. 
In this method, the IR Sensor is used to detect the 
obstacle in front of the vehicle. The vehicle could not 
move ahead if any obstacle is detected. This is helpful 
in avoiding accidents due to collision of vehicles with 
any static obstacles.  
Later, a new method of using cloud for theft detection 
was discussed by Albert et al in their paper [4]. The 
proposed tracking system was based on cloud 
computing infrastructure. The sensors are used to 
monitor the fuel level, driver conditions, and speed of 
vehicle. All the data is transferred to the cloud server 
using a GSM enabled device. All the vehicles are 
equipped with GPS antenna to locate the place. To 
avoid the drunk and drive, the alcohol sensor is 
installed to monitor the driver status. This proposed 
technology has served its best application to avoid 
accidents on highways. 
 
III. PROPOSED SYSTEM 
 
The process starts with various components sensing 
the parameter from various parts of the vehicle. The 
information collected from these devices is then sent 
to the ADC and then ARM microcontroller will 
process the data. Send the data over GPS and GSM 
which will then forward the message to the owner of 
the vehicle. 
 
As shown in Fig. 1, when the car starts running, the 
owner receives an SMS indicating the same. If this is 
an illegal activity i.e. if any intruders try to run the 
car, the owner can send an SMS to switch off the car. 
Then, the system will check the mobile number in the 
received message, to confirm that the number is 
authorized to access the security system. If the phone 
number is legal, the system will turn off the car. 
Engine motor speed is gradually decreased until the 
vehicle gets turned off. After the vehicle gets turned 
off, all the doors are locked. To open the door or 
restart the engine, an authorized person needs to enter 
the password by sending an SMS. In this method, 
tracking of vehicle location becomes easy with the 
help of GPS technology, and the door-lock feature 
ensures that the thief cannot get away from the car. 
If the owner needs to track the vehicle, he/she has to 
send SMS that contains a special code, after which 
he/she will receive an SMS containing the GPS 
coordinates of the car. The SMS updates its content 
every predetermined period of time. Also, the car 
owner can connect another GSM modem with a 
laptop to track the vehicle immediately using Google 
Earth. The implemented tracking and security system 
can be used to monitor various parameters related to 

safety - antitheft, emergency services and engine 
stall.  
Fuel level can be monitored all the time so as to 
prevent fuel theft. A threshold value would be set to 
indicate a minimum level of fuel required in the 
vehicle. If the fuel level drops below this threshold 
value, an SMS is generated and sent to the owner, 
indicating about the situation. Vehicle security will be 
enhanced by ignition control system. Obstacle 
detection system stops the vehicle when an obstacle is 
detected using IR sensor and pollution detection helps 
in controlling pollution from vehicle using CO 
sensor. GSM and GPS are used for tracking the 
location of vehicle and for providing SHORT 
MESSAGE SERVICE (SMS) material.  
  
A. Block Diagram  
The Block diagram of Vehicle tracking and locking 
system based on GSM and GPS technology is shown 
in the Figure 1. It consists the power supply section, 
keyboard, GSM, GPS, ARM7 microcontroller, 
MAX232driver, relay driver, IR Transmitter, IR 
receiver, LCD, Accident Sensor, Fuel Sensor, Lane 
detection Sensor, Ultrasonic obstacle sensor, Vehicle 
Parking Motors, Emergency Button and door locker. 
The GSM board has a valid SIM card with a 
sufficient recharge amount to make outgoing calls. 
The circuits powered by +5v Dc.  
 

 
Fig 1. Proposed System 

 
B. Description of Each Block  
GPS Technology  
The Global Positioning System (GPS) is a space-
based satellite navigation system that provides 
location and time information in all weather 
conditions, anywhere on or near the Earth where 
there is an unobstructed line of sight to four or more 
GPS satellites. The system provides critical 
capabilities to military, civil and commercial users 
around the world. It is maintained by the United 
States government and is freely accessible to anyone 
with a GPS receiver. There are no subscription fees or 
setup charges to use GPS. A GPS receiver must be 
locked on to the signal of at least three satellites to 
calculate a 2D position (latitude and longitude) and 
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track movement. With four or more satellites in view, 
the receiver can determine the user's 3D position 
(latitude, longitude and altitude). Once the user's 
position has been determined, the GPS unit can 
calculate other information, such as speed, bearing, 
track, trip distance, distance to destination, sunrise 
and sunset time and more. GPS receiver is used here 
to detect the location of the vehicle and provide 
information to responsible person through GSM 
technology.  
 
GSM Technology  
GSM/GPRS modem can be connected directly to 
your computers serial port for wireless GSM 
communications including sending and receiving text 
messages. It can also be connected to your remote 
RS232 serial equipment allowing you to "dial up" 
your system for remote management. This includes 
data loggers such as DataTaker and Pace Scientific. 
GPRS connectivity also allows you to integrate this 
modem in your applications for an "always on" 
remote management system. Available with a built-in 
TCP/IP stack and you can easily create software to 
interface to the modem over your standard internet 
connection.  
 
Obstacle Sensing Module  
The obstacle sensing module is used to sense events 
such that accidents due to unwanted parking of the 
vehicles and collision with trees and other objects 
especially during the night time could be avoided. 
These obstacles could be detected using various 
methods like the ultrasonic sensors.  
 
ARM Cortex M-3 Microcontroller  
ARM Cortex M-3 microcontroller acquires and stores 
different parameter of vehicle. The main block of 
vehicle monitoring system is ARM Cortex M-3 
microcontroller which provides monitoring and 
controlling actions. It senses signals from input 
blocks and processes output blocks. The software 
program is stored in ARM Cortex M-3 
microcontroller on chip memory, according to which 
it provides the controlling actions. The on chip ADC 
converts these parameters into digital form and gives 
them to the ARM Cortex M-3 microcontroller. With 
the help of different sensors various parameters are 
monitored. The LCD block is provided for visual 
display of the message. Also it continuously displays 
the measured parameters. The RTC provides real time 
clock depending on which the various events occur. 
Whenever accident takes place the accident interrupt 
block gives interrupt to the ARM Cortex M-3 
microcontroller. Through serial communication block 
the system is interfaced with the PC. With this, the 
stored data is transferred serially. 

CONCLUSION AND FUTURE WORK  
 
In this paper, we have proposed a novel method of 
vehicle tracking and locking systems used to track the 
theft vehicle by using GPS and GSM technology. 
When the theft identified, the responsible people send 
SMS to the micro controller, then issue the control 
signals to stop the engine motor. After that all the 
doors locked. To open the doors or to restart the 
engine authorized person needs to enter the 
passwords. In this method, easily track the vehicle 
place and doors locked.  
 
In future, for Lane Tracking purpose a front camera 
can be attached to the vehicle. Long range IR sensors 
can also be used to avoid vehicle collision. Instead of 
a Microcontroller we can use a CPLD chip since the 
CPLD incorporates many more features than a 
Microcontroller. VLSI/VHDL can be used for CPLD 
programming. A finger print scanner can be 
incorporated on the steering wheel of the vehicle to 
allow only authorized user to access the vehicle. A 
system for detecting behavior of driver can also be 
implemented. A camera can be placed besides rear 
view mirror to check the behavior of the driver. If the 
driver is feeling drowsy or the driver is drunk then the 
speed of the vehicle can be reduced until it 
completely stops avoiding major mishaps. 
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