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Abstract - This paper analyzed the implementation of the IEC \TR 61850-90-5 upon its specifications within the wide area 
monitoring protection and control (WAMPAC) that can be used on the loss of main (LoM) function and reconnecting 
application. This analyzation has been done by using a distributed generation (DG) unit controller DG unit controller running 
based on the IEC 61850 standards. These DG unit controller had been constructed by using the open source “libiec61850” 
library and linked to the different clients’, data concentrator (DC) over the wireless communication system networks Internet 
protocol. Comparison between different communication system network channels had been made in which that show the 
favorable communication channel based on the achieving the IEC \TR 61850-90-5 specifications. Moreover, the different 
testing also show the successful implementation of the DG unit controlleras a native IEC 61850 standard distributed stations. 
This Lightweight Implementation of IEC 61850 has been made in order to reduce the complexity of the IEC 61850 standard 
implementation upon the development and research tasks.  
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I. INTRODUCTION 
 
Dgis currently becoming essential part of the 
electrical power system, implementing many small 
distributed generators instead of few central lager 
ones. This can potentially provide valuable 
improvements in quality of services (Qos) of power 
supply, by reducing the outages of the electrical 
power systems. However this situation may introduce 
difficulties to the Utilities upon control and 
coordination among large numbers of the DGs, which 
may be scattered along the distribution network [1]. It 
is well known that existing power system mounting, 
control and protection functions are their fundamental 
operational schemes have been collapsing. Since, 
several principles of conventional power systems, 
such as the radial topology, passive nodes, one-way 
power flow, cannot contribute high fault currents 
(from small size synchronous or induction DER) etc., 
are not maintained anymore and several of the 
existing monitoring and protection functions are not 
directly applicable or faceable within the upcoming 
new standards and technologies [2]. 
For instance anti-islanding protection function, 
islanding, term represents the case where, a 
segment(s) from the electrical grid is isolated from the 
main Utilities energy supply due to the maintenance 
schedule or a fault that may comprise at least one 
DER which might continue to energize the islanded 
segment independently. This case and from the 
electrical grid managements point view creates 
unacceptable situation in terms of it provides a hazard 
in case of restoration or fault clearing to the electrical 
grid personals who involved with the repairing tasks. 
Also, power quality that needs to be maintained 
within the consumer assigned acceptable range. 
Moreover, it may cause a severe damage to the DERs 
in case of reconnection to electrical grid while losing 
synchronism with the rest of the electrical grid. 

Therefore, in terms of the electrical grid managements 
assigned requirements for the DERs that aimed to 
connect to the main electrical network must install 
islanding protection on its intertie to the electrical 
network. Energize segment(s) from the electrical grids 
by DERs are not allowed in case of isolation from the 
main electrical grid [3]. 
Unfortunately, upon the existing anti-islanding 
scheme that motioned above it may reflects precisely 
the reverse of what we prefer form the DERs upon 
improving the stability of the electrical network. This 
electrical network stability improvement appear when 
for instance sudden frequency deviation starts upon 
loss of big portion of the electrical source suppliers 
(loss of main) in which that needs to be compensated 
or partially compensated as quickly as possible. 
Instead, if this frequency deviation is more than the 
acceptable range, the commonly rate-of-change-of- 
frequency protection function are likely to trip out all 
the connected DER from the Electrical grid, were 
more real power supplier will take away from the grid 
in which that may increase the outage area.  
Consequently, electrical network stability will face a 
catastrophic severe effect upon this anti-islanding 
scheme, especially with a heavy penetration of DERs. 
Therefore, the existing islanding concept needs to 
change totally. The first objection against the 
islanding scenarios, that unsafe for the electrical grid 
personals, whereas, all the electrical grid personals are 
trained in safety, and based on the safety rules always 
they assume a circuit to be live unless they have first-
hand evidence to the contrary. The second objection 
can be grounded if the power quality within the island 
was a good standard. However, the third objection in 
order to grounded, need to be ensured and keep 
synchronization with the main and never deviate out 
of synchronism, in which that requires a reliable 
communication system network to share all the 
available time synchronized power system 



International Journal of Industrial Electronics and Electrical Engineering, ISSN: 2347-6982 Volume-5, Issue-3, Mar.-2017 
http://iraj.in 

Wireless DG Unit Controller Testing based on WAMPAC IEC 61850 
 

52 

measurements [4].  
With these motivations, in order to improve the 
stability and availability of the electrical grids 
analyzation of the implementation of the IEC \TR 
61850-90-5 specifications upon the LoM function and 
reconnecting application within the wide area 
monitoring protection and control (WAMPAC) is 
proposed. This analyzation has been done by using a 
DG unit controller distributed station (DS) running 
based on the IEC 61850 standards servers.  
The DG unit controller distributed station servers had 
been constructed by using the open source 
libiec61850 library and linked to the different clients’, 
data concentrator (DC) over the Internet. IEC 61850-
90-x standards were motivated by several major 
black-out events [5], were it provides a transmitting 
and sharing for the digital state and time synchronized 
power measurements over a wide area network 
(WAN). This mechanism offered by the IEC 61850-
90-x standards allow utilization of the wide area 
measurements, protection and control systems upon 
the existing IEC 61850 protocols that commonly used 
within the substation automation system (SAS). 
The main focus of this work is to analyze the 
characteristic of the exchanging messaging latency 
based on the IP protocol across a wide area network, 
since the IEC 61850-90-x standards assign the 
transmission of the session protocol data unit (SPDU) 
by using multicast UDP/IP protocol. In section II 
overview for the IEC 61850-90-x standards had been 
made. Illustration for the IEC 61850 lightweight 
implementation had been overviewed in section III. In 
section IV implementation of the IEC 61850 
WAMPAC and comparison between different 
communication system networks had been made. 
Section V conclude the work.    
 
II. IEC 61850-90-X 
 
“The scope of IEC 61850 is no longer limited to 
substations” [6] the first scope of the IEC 61850 when 
was prepared, was intended to exchange information 
among the devices within the SAS. However, the 
global incoming booming of the DERs that needs to 
be integrating to the energy grid though the micro-
grid concept, and their impacts on the distribution 
power systems turn into raising challenges. These 
challenges’ stimuli the Utilities and DER 
manufacturers to announce the concept of growing 
need to define and standardize the communication 
outside the individual SAS that may include various 
SASs or micro-grids over the telecommunication 
network.  
As a result, a series of IEC/TR 61850-90-x since 2010 
have been published as an extension of the IEC 61850 
standard and to address these issues. IEC/TR 61850-
90-1:2010 specifies the communication among 
various SASs and provides a comprehensive overview 
of different issues that related to the inter-SASs using 
the IEC 61850 implementation aspects that had been 

covered within the previous IEC 61850 10 parts first 
version as illustrated in Fig1. 

 
Fig 1. Logical interfaces between substation A and substation B 
 
Where interfaces (IF2, IF11) share the same 
characteristic of data exchange between substations 
upon protection, automation and control distributed 
functions. 
IEC/TR 61850-90-2 report considering the 
communication between the substations and the 
control centers which is under preparation. The third 
report from the series is IEC/TR 61850-90-3:2013 
considering the communication networks and systems 
for power utility automation using IEC 61850 for 
condition monitoring diagnosis and analysis.  
Consequently, IEC/TR 61850-90-4:2013 provides the 
engineering guide line for communication considering 
the local area network limited to the requirements of 
IEC 61850 based SAS. Where, IEC/TR 61850-90-
5:2012 provides the ability to exchange digital status 
and synchronous phasor measurements over a wide 
area monitoring protection and control (WAMPAC) 
among different phasor measurement units PMUs and 
control center. The synchronous phasor measurements 
data content and use is defined by the IEEE C37.118, 
while the exchanging concept is complaint with the 
IEC 61850 definitions as illustrated in Figure 2. 
 

 
Fig 2. General Service mappings [7] 

 
IEC/TR 61850-90-5 [7] supports the synchro-phasors 
real-time exchange of measurements technical 
requirements that had been defined within the IEEE 
C37.118 standard by implementing the previously 
defined IEC 61850 protocols (GOOSE, SV). 
However, IEC/TR 61850-90-5 defines new routable 
mechanism through the new routable control block for 
the GOOSE and SV which are RG and RSV 
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respectively. The mapped data by RG and RSV 
control blocks are encapsulated in a session protocol 
data unit (SPDU), which the included data sets, may 
contain information other than just the synchro-
phasors measurements. The encapsulated data is 
transmitted via the multicast UDP/IP services that 
improve the delivery priority through implementing 
the Differential Service Control Protocol (DSCP). The 
DSCP limits the probability of delivery packets lost 
upon the router congestion, by adding the priority 
tagging to the delivered packets. Consequently, 
according to the IEC/TR 61850-90-5 specifications, 
“source filtering” through the Internet Group 
Management Protocol Version 3 (IGMPv3) was 
specified. The IGMPv3 enables the subscriber hosts to 
register on a router and assign which group they want 
to receive multicast traffic from. As a result, the 
router does not need to deliver the packets over all the 
available paths, however, it determines the 
appropriate dedicated paths upon the registered 
subscriber hosts that improve the multicast delivery 
mechanism. Whereas, IEC/TR 61850-90-5 security is 
provided through the “perfect forward” security upon 
the encrypted key rotation between the publisher and 
the subscriber, the subscriber announced beforehand 
about the next key rotation and the subscriber needs to 
detect the synchronization status with the current key. 
Now at this point, IEC/TR 61850-90-12 had been 
published in 2015, which provides definitions, 
guidelines and recommendations upon the existing 
standards and protocols for the WAN communication 
engineers. It considers the inter substation 
communications, substation-to-control center and 
inter control center communications. Moreover, 
different issues related to Utilities communication 
over WAN such as topology, redundancy, jitter and 
QoS have been addressed, which may facilitates 
understanding the technologies, and integrating of 
different selected components through the conduct 
testing. 
 
III. LIGHTWEIGHT IMPLEMENTATION OF 
IEC 61850 
 
Although IEC 61850 standards offering many 
benefits, research and development tasks can be more 
costly and time consuming. However, the IEC 61850 
implementation complexity may reduce based on the 
availability of the open source library upon various 
solutions [8], [9]. Those solutions are automatically 
generating the low-level machine code required for 
the IEC 61850 functions implementing within 
different operating systems. Embedded open-source 
operating systems running on micro-controller 
become more increasingly popular in both industrial 
and academe sides, since, in general offering a high 
stability, networking ability and extremely affordable 
price. 
According to the implementation of the open-source 
libiec61850 library, communication among the DG 

unit controllers is done on top of the MMS protocol in 
standard C language. Moreover, it supports the intra-
substation GOOSE and SV communication protocols 
and all useful services of the IEC 61850 standards by 
generating C code from the available SCL file. It 
provides a server and client library that includes 
varies files with a predefined functions such as 
“IedServeriedserver = IedServer_create( )” to create a 
server, “IedConnection_connect( )” to connect a 
client. Those functions take arguments based on the 
preassigned variables and parameters. 

In this paper DG unit controllers are implemented 
as IED devices running the IEC 61850 severs and 
clients using the libiec61850 library. This solution 
provides the data in accordance to the IEC 61850 
standards data model. These data model can be 
accessed and manipulated through different IEC 
61850 clients such as another DS (embedded Linux 
micro-controller), COM600, IEDScout etc. over 
various communication system networks and 
technologies. One of the most dominated distributed 
communication network globally is the Internet that 
may link most of the distributed systems in the future. 
It has no centralized decision maker based on 
implementation or policies for access and usage, 
were, data can be exchanged among distributed 
systems almost anywhere regardless to the 
communication medium.  
 
IV. CASE STUDY WAMPAC SYSTEM 
 
Since, IEC/TR 61850-90-5 defined the RSV and RG 
over the Internet and specifies the communications 
requirements for the various applications and 
protection functions data flow end-to-end jitter. Those 
communications requirements must be less than the 
time interval between the successive receiving packets 
and vary upon the different applications. For instance 
wide area controls end-to-end jitter had been assigned 
to be within the range of 50ms to 500ms.  
Upon the wide area controls (LoM) application data 
need to be exchanged between one or more 
monitoring stations (DS) and the data concentrator 
(DC). Where, this data can be used to detect the 
islanding status and prevented in which that facilitates 
the safety and achieved the deregulation laws. 
Therefore, to address the lack of adequate information 
referring the long term versatility of the round trip 
times on the Utilities communication systems network 
and achieve IEC/TR 61850-90-5 communications 
requirements, a set of distribution systems were 
deployed and connected through different Internet 
access points.  
For the first test, various embedded DG unit controller 
running based on the IEC 61850 standards had been 
linked by using the Virtual Private Network (VPN). 
VPN virtualized the Wide Area Network (WAN) in 
which that the DG unit controller stations see each 
other as though they were connected to a Local Area 
Network (LAN). Freeware “LogMeIn Hamachi” 
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software VPN tool has been used in this step. It is 
stated to implement strong algorithms to secure and 
authenticate the data, has the ability to link stations 
that are behind NAT firewalls and is intended as a 
zero configuration VPN.  
These linked embedded DG unit controller stations 
share the control information with the data 
concentrator DC as illustrated in Figures 3,4. Each 
distributed stations are connected to the WAN over 
different Internet access technologies and speeds such 
as (3G, University network, 1Mbit/s, 100Mbit/s) 
respectively.  
Microsoft ping command is used to ping the 
distributed stations, were the pinging packets length 
are assigned based on the IEC/TR 61850-90-5 
specifications 1525 bytes. The pinging 
packetsimmolate the high speed message 
protocolsroutable GOOSE (RG) and SV (RS). 
 

 
Fig 3.WAMPAC System Platform 

 

 
Fig 4. DSs within the WAMPAC communications 

 

 
Fig 5. DS linked to DC over the Utilities communication 
network using the M2M preassigned static IP address 

 
Comparison between different communications 

system networks channels need to be made. Since, the 
communication data packets are transmitted by 
Internet protocol in which that makes no deterministic 
about the delivery of the packet. The packet may face 
different delay and arrive late, with error, out of 
sequence, different copies or missing. The results for 
the both tests are illustrated in Figures 6,7. Those 
results representing the round-trip time involved in 
transmitting the packets over the communication 
network channels in a TCP/IP packets. The VPN tool 
is responsible for encryption and encapsulating the 
packets in a UDP packets and deliver over the Internet 
to their destinations. In the reviver side TCP and UDP 
farming are extracted, decrypted and echoed 
backward to the sender 

 
Fig 6. Probability histogram of the round-trip times between 

DC and DS. 

 
Fig 7. Probability CDF of the round-trip times between DC and 

DS. 
 
It is apparent that the communication channels had 
different arrival times were by visual inspection they 
exhibit the distinct bi-model nature as illustrated in 
the histogram Figure 6. The high number of columns 
in the far left represent the times that the channel are 
lightly loaded and the few number of columns on the 
right represent the times that the channel are highly 
loaded when the channel are used for Peer-to Peer 
activities.  The University network and the M2M 
network would appear to be the favorable 
communication channels since 99% and 97% of the 
round-trip times respectively are less than 1000ms 
which is the target of each channel studied. This 
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1000ms is based on the wide area controls end-to-end 
jitter that had been assigned by IEC/TR 61850-90-5 to 
be within the range of 50ms to 500ms for one way 
communication. Moreover, packet loss for the 
university network is 0% and for the M2M is 16% in 
which that can be tolerable for the wide area control 
application. However, for the 3GDlink router 
communication network channel 94.5% of the round-
trip times are less than 1000ms and packet loss are 
35% as illustrated in the probability Cumulative 
Distributed Functions (CDF) Figure 7. This high 
packet loss cannot be tolerable since the wide area 
controls based on the IEC/TR 61850-90-5 has a high 
sensitivity to the packet loss aas assigned within the 
IEC/TR 61850-90-5 standard. 
 

 
Fig 8. DG unit controller(DS) running based on the IEC 61850 

standards has been used to control the contactor over the 
wireless Internet communication network 

 
CONCLUSION 
 
This paper had presented the implementation of the 
IEC \TR 61850-90-5 specifications upon the LoM 
function and reconnecting application within the wide 
area monitoring protection and control (WAMPAC). 
Favorable Internet communication channel had been 
identified based on the achieving of the IEC \TR 
61850-90-5 specifications that the round-trip should 
be less than the 1000ms and within the high 

sensitivity to the packet loss. Where, real-time 
application over the Internet protocol is expected to be 
more and more high quality upon the fast ongoing 
developments within the telecommunication 
technologies. Reducing complexities of the IEC 
61850 standards in the research and development 
sector by implementing the Lightweight of the IEC 
61850 standards concept using the native IEC 61850 
DG unit controller stations based on the different 
open-source libraries 
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