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Abstract: This paper treats a transmitted data security enhancement by physical layer transmission scheme in device-to-
device (D2D) direct communications underlaying cellular networks. We assume that a D2D transmitter sends its data to a 
legitimate D2D receiver by reusing the frequency resources that are allocated to the cellular uplink transmission between a 
cellular user and a base station. We consider a wiretap channel where there is a single eavesdropper that attempts to overhear 
the D2D transmitted signal. In order to prevent the eavesdropper from decoding the D2D signal and to enhance the physical 
layer security, we propose to apply a precoding vector at the D2D transmitter. Through the simulation, we show that the 
secrecy capacity can be improved by applying the appropriate precoding vector at the D2D transmitter. 
 
Index Terms: Physical layer security, multiple antenna transmission, precoding, device-to-device communications, secrecy 
rate, eavesdropper, wiretap channel. 
 
I. INTRODUCTION 
 
Traditionally, the security of the data transmission 
has been ensured by the key-based enciphering 
techniques at the network layer [1]. In the past, it was 
very difficult to decipher the encrypted data without 
the knowledge of the secret key because of the 
computational complexity. However, as the hardware 
technologies improve dramatically, it has been 
feasible to decipher the encrypted data.Recently, in 
order to solve this security problem, physical layer 
based security enhancement schemes has received a 
lot of attention [2-4]. 
Device-to-device direct communications undelaying 
cellular networks has a lot of advantages such as 
increased spectral efficiency and reduced 
communication delay. In the D2D communications, a 
mobile user transmits its data to the desired receiver 
without going through the base station [5-7]. 
We consider a wiretap channel where there is a single 
eavesdropper that attempts to overhear the data 
transmitted by the D2D transmitter [8]. 
In this paper, we propose a physical layer security 
enhancement scheme in D2D communications 
underlaying cellular networks by applying a 
precoding vector at the D2D transmitter. 
 
II. SYSTEM MODEL 

 
Figure 1 shows a system model that we consider in 
this paper. We assume that there is one eavesdropper 
that is trying to overhear the transmitted signal from 
the D2D pair. In the figure, BS, CU, and ED mean a 
base station, a cellular user, and eavesdropper, 
respectively. Also, DU-T and DU-R that compose of 
a D2D pair represent D2D transmitter and D2D 
receiver, respectively. 
In this paper, we assume that the D2D pair reuses the 
frequency resources allocated to the cellular uplink 
transmission between CU and BS. The vectors CBh , 

CDh , and CEh  mean the channel vectors from the CU 
to BS, DU-R, and ED, respectively. The vectors DBh , 

DDh , and DEh  represent the channel vectors from the 
DU-T to BS, DU-R, and ED, respectively. 
In the figure, CU transmits its data Cx to BS by using 
an allocated frequency resource CBR  and the 
transmitted signal of Cx  works as an interference 
signal to DU-R. The ED can overhear the transmitted 
signal of Cx . However, in this paper, we are not 
interested inthe overhearing problem of the CU data 

Cx . The DU-T transmits its data Dx  to DU-R by 
reusing the frequency resource CBR of the cellular 
uplink at the same time.The transmitted signal of Dx  
works as an interference signal to the BS. The ED 
tries to overhear the signal of Dx . 
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Figure 1:  System Model. 

III. PROPOSED SCHEME 
 
In order to prevent the ED from overhearing the 
signal of the D2D pair and to improve the security of 
the signal, we use precoding scheme by means of the 
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multiple transmit antenna. In this way, we improve 
the physical layer security.  
A multiple transmit antenna based precoding vector is 
applied at the DU-T. As a performance metric for 
designing the precoding vector, a secrecy capacity is 
used. The secrecy capacity is defined as the capacity 
difference between the desired channel capacity and 
the wiretap channel capacity where wiretap channel is 
the one from the DU-T to the ED. The desired 
channel capacity is the sum capacity of the cellular 
uplink capacity and the D2D link capacity. 
In order to calculate the secrecy capacity, we first 
find the signal-to-interference plus noise ratios 
(SINRs) at the BS, DU-R, and ED. Then, the cellular 
uplink capacity, D2D link capacity, wiretap channel 
capacity are obtained by using the SINRs.Finally, the 
precoding vector for the DU-T is designed by finding 
the vector that maximizes the secrecy capacity. 
 
IV. SIMULATION RESULTS 
 
We have performed computer simulations to evaluate 
the performance of the proposed scheme. We used 
the secrecy capacity for the performance metric. For 
simplicity, we assumed that CU and DU-T are 
equipped with M=2 transmit antennas each and BS, 
DU-R, ED are equipped with single receive antenna. 
It is not difficult to extend the results obtained in this 
paper to the multiple receive antenna cases. For each 
channel vector, a complex white Gaussian channel is 
used where each element of the channel vector is 
generated by a complex Gaussian random variable 
with zero mean and unit variance. 

Figure 2 shows the secrecy capacity 
performanceaccording to the received signal-to-noise 
ratio (SNR) at the DU-R. 
 
CONCLUSION 
 
In this paper, we treated the physical layer security 
improvement scheme in the wiretap channel when 
D2D pair reuses a frequency resource allocated to the 
cellular uplink transmission and there is a single 
eavesdropper. In order to prevent the eavesdropper 
from overhearing the transmitted signal of the D2D 
transmitter and to improve the secrecy capacity, we 
have proposed to apply the precoding vector at the 
D2D transmitter by using the multiple transmit 
antennas.From the simulation results, we showed that 
the secrecy capacity can be improved by using the 
precoding vector at the D2D transmitter. 

 

 
Figure 2: Secrecy capacity performance comparison according 

to the precoding vectors 
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