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Abstract— This paper gives a proposal for preventing robbery in self-service banks. This proposal must need to authenticate 
the person using the self-service banking machine. Before entering into the ATM premises, the person has to be 
authenticated by vehicle engine number or the mobile IP address that they are using permanently, or incase inform the bank 
authorities if changed. Once the ATM card is accessed, the user operates the ATM machine, a face detector is placed in the 
machine which will recognize the distinct feature of the users face and if the database is matched with the bank details, even 
the time limit will be displayed on the screen. If the user does not do the transaction on specified time, the ATM door 
premises will get automatically closed. A safety access button is provided at the door step for the person to come out.  
 
Index Terms— Authenticated, Self-service banking, Face detector, Database. 
 
I. INTRODUCTION 
 
Security is one of the major issue in today world. 
Security providing to the treasure at the public place 
is even more challenging job. Since in today’s routine 
life usage of vehicles and mobiles are most rapidly 
growing. The usage of mobiles and vehicles can be 
implemented for the protection of the various self-
service systems. This can be implemented by using 
the unique identification given to the each product, a 
face recognisation system which has to match the 
database for the banking system.  
 
Once the unique features of the person is identified 
the account information, can give access to the user. 
This implementation is done to trace the person 
exactly where he is actually travelling or from where 
exactly he is travelled from to make the system more 
secure we are implementing a time system which 
means the time is set for the transaction takes place 
based on the standard account settings and the 
amount specified for the withdraw will be calculated 
and time is set for the total transaction takes place. In 
prior, so the user once the time is known the user will 
have the further processing. To make the security 
system more privacy oriented face detection is used. 
Once the face is detected the information of the 
database is searched from the banking authorities and 
the transaction will be processed in safe and more 
secure can be implemented. 

 
II. SYSTEM ANALYSIS 

 
The system design explains about basic security at the 
first level, second level is the privacy. Security is 
provided at the foot stepping into the premises. The 
designed component has to be able to accept the 
unique number of which can be either the mobile IP 
address or the vehicle engine number. 

 
A. Ensuring Security & Tracking 

 
Fig 1: Security at the door step 

 
This verification ID is used for tracking the vehicle. If 
necessary to get any details about the user for 
previous transaction for any particular information. 
This component helps in tracking the person and 
stops them immediately. In this system we are trying 
to implement the real time GSM/GPS based tracking 
system on GSM mobile phone which will lock the 
speed of that particular vehicle which needs to be 
tracked and to be under control. 

 
B. Ensuring Privacy 
Second component of the system is the face  
recognition. This is used to improve the privacy of 
the transaction. Privacy is ensured by the face 
detection. Once the face detected, this is matched 
with the database of the bank account and the details 
of that user bank details is provided. Once after the 
details are given the user can access to his account 
and do the transaction. 

     
Fig 2: Flow diagram used to ensure privacy using face 

recognition 



International Journal of Industrial Electronics and Electrical Engineering, ISSN: 2347-6982 Volume-4, Issue-11, Nov.-2016 

Secured Entry and Face Detection Privacy to Prevent Robbery in Self-Service Banking System 
 

32 

III. COMPLETE MODEL DESIGN 
 
Complete model depicts overall system 
implementation and execution which consists of 
security and privacy for any transaction and self-
service system. This model design contains tracking 
system initially which is useful to know previous and 
current traversal of the user based on the unique 
identification given at this level of security further the 
user can be tracked based on the unique ID specified 
at this security level. Once the security system 
accepts the unique ID after the computation if it turns 
out to be a valid ID, further processing takes place 
that is, the system request the user to enter the 
amount to be transacted to the account.  
The request for the transaction amount needs to be 
given as input to the system which in turn, system 
specifies the time given to the complete transaction to 
be completed in a standard time. Once the time is out 
the doors of the machine is automatically shut which 
ensures that any person is not supposed to get into the 
ATM without all these verifications for further 
security purpose. 
 
At the critical condition, which means if an 
authorized person is unable to exit the premises then 
a safety secure is given. Once the user is in such a 
situation the information about this critical condition 
is sent to the main bank server through the wifi which 
is from the machine premises. The admin at that 
location can unlock the door remotely with the key 
provided to the administrator of the bank through the 
safety measures the user can exit the premises once 
the person is proved to be authenticate. Since the 
critical condition is quite time consuming for the 
communication to take place from the premises to the 
bank, an additional alert is provided to the user 
through a beep sound which indicates that the user is 
left with two minutes to complete his transaction. 
This alert helps the user from not getting into the 
critical condition.  

 
IV. SYSTEM IMPLEMENTATION 
 
The security system first request for the unique ID to 
be entered that unique ID specification is recorder of  
further information to be tracked such as to track the 
user if necessary. Once the data is recorded the 
system request for the amount needed for the 
transaction has to be specified so as to calculate the 
time required for the complete transaction to be 
completed along with the time required for the face 
detection and recognition along with the delay the 
approximated delay which can take place while 
detecting the face of the account holder. The average 
time is given sufficient enough to complete the 
overall transaction without any interruption. 
 
The privacy is maintained by using the face detection 
technique. The camera is installed to the monitor of 

the machine. Once the user overcomes the first 
security level, monitor displays the options that are 
mandatory for the user to complete all the process 
before transaction to be taken place. The first option 
is to capture the image of the user. After the image is 
captured, it is processed in the face recognition and 
detection, the user is verified if he is an account 
holder of the bank. Based on the image capture, the 
image is checked the database of the bank account 
holders. Once the database of the captured image is 
matched with the database, the user is authenticated 
and verified.  
 
Since the user is authenticated through the face 
recognition process, now the user has sufficiently 
authenticated to use the transaction of the bank. The 
second option is as usual the transaction takes place 
through the authenticated pin code given by the bank 
authority that is, the pin code along with the card that 
they wish to use for the transaction to be processed. 
When the transaction is happening the user is given a 
beep message which indicates the user has to 
complete his transaction as fast as possible. Since the 
time given to the user is running out. This alert helps 
the user to know that the transaction has to be 
completed as soon as possible else they may get into 
the critical condition. Even in the worst condition the 
authenticated user may not have to worry about 
getting locked in the machine premises consist of a 
safety secure emergency button. In emergency cases 
the authenticated user will take the help of this 
service which gives the user a service to 
communicate with the bank authority so that it cannot 
be a critical condition for the user as they are secured 
by the bank authority, the authority will have a 
specified key which can be used to rescue the 
authenticated user. Administrator of the bank can 
operate the door at the particular location by giving 
the command to the service through the wifi present 
at that ATM premises. As soon as the transaction is 
completed the user can leave the premises. The next 
transaction can be continued by the next user. This 
process goes on for n number of users for transaction. 

 
CONCLUSION 
 
This proposed paper tries to prevent robbery from the 
self-service banks making it advanced secure and 
privacy is also concerned. This technique of 
implementing in self-service systems makes the 
public feel safe and secure to access the transaction 
service provided. This mainly prevents unauthorized 
user to enter into the premises without any 
authentication given for the verification and further 
tracking of the user. This also prevents non-account 
holder to perform any illegal operation in the self-
service. This type mechanism of using this security 
system will prevent the unauthorized person from 
entering into the machine premises for illegal 
practice. 
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