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Abstract— Now a days, there is large growth in use of multimedia applications such video conferencing, video telephony, 
stream video/audio online etc. These types of applications need the large storage and high bandwidth to transmission through 
the network. So for the purpose of highly secure and safe data transmission and privacy, there is needed to be encryption of 
digital video. During the encryption of video, the additional data hiding process can be performed and provide the 
authentication. In this paper proposed scheme is the secure data transmission with directly hiding data in the encrypted 
version of H.264/AVC video is presented, which includes different parts are H.264/AVC video and data encryption, data 
embedding and data extraction. The video properties are analyzed with the codewords of IPMs, the codewords of MVDs, 
and the codewords of residual coefficients. The content owner can encrypts the original H.264/AVC video stream with 
encryption keys to produce encrypted video stream and the code word substitution for the data embedding purposes. To 
increase the security and to improve the performance of data Blowfish algorithm is used for encryption with secret-key 
which is taken as input from Arduino.  Without knowledge of the content original video, a data hider may embedded extra 
data with the encrypted domain by using codeword substitution technique. Data extraction can be done either in the 
encrypted domain or in the decrypted domain, in order to adapt to different application. Furthermore, video file size is 
strictly preserved even after encryption and data embedding. 
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I. INTRODUCTION 
 
There are different available technologies which 
provide the highly efficient computation and large-
scale storage solution for video data is cloud 
computing [1]. The security of data in a cloud 
networking is critical and it is very important to 
maintain the security like confidentially, integrity and 
the availability over the cloud network as well as the 
other networks. The most popular used standard 
[2]for video is H.264/AVC (Advanced Video 
Coding), gives the higher efficiency in video 
encoding.  
 
To improve the security and privacy concerns with 
cloud computing, the capability of performing data 
hiding directly in encrypted H.264/AVC video 
streams would avoid the leakage of video content. 
The additional information can be embedded into an 
encrypted version of an H.264/AVC video by using 
data hiding technique. The security and privacy can 
be protected, with the hidden information without 
knowing the original content which may design for 
the efficient compression performance and in the 
rate-distortion efficiency in comparison with the 
existing standards. This technology can be used for 
many important applications such as the personal 
information into the corresponding encrypted videos 
to provide the data management capabilities in the 
encrypted domain, when medical videos or 
surveillance videos have been encrypted for 
protecting the privacy of the people. 
 

 
 
Fig.1 shows general block diagram of data hiding 
process which illustrate the process of information 
insertion in original video to achieve the specific 
features. The secured data hiding is [3] the 
confidential data transmitting though the secure 
channel. In today’s life video is common form of 
entertainment and the videos are complex than audio 
and images. There are various methods of adding 
extra or hiding secret data with audio, video or both. 
This paper proposes the method of secret data hiding 
in the group of pictures or video frames and 
transmitting it with video as cover. The data 
embedded in the video frames is encrypted using 
Blowfish algorithm with secret key which taken as 
input from Arduino. Thus we use the dual security for 
the data hiding and so no one intercepted that except 
expected receiver. It becomes very difficult to 
attacker to detect or receive the secret data.However, 
for the requirement of application, it is necessary to 
perform data hiding directly in the encrypted domain. 
One of the most widely used data hiding technique in 
H.264 AVC is the codeword substitution [1]. This 
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proposes a scheme to embedded secret data directly 
in compressed and then encrypted H.264/AVC bit 
stream. Firstly, by analyzing the property of 
H.264/AVC codec, the code words of IPMs, the code 
words of MVDs, and the code words of residual 
coefficients are encrypted with a stream cipher. Here 
the codewords of video are replaced by another set of 
codewords without knowing the original contents of 
video. In this paper section II illustrates the related 
work, the proposed method explains in section III. 
Section IV shows the result analysis of proposed 
method and section V concluded the paper. 
 
II.   RELATED WORK 
 
Recently, there have been so many video encryption 
and data hiding techniques used.The authors [2] T. 
Wiegand, G. J. Sullivan, G. Bjontegaard, and A. 
Luthra  gives the overview of the H.264/AVC video 
coding standard. The main aim of the H.264/AVC 
standardization effort have been enhanced 
compression performance and provision of a 
“network-friendly” video representation with 
“conversational” (video telephony) and “non-
conversational” (storage,broadcast, or streaming) 
applications. 
The author P. J. Zheng and J. W. Huang explains 
Walsh-Hadamard transform (WHT) [4] is fast 
algorithm in the encrypted form, water marking 
scheme with Paillier cryptosystem, which is 
particularly suitable for the applications in the 
encrypted form for its transform matrix consists of 
only integers. But using Paillier cryptosystem the 
encryption of an original image results in a 
processing time. 
The author [5] B. Zhao, W. D. Kou, and H. Li 
proposedeffective watermarking scheme in the 
encrypted form  for buyer-seller watermarking 
protocol using Paillier cryptosystem, which improves 
the both repudiation issue and framing issue. This 
system based on the security requirements of buyer-
seller watermarking protocols. 
Zhenxing Qian, Xinpeng Zhang [6] proposed scheme 
of reversible data hiding in encrypted images using 
distributed source coding. Using this method the idea 
of DSC, the proposed method substantially increases 
the payload as compared with the existing VRAE 
(vacating room after encryption) methods. 
W. Puech, M. Chaumont, and O. Strauss [7] have 
been proposed the method of “A reversible data 
hiding method for encrypted images” with large 
capacity, to remove the embedded data while the 
decryption step. 
A. V. Subramanyam, S. Emmanuel, and M. S. 
Kankanhalli [8] proposed robust watermarking of 
compressed and encrypted JPEG2000 images, 
algorithm to watermark JPEG2000 compressed and 
encrypted images. This technique embeds watermark 
in the compressed-encrypted domain, the extraction 
of watermark can be done in the decrypted form. 

S. W. Park and S. U. Shin [9] explains the combined 
scheme of encryption and watermarking in 
H.264/scalable video coding (SVC), which provides 
provide the access right and same time provides the 
authentication of the video content. The author 
proposed an efficient selective encryption scheme 
which encrypts the intra prediction modes of 4x4 
luminance block, the sign bits of texture, and the sign 
bits of MV difference values in the inter frames. The 
proposed encryption scheme keeps the format 
compliance and has time efficiency. But the proposed 
watermarking scheme has a little bit-overhead, but 
the degradation of the visual quality doesn’t occur. 
 
III. PROPOSED METHOD 
 
In this section, scheme of data hiding [1] in the 
encrypted version of H.264/AVC videos is presented, 
which contains three parts, i.e., H.264/AVC video 
encryption, data embedding and data extraction. The 
content owner encrypts the original H.264/AVC 
video stream using standard stream ciphers with 
encryption keys to produce an encrypted video 
stream. Then the data-hider can embed the additional 
data into the encrypted video stream by using 
codeword substitution method, without knowing the 
original content of video. At the receiver end, the 
hidden data extraction can be completed either in 
encrypted or in decrypted version.  
A scheme of data hiding directly in the encrypted 
form of H.264/AVC video stream is proposed, which 
contains three parts:- 
i) H.264/AVC video encryption 
ii) data embedding and 
iii) data extraction 
 

 
Fig. 2 General Block diagram of proposed method 

 
3.1. Video and Data Encryption 
Encryption is one of technique used for compressing 
the digital file, which compresses file by reducing or 
removing the redundant video files. Then this 
compressed digital file can easily store or 
transferred.According to the analysis by S. G. Lian, 
Z. X. Liu, Z. Ren, and H. L. Wang [10]   the 
H.264/AVC encoding is reasonable while encrypting 
both spatial information (IPMand residual data) and 
motion information (MVD). 
In this proposed method the encryption is based on 
IPMs (Intra Prediction Mode), MVD (Motion Vector 
Difference Encryption), and residual coefficients. We 
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encrypt the codewords of IPM, codewords of MVD 
and the residual coefficients.The encrypted bit stream 
is still H.264/AVC compliant and can be decoded by 
any standard-compliant H.264/AVC decoder, but the 
encrypted video data is treated completely different 
compared to plaintext video data. For data security 
purpose the data is encrypted with blowfish algorithm 
[11], which is symmetric block cipher that can be 
efficiently used for encryption and safty of data. 
Blowfish is a Feistel network block cipher with a 64 
bit block size and a variable key size up to 448 bits 
long. 
Actually, to construct the encrypted image, the first 
stage can be classified into three steps: image 
partition, self reversible embedding and image 
encryption. The encryption of video requires the 
scheme to be time efficient to meet the real time 
requirement. In this paper, an H.264/AVC video 
encryption scheme provides the good performance, 
efficiency, security. The property of H.264/AVC 
codec analyzing by IPMs, MVDs, and residual 
coefficients are encrypted. In this proposed scheme 
encryption of the codewords of Intra Prediction 
Mode, the codewords of Motion Vector Difference, 
and the codewords of residual coefficients. 
 

 
Fig. 3 Diagram of Video Encryption and Data embedding 

 
 Intra Prediction Mode (IPM) Encryption 
There are different intra prediction modes available. 
In this encryption IPMs in the Intra 4x4 luminance 
block is used which predicted from its spatially 
neighboring [1] samples. It is used to reduce or 
remove the redundancy with the adjacent frame. 
 
 Motion Vector Difference Encryption 
Motion vectors are used to protect both the motion 
information and the texture information. The Exp-
Golomb entropy coding [12] is the basic  of motion 
vector encryption, in which last bit of the codeword is 
encrypted encrypted by applying bitwise X-OR with 
the pseudorandom sequence. 
 
 Residual Data Encryption 
The residual data should be encrypted for high 
security purpose. The characteristics of code words 
presented for the encryption of residual data. In 
H.264/AVC the quantized coefficients of a residual 
block is encode with CAVLC entropy coding [13]. 

3.2. Data embedding 
The proposed data embedding is accomplished by 
substituting eligible codewords in the encrypted 
bitstream of H.264/AVC. After video decryption the 
embedded data has to be invisible to a human 
observer. The code word substitution method is used 
for data embedding. 
Step1- For the security enhancement, the additional 
data is encrypted with the chaotic pseudo-random 
sequence to generate the embedded sequence. The 
sequence P is generated by using logistic map with 
the data hiding key. It is very difficult for anyone 
who does not retain the data hiding key to recover the 
additional data. 
Step 2- The codewords of Levels are obtained by 
parsing the encrypted H.264/AVC bitstream. 
Step 3- If current codeword belongs to code spaces 
C0 or C1, the to-be-embedded data bit can be 
embedded by codeword substitution. Otherwise, the 
codeword is not change. 
 
3.3. Data Extraction 
The hidden data can be extracted either in encrypted 
or decrypted domain, as shown in Fig. 4. Data 
extraction process is fast and simple. 
 

 
Fig. 4 Diagram of Data extraction and video display 

 
As the data extraction process is totally independent 
from image decryption, therefore two different 
practical applications. 
3.3.1. Extracting Data from Encrypted Images: To 
manage and update information of images which are 
encrypted for protecting data privacy, an inferior 
database manager can only get access to the data 
hiding key and have to manipulate data in encrypted 
domain.  
3.3.2. Data Extraction and Image Restoration: 
After generating the marked decrypted image, the 
owner of content can further extract the data and 
recover original image. This process is similar to that 
of traditional RDH methods. 
 
3.4. Data security 
In this proposed scheme encryption methods IPM, 
MVD and residual coefficients are used which keeps 
perceptual security of the encrypted video. This 
technique gives cryptographic security and perceptual 
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security. At the same time for enhanced security 
purpose we can use the key for encryption and 
decryption process, so that unauthorized person 
cannot access the video file or data. 
 
IV. RESULTS 
 
PSNR (Peak Signal to Noise Ratio), is widely used 
objective video quality metric. So the PSNR are used 
to evaluate the perceptual quality of the video, which 
illustrate the video quality between the original video 
and the video after extraction and encryption process. 

 
Table-1 Embedding capacity and PSNR values [1] of 

different Video 

 
 

Table-2 Comparison of Different Existing Methods 
with Proposed Method Based On Time 

 
 

Table-3 Comparison of Different Videos with 
Embedding capacity variation and PSNR 

 
 
The visual quality of the decrypted video containing 
hidden data is expected to be equivalent or very close 
to that of the original video which is shown in Table 
1 that is comparison of PSNR. By modifying the 
compressed bit stream to embedded additional data, 
the most important task is to maintain perceptual 
transparency, which refers to the modification of bit 
stream should not degrade the perceived content 
quality.  
 
CONCLUSION 
 
Data hiding in encrypted video is a new technology 
that has started to cause attention due to the storage 

and privacy requirements from cloud server network. 
In this paper, an algorithm to embed additional data 
in encrypted H.264/AVC bit stream is presented, 
which includes the video encryption, data embedding 
and data extraction stages. The algorithm can keep 
the bit-rate exactly even after encryption and data 
embedding, and is simple to implement as it is 
directly performed in the compressed and encrypted 
form, i.e., it does not require decrypting or partial 
decompression of the video stream by making it ideal 
for real-time video applications [1]. The data-hider 
can embdded some additional data into the encrypted 
bitstream using codeword substitution, even though 
without knowing the original video content. 
Furthermore the data hiding process is completed 
entirely in the encrypted domain, so can preserve the 
confidentiality of the content completely. With an 
encrypted video containing hidden data, data 
extraction can be carried out either in encrypted or 
decrypted domain, which provides different practical 
applications. The proposed encryption and data 
embedding scheme can preserve file-size. Thus there 
are so many  applications by data hiding in encrypted 
domain such as Content authentication , Copyright 
Protection, Broadcast monitoring, Finger printing, 
Metadata binding, Covey communication. 
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