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Abstract— ESD (Electrostatic Discharge) is the most often observed event. In a case of electronic devices, the effect of 
ESD is the savior. ESD can affect the passive components, ICs (Integrated Circuits) or even the entire system (electronic 
device). This paper focuses on analyzing the already existing ESD protection circuits at different stages in electronic devices 
starting from IC stage and ends on system level ESD protection. When considering ESD protection at the IC level it is 
comparatively easy to protect. But it is not necessary that having ESD protection can completely protect an IC when the IC is 
mounted on a PCB to make an electronic device. Hence, starting from IC to the entire system how the approach of ESD 
protection is developed is explained in this paper. Also, this paper will compare different ways to protect a device from ESD 
issue and will state the trade-off factors in ESD protection. 
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I. INTRODUCTION 

 
ESD stands for Electrostatic Discharge, ESD is a 
natural phenomenon. In day to day life also we 
observe the effect of ESD e.g. sometimes a jerk felt 
on hand on touching the car handle in a cold winter 
night is an example of ESD. In the early time of 
electronic advancement ESD was not countered as an 
event. But as the technology advanced and electronics 
resulted in to formation of an IC in the early 60s. As 
the size of the IC reduced and as the technology 
improved the ESD effect became catastrophic. ESD 
as a natural phenomenon was known for a long time 
but its effect on electronic devices was observed as 
the electronics industry begin to develop [1]. ESD 
can occur in 2ways through direct discharge and 
through indirect discharge [1]. The direct discharge 
occurs if the ESD current is directly applied on the 
victim device. Whereas indirect discharge event 
occurs when the ESD current is conducted by a path 
in vicinity of the victim and due to the fields 
generated by the nearby path the victim receives 
induced current resulting in to malfunction of the 
victim device [1]. The failure effect caused by ESD 
issue on the electronic devices are categorized in to 
2types viz. soft failure and hard failure [13]. Soft 
failure means the electronic device is temporarily 
damaged and it can regain its normal functioning. 
Whereas hard failure means that the device or the 
component is permanently damaged and cannot 
regain the normal functioning again and needs to be 
replaced. The ESD failure issue also depends on the 
environmental factors such as relative humidity, body 
capacitance, body resistance etc. 
 
To avoid damage due to ESD, the ESD protection is 
provided at different stages in designing a system. 
The basic ESD protection is at the I/O pins of an IC 
to protect the IC from ESD failure. 

II. SYSTEMATIC APPROCH FOR ESD 
PROTECTION 
 
To protect a system against ESD issue, there is a need 
of systematic approach. To protect against ESD the 
system should be protected from outside to inside. 
That means the protection should be so strong form 
outside of the system that ESD cannot enter inside. 
But then it is difficult to achieve such system. Hence 
considering that the ESD has entered inside the 
system then the protection should be provided such 
that once the ESD enters in, it should receive least 
resistance path and should be grounded. Suppose 
despite of system ground the ESD enters through 
external ports such as USB or HDMI then in that case 
the protection should be made available to the board 
itself. Also based on protection priority ICs are also 
given ESD protection. The same approach of ESD 
protection is explained in the figure 1 below: 
 

ESD protection stages

Protect the system 
externally

Provide efficient system 
ground

Provide ESD protection 
for external ports to 

protect the PCB

Provide ESD protection 
to IC

 
Fig. 1. Systematic Approach for ESD protection 
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III. ESD PROTECTION STAGES 
 
Fig. 1 shows the stages of ESD protection considered 
in designing an entire system. As we know even a 
small crack on a plastic cover or even a small gap on 
the surface can be responsible for ESD discharge. 
Suppose entire system (any electronic device) is 
protected from ESD effect but over the period of time 
the user may end up damaging the external protection 
of the system by accidental dropping or damaging by 
mishandling of the system. In such cases even though 
the system was manufactured with ESD protection at 
system level still without even knowledge of the user 
the system became vulnerable to ESD attack. Now to 
protect the system from ESD failure, internally also 
the system should be protected from ESD. That is 
why the ESD protection of the system is divided in to 
so many categories. The main classification is based 
on the type of ESD discharge. If the ESD event is 
occurring indirectly then contact/ direct discharge 
protection may not help and vice versa. The effect of 
contact discharge is more savior than indirect 
discharge. Now in case of direct discharge as the ESD 
current gets directly applied to the IC, component or 
device hence the protection circuit also changes 
accordingly. Hence, all these steps have been fetched 
and specified in the figure 2. 
 
The entire paper will follow the flow specified in the 
Fig. 2. The paper will elaborate and explains all the 
above stages in detail. 
 

ESD Protection

ESD Protection for 
direct discharge

ESD Protection for 
indirect discharge

Protection for the 
IC

Protection of the 
System

Internal  
protection for 

IC

IO port 
protection

ESD bypass to 
each exposed 
portion of the 

system  

Metallic shielding 
protection

External  
protection for 

IC

Fig. 2. Different stages of ESD protection 
 
3.1 ESD Protection For Indirect Discharge 
In case of indirect discharge the ESD occurs on some 
conducting material nearby to the device hence the 
victim component is placed in the fields produced by 
the ESD zap. In such case the ESD current do not 
actually flow through the victim device but the effect 

is due to induced fields. Now, in such cases the system 
can be protected if shielding is provided to the 
component. Also this shielding has to be metallic 
shielding so that the component will be protected from 
any effect produced by the fields [1]. 
 
3.2 ESD Protection For Direct Discharge 

3.1.1 Protection for the IC: 
To preserve each component from ESD attack 

internal and/or external protection is provided to the 
IC. The basic reason for the ESD protection is in case 
if ESD current enters inside the IC through any pin it 
will be bypassed to the ground. Also through external 
protection also the ESD current is also bypassed to 
ground. 

 
3.1.2 Protection to the System: 

System level protection considers that the ESD 
should be avoided from entering inside the system. 
And in some cases such as external port connectors 
the ESD current should be bypassed to the system 
ground.  
 
IV. ESD PROTECTION FOR AN IC 
 
There are different schemes of protection proposed 
for IC level ESD protection. Traditional ESD 
protection diodes can produce leakage current in case 
of power-down-mode, to avoid this case instead of 
connecting the ESD diode directly to the MOS 
structure it is connected between VDD lines and 
MOS structure [3]. Along with that there are different 
ways that have been tried for ESD protection design 
such as using an high holding voltage SCR, due to 
stacked nature the good level of holding voltage can 
be achieved within less area the characteristics of this 
SCR is that it can provide high holding voltage and 
also high failure current[2]. To make the future of the 
IC design more robust to ESD, graphene 
nanoelectromechanical switch structures can be used 
[6]. Due to properties of graphene it can be made to 
operate as a switch in both polarities of ESD [6]. In 
case of an IC the ESD protection depends upon both 
the internal and external protection. Also with the 
help of low pass filter the ICs can be protected as the 
most sensitive content of the ESD pulse are higher 
frequency content[5]. Hence by using the filter circuit 
the component can be protected from ESD impact. 
Different on-chip protection devices are available 
which can include diodes, SCR, transistors etc. Based 
on the key features of the devices a choice can be 
made. Such that in case of Zener it handles the 
system stress good but in that case the silicon area 
requirements are also significant [12]. SCRs are also 
popular for ESD protection but in case of SCR the 
holding voltage can be low [12].  In case of Bipolar/ 
ggNMOS also the protection can be good but based 
on the energy requirements the area requirement can 
increase [12].  Such different details are explained in 
the table 1 below. 
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Table 1 Different ways for typical on-chip 
protections based on IEC standard [12] 

 
 
V. ESD PROTECTION FOR SYSTEM 

 
5.1 Protection for the display: 
In case of ESD protection it can be observed that 
even the display can be sensitive to the ESD. The 
effect of ESD can be through direct discharge or 
through indirect discharge. In case of indirect 
discharge the display can be sensitive to the fields 
produced or in case of direct discharge the high 
voltage can alter the normal functioning. Generally in 
case of display flickers or freezing of display are 
commonly observed issues. There are some ways 
proposed for auto-recovery of the display in case of 
ESD such as transient to digital convertor present on 
chip which has transient detection and noise filtering 
properties in it, depending on the digital codes 
generated different auto recovery stages are 
established and hence the display recovers from ESD 
issue [7].  
 
5.2 Protection for the external Port:  
To protect the system from ESD effect it is necessary 
to protect each and every portion of the system that is 
connected to the internal circuitry. In such a case the 
external ports are one of the important components 
that needs to be protected. External ports such as 
USB and HDMI should possess ESD protection, as 
they are easily exposed to ESD. A TVS made for 
operation in both direction designed with SCR can 
perform efficient operation with RS232 [8]. Such 
solutions can help to protect the system from ESD 
failure. One terminal of the diodes will be connected 
to each I/O pins and other terminal will be connected 
to ground. So that the residual current can reach to 
ground and no signal trace or component will be 
affected from it. 
 
In case of antennas also ESD protection can be 
required. In case of antenna the ESD pulse energy if 
reaches to the antenna switch then it can damage the 
switch or it can damage the IC circuitry attached to it, 
in such cases either a proper RLC circuit with 
sufficient wideband operation should be used or even 
ESD protection diode structure can be preferred [12].  

5.3 Effect of metallic Shielding: 
In case of IC protection and in case of system 
protection metallic shielding has a prominent impact. 
If an IC has metallic cover then after electrostatic 
discharge IC will be intact as metallic shielding will 
provide a least resistance path [1]. Also in case of 
indirect discharge even though direct current is not 
flowing but due to electrostatic discharge in the 
vicinity of the victim component, the victim can be 
affected by the high strength fields produced by ESD 
current. Now, if the component is shielded with metal 
then due to fields the current generated in the metal 
will not penetrate inside the surface based on skin 
effect property [1]. Now in the same way using a 
metallic back cover can provide more protection to a 
system based on ESD. In case of both direct and 
indirect discharge the system will be protected 

 
5.4 ESD protection for other portions of the 

system which are externally accessible: 
Apart from external ports such as HDMI or USB 
there are multiple different locations which are 
connected to internal system and are exposed to 
external environment. It may include the speaker 
pores, mic, SIM card slot, SD card slots, audio jack 
etc. In case of locations distant from PCB it is not 
possible to add a component such as diode or SCR for 
ESD protection. Hence is such cases the protection 
should be such that it will direct the ESD current 
away from the PCB so that the ESD will not affect 
the normal functioning of the board.  

 
5.5 ESD protection at the user end:   
To protect the system from ESD, at user end also 
some precautions can be taken such as by adding 
proper covering to the system (in case of tablet or 
mobile adding a proper cover can protect from ESD). 
Adding proper covering can add robustness in the 
system to avoid any defects and hence the basic 
protection available to the system can be sufficient to 
protect the system. 
 
VI. ESD PROTECTION FROM INDIRECT 
DISCHARGE 
 
Protecting a system from indirect discharge meaning 
avoiding any type of coupling to the sensitive trace or 
component. The basic way of avoiding such coupling 
is by using a metallic shield on the susceptible 
components. 
 
VII. ESD PROTECTION AT SYSTEM LEVEL 
 
So far we have seen the different stages of ESD 
protection requirements. Now in case of design of a 
system all such precautions were taken still ESD 
failure was observed. Now in that case with 
simulation it is shown that some portion of the PCB is 
most sensitive to ESD impact. 
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7.1. ESD system Protection By effective grounding: 
The below figure shows that ESD is discharged on 
the USB shield connector and it was observed that it 
failed at 4KV discharge voltage through gun [11]. 
Thus from figure 4 it can be seen that how the fields 
produced by ESD will propagate. Despite of taking 
precautions the system is failing so in such case the 
failure can possibly because of the grounding issue. 
Hence in this case the issue can be resolved by 
improving the grounding between the PCB ground 
and rest of the system ground. So that the current 
entering through the shields will take the least 
resistance path and will not be affecting normal 
functioning of the system. Remark that the solution of 
adding more grounding path between PCB and 
system ground and not altering the PCB or rest of the 
system, was already applied and the system was 
protected. This particular paper only shows the same 
with the help of simulation results. 
 
When practically the solution was applied the system 
did not failed. Thus improving grounding is also a 
way to protect the system from ESD failure. 
 
In case of figure 5 shows that if extra conductive path 
is added between the PCB and the HCP (Horizontal 
coupling plane) the field is changing hence instead of 
entering inside the SOC region of the PCB the fields 
are moving towards the less resistance path i.e. in this 
case is HCP. Due to changes in the field pattern it can 
be stated as the current is bypassed it is not reaching 
to the particular IC as it was in case of fig. 4. Hence 
we can state that improving grounding is also an 
important way to protect the system form ESD 
issue.For fig. 5 the tool SIwave is used for 
performing the simulation [10] and the excitation 
current applied as an input follows the EN 61000-4-2 
standard [9]. 

 

 
Fig. 4. ESD applied on another external port shield of a PCB 

[11] 

 
Fig. 5. ESD applied on USB port shield of improved PCB 

structure to observe the field changes. 
 

CONCLUSIONS 
 
With ESD even a small gap or a crack on the system 
can be sufficient to give entrance to ESD current in to 
the system. So in day to day life avoiding ESD 
impact on a system is very difficult task but there are 
some basic precautions that can be taken at the 
system level to improve the capacity of a system to 
withstand ESD impact. This paper has covered 
multiple areas of an entire system (i.e. particularly 
tablet) through which ESD can enter in to the system. 
Also this paper talks about how such ESD exposed 
areas can be protected from ESD impact. This paper 
has also described about depending up on direct or 
indirect impact of ESD how the protection schemes 
can change and has described some standard ways to 
protect against ESD starting from component level to 
entire system level. Also in case of a particular 
system how ESD protection is achieved by improving 
the system grounding is described. Hence to 
summarize the paper has explained the ESD system 
level protection by covering different ESD 
susceptible aspects. 
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