
International Journal of Industrial Electronics and Electrical Engineering, ISSN: 2347-6982 Volume-4, Issue-3, Mar.-2016 

Review of Anomaly Detection Based on Signal Processing Techniques 
 

16 

REVIEW OF ANOMALY DETECTION BASED ON SIGNAL 
PROCESSING TECHNIQUES  

 
1VAISHALI WARAKE, 2YASHWANT KALE, 3ZIA SAQUIB 

 
1M. Tech in Electronics and communication engineering, Usha Mittal Institute of Technology, 

SNDT Women’s University, Santacruz (w.), Mumbai 
2Associate Professor, Electronics and communication engineering, Usha Mittal Institute of Technology, 

SNDT Women’s University, Santacruz (w.), Mumbai 
3Executive director of Centre for Development of Advanced Computing, Juhu, Mumbai 

E-mail: 1vaishaliwarake90@gmail.com , 2kaleyashwantb@gmail.com,  3zsaquib@gmail.com 
 

 
Abstract—  An anomaly based intrusion is a system for identifying computer or monitoring system intrusions and misuse 
by monitoring system activity and classifying it as either normal or malicious. The classification is based on heuristics, 
patterns, rules, or signatures, and attempts to discern any type of fraud that falls out of normal system operation. Anomaly 
detection is major issue that has been analyzed within omnifarious research fields and application domains. This survey tries 
to provide a overview of the research on anomaly detection based on signal processing technique. 
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I. INTRODUCTION: 
 
As Anomaly relates to intrusion detection which is 
action not legally allowed to user. In large scale of 
IT-infrastructures such as ICT (Information and 
Communication Technology) information typically 
scattered across network and system which monitor 
critical infrastructure such as SCADA, there are much 
possibilities of anomaly. Intrusion detection basically 
depends on main two types: Signature Intrusion 
detection (SID) and Anomaly Intrusion detection 
(AIS). SID (e.g. Snort [1,2], STAT [4]) finds out 
intrusion based on known crime or familiar attack 
signature, example three succeeding login failures by 
password guessing. 
 
1.1 Merits of Signature Based Detection 

1. Often considered to be much more accurate 
at identifying an intrusion attempt. 

2. Ease of tracking down cause of alarm due to 
detailed log file. 

3. Time is saved since administrators spend 
less time dealing with false positives  
 

1.2 Demerits of Signature Based Detection 
1.  Signature based systems can only detect an    

intrusion attempt if it equivalent a structure 
that is in the directory, therefore causing 
directory to constantly be updated   

2. Whenever a new virus or attack is identified 
it can take vendors anywhere from a few 
hours to a few days to update their signature 
databases. 
 

1.3 Merits of Anomaly Based Detection 
1. New threats can be detected without having 

to worry about database being up to date. 
2. Very little maintenance once system is 

installed it continues to learn about network 
activity and continues to build its profiles. 

3. The longer the system is in use the more 
accurate it can become at identifying threats. 

4.  They can detect zero day attack []. 
 

1.4 Demerits of Anomaly Based Detection  
1. The network can not be in secured state as 

the system builds its profile. 
2.  If malicious activity looks like normal 

traffic to the system it will never send an 
alarm. 

3. False positives can become cumbersome 
with an anomaly based setup. Normal usage 
such as checking e-mail after a meeting has 
the potential to signal an alarm. 

AIS recognize intrusion by identifying abnormal 
behavior which deviates from normal behavior. 
Identification of abnormal behavior is done by 
calculating deviation which is achieved by various 
techniques based on signal processing. In recent 
years, Different approaches and method are 
developed for anomaly intrusion detection in various 
fields such as Artificial Intelligence, Based in kalman 
filter, Clustering method, Data mining Technique, 
Finite state Machine, Machine learning, Matching 
pursuit, Maximum entropy estimation, Pattern 
matching, Principle component analysis (PCA), 
Payload based (e.g. PAYL)[3], Rule based approach, 
Spectrum Analysis, State machine modeling, wavelet 
based approach etc. 
 
II. PRINCIPAL COMPONENT ANALYSIS 
(PCA) 
 
An anomaly detector consists essentially of two 
components: (i ) an entropy reduction component and 
(ii) a decision component applying statistical tests to 
a decision variable issued from the first step [5]. 
Principal component Analysis (PCA) has been first 
proposed as a method for traffic anomaly detection. 
By Lakhina, A., Crovella, M. and Diot, C. proposed 
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PCA in the networking community. It has been 
showed by Brauckhoff, D., Salamatian, K. and May, 
M., problem and solution for traffic anomaly 
detection by applying PCA. A literature shows two 
closely related but different interpretations of PCA: 
• As an efficient representation that transforms the 
data to a new coordinate system such that the 
projection on the first coordinate contains the greatest 
variance, the projection on second coordinate has the 
second greatest variance, and so on. 
• As a modeling technique using a finite number of 
terms of an orthogonal series expansion of the signal 
with uncorrelated coefficients. In PCA-based method, 
the predictive model used in the entropy reduction 
step is built by using a projection in a low 
dimensional orthogonal sub-space that minimizes the 
approximation error. This subspace is derived using 
PCA or more precisely a Karhunen-Loeve Transform 
(KLT). The decision variable in PCA-based 
techniques is obtained as a square sum of the 
prediction errors made by projecting the observed 
signal in the PCA defined subspace. 
Direct application of the PCA method is results in 
poor performance in terms of Receiver Operating 
characteristics (ROC) curves [8, 5]. With use of KL 
expansion a considerable improvement in 
performance of the anomaly detection is occurred. 
 
III. BASED ON KALMAN FILTER  
 
Joseph Ndong Kavé Salamatian proposed new 
method to improve the robustness of the decision step 
shown in fig 1. This approach is based on acquiring 
that the distribution of the decision variable at the 
output of the anomaly detector is not an uncorrelated  
Gaussian process by assume that, the decision 
variable follows a distribution that can be modeled by 
a Gaussian Mixture Model (GMM) with a small 
number of components. 
 

 
 
 The monitoring system contains three functional 
blocks: data collection (by a NOC-Network 
Operations Center), a data analysis block and a 
decision process phase. The collection of data may be 
resource consuming process because measurements 

are typically dispersed over the networks, thus it 
become challenging. The flow is aggregated and 
transformed to a vector of time sequences that are fed 
to other blocks. The Data analysis block alignments 
the normal behavior model, by applying machine 
learning techniques like PCA or Maximum 
Likelihood analysis and generates the decision 
variable by filtering the expected normal behavior 
from the observations. The last block executes the 
decision process. Ideally, the decision stage consists 
simply of a comparison with a threshold, i.e. if the 
decision variable exceeds the threshold, an anomaly 
is spotted.  
An anomaly detection technique combining a panoply 
of different methodologies and based on Kalman 
filtering perform better than the PCA technique, 
which the performance is highly improve by the use 
of the Karuhen-Loeve expansion[5]. 
 
IV. RULE BASED APPROACH 
 
Rule based approach for anomaly detection based on 
expert system. The fault is determined by complete 
directory involving the rules of behavior of the faulty 
system, in expert system. Rule based system 
dependent on previous knowledge about the fault 
conditions on the network and too slow for real-time 
applications.  In this approach the identification of 
faults rely on symptoms that are specific to a 
particular manifestation of a fault. Examples of these 
symptoms are number of open TCP connections, 
excessive utilization of bandwidth, total throughput 
exceeded, etc. These rule-based systems depends 
heavily on the expertise of the network manager and 
do not adapt well to the evolving network 
environment. Thus, it is possible that entirely new 
faults may escape detection [9]. To overcome this 
limitation in [10], the authors describe an expert 
system model using fuzzy cognitive maps (FCMs). 
The purpose of FCM to obtain an intelligent 
modeling of the propagation and interaction of 
network faults. FCMs are constructed with the nodes 
of the FCM denoting managed objects such as 
network nodes and the arcs denoting the fault 
propagation model. 
An extension of rule-based systems is case-based 
reasoning [11].Case-based reasoning, broadly 
construed, is the process of solving new problems 
based on the solutions of similar past problems. The 
author, L. Lewis enhances the standard fault 
management system with case base reasoning 
component. The general case based reasoning 
architecture shown in fig.2.  It differs from FCM in 
that, in addition to just rules, a picture of previous 
fault scenarios is used to make the decisions. A 
picture here refers to the circumstances or events that 
led to the fault. In order to adapt the case-based 
reasoning scheme to the changing network 
environment, adaptive learning techniques are used to 
obtain the functional dependence of relevant criteria  
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Fig.2 General Case based Reasoning architecture. 

 
such as network load, collision rate, etc., to previous 
trouble tickets [12]. The trouble ticketing system is 
used to perform two functions: Prepare for problem 
diagnostics through filtering, and infer the root cause 
of the problem. Using case-based reasoning for 
describing fault scenarios also suffers from heavy 
dependence on past information. 
 
V. FINITE STATE MACHINE 
 
Anomaly or fault detection using finite state 
machines model alarm sequences that occur during 
and prior to fault events [9]. A finite state machine 
model is required history data thus it is built for 
known networks. The advantages of finite state 
machine that it is not only detecting anomaly but also 
probably identifying and distinguishing the problem. 
All faults cannot be captured by a finite sequence of 
alarms of reasonable length, this is a difficulty 
experienced in using finite state machine method. 
Because of this the number of states required to 
explode as a function of the number and complexity 
of faults modeled. Additionally, the number of 
parameters to be learned increases and these 
parameters may not remain constant as the network 
evolves. Accounting for this variability would require 
extensive off-line learning before the scheme can be 
deployed on the network [9]. 
 
VI. WAVELET-BASED APPROACH 
 
Early work it was proved that wavelet based approach 
is highly potent tool for identification, synthesis and 
analysis. Jun Gao Guangmin Hu Xingmiao Yao and 
Rocky K. C. Chang proposed a new mechanism of 
anomaly detection of network traffic based on 
wavelet packet analysis shown in fig 3.  It can select 
different time-frequency resolution  
 

 
 
Fig.3. The model of network traffic anomaly 
detection to decompose adaptively according to the 
characteristics of traffic signal. This mechanism was 
proved to be feasible, and it possesses some merits as 
follows: 

1. It can effectively detect the longtime durative 
anomalous traffic and the short-time sudden changing 
one, and also it can effectively detect middle-high 
frequency attack traffic which cannot be checked out 
by the network traffic anomaly detection based on 
multi resolution analysis. By means of decomposing 
threshold, it has avoided the blindness of wavelet 
packet decomposition, and solved the problem of 
decomposing scale’s self-adaptive selection 
2. By means of adaptive reconstructing the wavelet 
packet coefficient in different wavelet domains which 
include anomaly, our method is able to confirm the 
characteristics of anomaly and enhance the reliability 
of detection.  
3. Applying the fast wavelet transform algorithm to 
the network traffic anomaly detection has greatly 
reduced the computation complexity. 
4. Using the center frequency of different frequency 
bands to compute the size of the corresponding 
detection windows, it has solved the problem of 
adaptive selection of detection windows [13]. 
The drawback of the Discrete Wavelet Transform is, 
however, that a great number of coefficients which 
are found do not always show necessary qualities of 
the network signals.  
 
VII. MATCHING PURSUIT 
 
An alternative for other decomposition and Signal 
processing method, Matching Pursuit is method for 
anomaly detection or identification in network 
system. Tomasz Andrysiak, Łukasz Saganowski, 
Mirosław Maszewski proposed approach with 
developed of previous method. They proved that 
Matching Pursuit has an outstandingly potent tool 
applicable to network security framework. 
This Matching Pursuit algorithm is presented in 
Algorithm 1. For signal decomposition, matching 
pursuit is a recursive, adaptive algorithm [14]. The 
matching pursuit decomposes any signal into linear 
expansion of waveforms which are taken from an 
over complete dictionary D. Signal S can be written 
as the weighted sum of dictionary elements: 

 
 
Where rns is residual in an n- term sum. The atom di 
which best matches the signal S is selected in the first 
step of Matching Pursuit algorithm. The initial 
residual is equal to whole signal r0s=S. In each of the 
successive pth steps in MP algorithm, the atom dp is 
matched to the signal rps, which is the residual left 
after subtracting results of previous iterations: 
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The indices of the p vectors selected are stored in the 
index vector Фp = {φ1, φ2, . . .  φp-1, φp }, Ф0 = Ø and the 
vectors are stored as the columns of the matrix  Dp = 
{d φ1,  dφ2,….d φp } and D0 = Ø.  
 

 
 
The algorithm terminates when residual of signal is 
lower than acceptable limit: 

 
 
where th is the approximation error[15]. 
 
CONCLUSIONS 
 
In this taxonomy we have elaborates multiple ways in 
which the issue of anomaly detection has been 
clarified and the consideration of the main anomaly 
based on signal processing technologies along with 
their operational architectures.  The presented review 
formulates a major point to start for approaching 
Research & Development in the area of AIS and also 
commercial companies. Absolutely, an overall survey 
on anomaly detection should allow a reader to 
understand the motivation behind using a specific 
anomaly detection technique. 
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