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Abstract- In this paper we present a novel software based face  image authentication  and recognition method wherein 
counterfeit samples are clearly distinguished in contrast to the real  face  sample. Face recognition is the one of biometric 
technology, identifying a human by its unique physical nature. The proposed method is used to detect the different types of 
fraudulent access attempts  in a face based biometric system and it is best biometric approach to distinguish one person  from 
another. It increases the security of the biometric systems by evaluating the face sample in a fast, user-friendly, and harmless 
manner, through the use of image standard measures and morphological shared-weight neural network based face 
recognition. The approach followed to distinguish between genuine and impostor samples and recognize is simple to 
implement, which makes it suitable for real-time applications. 
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I. INTRODUCTION 
 
Biometric deals with the measurements of the 
physical characteristics of living beings. It is used for 
he recognition of individuals based on their 
behavioral and physiological characteristics. 
Behavioral biometrics refers to the measurement 
derived from an action that includes: voice, signature. 
Physiological biometrics refers to the metrics related 
o the direct measurement of a part of the human body 
that include: finger, face, iris, retina, and palm. A 
biometric system refers to the integrated hardware 
and software used to conduct biometric dentification 
or verification. A single biometric system used for 
more than one biometric system is called multi 
biometric system. A multi biometric system uses 
multiple source of information for recognition and 
authentication. Multi biometric system is more secure 
than single biometric system. Now-a-days there has 
been significant increase in the attacks on the 
biometric system. The fraudsters try to gain  access to 
the biometric system using different types of attacks. 
These attacks can be broadly categorized into: direct 
attacks and indirect attacks. Our model consists of 
three stages: the first stage is to verify whether the 
given input face biometric sample is real or fake. If 
it�s found to be real, then it is sent to next stage 
where feature extraction is done by using 
morphological operations and in the third stage,  
classification of outputs is done from the previous 
stage. Morphological processes have nonlinear and 
translation-invariant properties, while neural 
networks have good generalization capabilities. The 
MSNN is therefore a heterogeneous network that 
produces high-order features based on local features 
extracted by morphological operations. In its first 
stage, the MSNN performs a combination of gray 
scale  erosion and dilation known as the hit-miss 
transform. Every input image is eroded by a hit 
structuring element and dilated by a miss structuring 

element separately. Outputs are then subtracted to 
obtain their overlapping difference. The result from 
this process forms the feature map, which becomes 
the direct input to a back propagation network. The 
MSNN can have one or more layers, and each layer 
can also have one or more feature maps.  The 
authenticated and recognized image is determined by 
the corresponding output value that lies within a 
certain threshold. For testing, we use a total of a 
hundred face images from ten individual subjects. 
Each of them has his or her  own set of ten images. 
Not  one image is repeated. Each image varies in 
orientation and expression. In some sets, there are 
face images with and without glasses. Face 
recognition is performed by comparing thresholds. 
All the images were trained a few times to record 
their output ranges. These were used to set 
recognition thresholds for each image. During face 
recognition, the classifier receives two sets of 
outputs, each belonging to the test set and the training 
set. This process starts by finding the maximum value 
among each output  array. This maximum value for 
every image is then compared against all the 
thresholds. If a value falls within a particular 
threshold, an integer identifying the associated 
threshold is entered into the recognition array. This 
array  is finally used to retrieve the corresponding 
face image from the identity dataset. 
 
II. ASSESSING THE IMAGE STANDARDS 
AND MORPHOLOGICAL OPERATIONS 
 
Most commonly used anti-spoofing techniques are 
multi-biometrics, challenge-response methods. These 
anti-spoofing techniques lack in generality and 
interoperability. Assessment  techniques are the 
emerging field of research which use different 
physiological properties to differentiate between real 
and fake properties. This technique can also be used 
for multi-biometric and multi-attack protection 
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method. Image Standard  Measures  (ISM) plays  an 
important role in the image processing.  Image 
standard is the property of any image that is usually 
compared with an ideal or perfect image. Digital 
images undergo large range of distortions during 
storage, compression, processing, transmission and 
reproduction, which may result in a degradation of 
visual quality. In addition to this, imaging systems 
also introduce some amount of distortion or artifacts 
which reduces the measures standards. It is observed 
that there is certain significant difference between the 
real original image and the fake fraudulent image.  
Assessing the quality of the image is quantified by 
the means of the image standard  measures.  After the 
image authentication stage, it is sent to recognition 
stage where the following operations are performed.  
Morphological operation  is used as a tool for 
extracting image components that are useful in the 
representation and description of region shape 
namely,  boundaries, skeletons, and the convex hull. 
Dilation, erosion, closing, and opening are the more 
common morphological operations. As the names 
indicate, a dilation operation enlarges a region, while 
erosion makes it smaller.  The dilation and erosion 
which for gray-scale images  are defined in terms of 
minima and maxima of pixel  neighborhood. 
Morphological processes have nonlinear and 
translation-invariant properties, while neural 
networks  have good  generalization capabilities. 
Therefore our system is a heterogeneous network that 
produces high order  features based on local features 
extracted by  morphological operations. Information 
obtained by  mathematical morphology is highly 
dependent on  structuring elements or kernels.  In its 
initial stage, we performed a combination of  gray-
scale erosion and dilation known as the hit-miss 
transform. Each input image was eroded by a hit 
structuring element and dilated by a miss structuring 
element separately. Both outputs are then deducted to 
derive  their overlapping difference. The result from 
this  process forms the feature map, which  becomes 
the direct input to a back  propagation network. The 
network can have one or more layers, and each layer 
can also have one or more feature maps.    Neural 
network techniques are powerful tools that prove 
their efficiency in real-world applications, where 
problems are badly defined or difficult to formalize. 
Some applications,  especially those involving 
images, require a huge number of operations and an 
enormous reduction of the dataflow from input to 
output data. For sorting objects by vision or image 
analysis, for example, inputs are images  at video 
rate; outputs are correcting values, names of objects, 
or locations of specific objects in a picture. The main 
characteristics of neural networks are that they have 
the ability to learn complex nonlinear input-output 
relationships, use sequential training procedures, and 
adapt themselves to the data. The most commonly 
used family of neural networks for pattern 
classification tasks is the feed-forward network, 

which includes multilayer perception networks. 
Another popular network is the Self-Organizing Map 
(SOM), or Kohonen-Network, which is mainly used 
for data clustering and feature mapping. The learning 
process involves updating network architecture and 
connection weights so that a network can efficiently 
perform a specific classification/clustering task. The 
increasing popularity of neural network models to 
solve pattern recognition problems has been primarily 
due to their seemingly low dependence on domain-
specific knowledge and due to the availability of 
efficient learning lgorithms for practitioners to use. 
 
III. IMAGE STANDARD MEASURES (ISMS) 
AND GRAYSCALE MORPHOLOGY  
 
In biometric detection the issue is a two-class 
categorization where an input biometric image 
sample has to be tested whether it is real or fake. In 
order to accomplish this process, a set of 
distinguishing features has to be found, which permits  
to build a suitable classifier.  The classifier gives the 
probability of the image realness given the extracted 
set of features. The  ISMs  are nothing but 
measurement of these features standards. Image 
standard is the figure of merit of the biometric 
system. While selecting the image standard measures 
one should keep in mind these factors: performance, 
complexity, and interdependence. 
 
In the  present work we propose a novel specification 
of different image standard measures. Fig.1 shows the 
block diagram of evaluating the standards of an 
image and face recognition based on MSNN. The 
input is the  face  sample to be categorized into 
genuine  or fake. Using simple classifiers such as 
support vector machine (SVM), the sample is 
classified as real (R) or fake (F), based on the feature 
vector generated. Image Standard measures can be 
broadly categorized into: Full Reference (FR) 
measures and No Reference or Blind (NR) measures. 
FR measures: The input face sample which is clean 
distortion-less image is compared with reference 
image, obtained by passing the input sample to 
Gaussian filter. The quality of the input face sample 
is then estimated. The reference image is unknown, as 
the biometric system has access to the input sample 
only. FR measures are calculated based on: the pixel 
values in the pixel domain and the distortions in the 
image in frequency domain and spatial domain. NR 
measures: In contrast to the FR measures, the general 
human visual system does not require a reference 
sample to determine the standard of an image. 
Following the same principle, no-reference image 
standard measures handle the very complex and 
challenging problem of evaluating the visual quality 
of images, in the absence of a reference. NR 
evaluation methods generally estimate the standards 
of the face  image sample according to pre-trained 
statistical models.   
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Fig.1. General block diagram of face authentication and 
recognition using image standard measures and MSNN. 

 
The Table I show different  ISMs  used in the present 
work.  
 

TABLE I: DIFFERENT IMAGE STANDARD MEASURES   
METHODS 

 
 
Among FR measures, Mean Squared Error (MSE), 
Peak Signal to Noise  Ratio (PSNR) and Signal to 
Noise Ratio (SNR) are the most popular & commonly 
used methods. The other methods are Structural 
Content (SC), Average Differences (AD), Maximum 
Differences  (MD), and Normalized Absolute Error 
(NAE). These measures calculate the distortion based 
on the pixel wise differences between the two images. 
Normalised Cross-Correlation (NXC) is used to find 
similarity between two or more images by 
determining similarity points. The distortions in an 
image also occur due to variations in  lighting such as 
brightness or contrast. These changes are calculated 
using Structural Similarity Index (SSIM). Visual 
Information Fidelity (VIF)  is  calculated based on the 
visual mutual information that is shared between the 

reference image and the input image. Visual Signal to 
Noise Ratio (VSNR) quantifies the visual fidelity of 
distorted image. Noise Quality Measure (NQM) is a 
function of variation in contrast sensitivity with 
distance. Universal Quality Index (UQI) is 
independent of test image, viewing  conditions or the 
observers. It is modelled depending on the loss of 
correlation, luminous distortion and the contrast 
function. The two NR measures are JQI and BIQI. 
JPEG Quality Index (JQI)  measures the quality of 
the images which are affected by the usual block 
artifacts in compression algorithms. Blind Image 
Quality Index (BIQI) makes use of set of novel low-
level image features in a machine learning framework 
to learn mapping from these features to subjective 
image standard scores. The concept of gray-scale 
morphology is almost the  same as that of binary 
morphology. Binary operations  use logical 1 and 0, 
while gray-scale operations use unsigned 8-bit 
integers from 0 to 255. In gray-scale erosion and 
dilation are used as a form of measurement for  
identifying targets.  Face appearance representation 
schemes can be  divided into local and global, 
depending on whether  the face is represented as a 
whole, or as a series of  small regions. Most global  
approaches are based on a principal components 
representation of the face image intensities. 
 
IV.   EXPERIMENTS AND RESULTS 
 
The proposed method is experimented with the below 
objective: Evaluating the performance of  face based-
biometric dimension of the protection method. That 
is, the ability to achieve a better performance, 
compared to other approaches. In order to achieve the 
results, publicly available ORL  database is being 
used. The existing state-of- the-art measures  
solutions can be compared with the proposed system 
to check the performance. Depending on the 
measured values of different image standard 
measures methods described in Table I, the  face  
sample can be classified as real or fake depending 
upon the threshold  quality score of each method and 
further can be classified as match or non-match. 
 

 
Fig.2. Input face biometric sample. 
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Fig.3. Reference image and Gaussian image generation 

 

 
Fig.4. Results of authentication 

 

 
Fig.5. Input image and recognized output. 

 

 
Fig.6. Matched output image 

CONCLUSIONS 
 
The  face based biometric systems are exposed to 
different types of attacks and this has been studied by 
many researchers in recent years. It is reasonable to 
assume that the image standard properties etween real 
accesses and fraudulent attacks will be different. 
Based on this criterion, we have considered ifferent 
image standard measures, combined with simple 
classifiers to detect real and fake access attempts. It is 
simple, fast, harmless, user-friendly and cheap. The 
morphological shared-weight neural network based 
face recognition  exhibits  better generalization than 
the back propagation network in terms of 
accommodating noise and gray-level shifts.  It 
performed equally well at detecting raw images, but 
the stability and performance  under gray-scale 
variation is very high for MSNN. 
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