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Abstract- The Internet of Things,  popularly known as IoT, is not a far-fetched dream any more. With the arrival of ireless 
sensor networks and technologies such as the RFID tags and embedded sensors and actuator nodes the ability to measure, 
infer and understand environmental indicators is something which is reaching new heights. The rise of these devices in a 
communicating-actuating network creates the Internet of Things (IoT) in which the sensors-actuators act as the tangible 
components which help in realizing the  environment around us. Like all network communications this integration of things 
also requires a specific protocol and architecture that needs to be followed. This IoT architecture, like the Internet, will 
supposedly grow in evolutionary fashion from a variety of separate contributions, rather than from a single unique plan. This 
paper in principle throws light on this opaque vision of IoT architecture and further moves onto reviewing the need of a 
concrete architecture, its architectural elements, the architectural scheme and finally a look at certain architectural issues that 
have canvassed this scenario. 
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I. INTRODUCTION 
 
IoT or the internet of things is a scheme in which the 
objects surrounding us will be connected in some 
form or the other.  
 
This scheme in turn will enable us to put forward 
RFID and sensor technologies in invisibly 
embedding technologies in our environment which 
finally would lead  to enormous amounts of data 
being generated which has to be stored, processed 
and used in a flawless efficient form.  
 
IoT has stepped out of its infancy and is finally 
transforming itself into a more mature and effective 
form.  The Internet of Things realm will encompass 
an extremely wide range of technologies;  therefore, 
a single  reference architecture cannot be used as a 
plan for all possible concrete implementations. While 
a reference model can probably be identified, it is 
likely that several reference architectures will co-
exist in the Internet of Things.  
 
Architecture in this context is singularly defined as a 
framework for the specification of a network's 
physical components and their functional 
organization and configuration, its operational 
principles and procedures, as well as data formats 
used in its operation.  
 
Just like the layered structure of computer network 
architecture model, such as the ISO OSI model and 
the Internet TCP/IP model, played an important role 
in the occurrence and development of computer 
networks, in this paper we look closely at the 
visualization of such a  layered  reference 
architecture which acts as a matrix and helps us in 
giving birth to all localized architectures. [5] 

 
 
II. THE NEED OF A NEW ARCHITECTURE  
  
In the near future, the approximated number of 
devices connected to the Internet of Things (IoT) will 
reach 26 billion devices, and produce $300 billion in 
revenue. [2] Some of the devices that will participate 
in the IoT are sensors and actuators in smart cities, 
smart tags on many familiar objects, wearable health 
monitoring sensors, smartphones, intelligent cars, 
smart home appliances and what not. The changes in 
our daily life will be immense. However, with the 
current technological setup, it is impossible for us to 
realize the massive scale and highly dynamic nature 
of the future IoT. Thus, the simple solution  to this 
problem  is a proposed, still- developing framework 
for a global Internet of Things architecture. This need 
has  led  to concrete developments in this field of 
research, which has further led to international bodies 
developing models such as the ITU-T model, the 
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NIST model for Smart Grid, the M2M model from 
ETSI,  the Architectural Reference Model from the 
EU IoT-A project, and related work in other 
international  fore  such as the IETF and W3C. [1] 
This sudden surge of action in order to build concrete 
reference architecture in this system has rightfully 
justified the issue of finding a new architecture. 
 

 
 
III. IOT ARCHITECTURE  
  
IOT is like an umbrella which surrounds all possible 
computing devices in and around us. Therefore, the 
architecture of IoT should be open enough so as to 
use open protocols to support a variety of existing 
network applications. In addition, it should also 
include some scalability, security and semantic 
representation middleware to promote data world 
integration with Internet. In this paper, we reassess 
two theoretical generic models, one a primitive four 
layered structure and the other  a five layered  
structure, and come up with a novel architecture  
comprising of six layers  so as to facilitate theoretical 
research.  
  
1. Four Layered  
In this architecture, the general sense of IoT in the 
concept exists of four levels: things layer, adaptation 
layer, Internet layer and application layer.  
  
1) Things Layer:  It is located at the bottom of the 
layered architecture. It includes a variety of things 
with different physical shapes and sizes, and different 
technical mechanisms, showing different physical, 
mechanical, and electrical characteristics. Higher-
level application exchanges information to achieve 
the ultimate purpose of the information integration 
needing a unified, standardized information 
representation processing. In order to connect these 
things into IoT, their original shapes and technical 
mechanisms should face negligible changes.  
  
2) Adaptation Layer:  It is located above the things 
layer to offer a variety of adapters for things to 
connect to the IoT.  
 
Between the adapter and things is  private things 
interactive technology  delimited by a variety of 

things. The so-called private exchange technology is 
relative to the development of Internet protocols and 
switching technology, and does not preclude the use 
of standardized exchange of technology. 
 

 
 
3) Internet Layer: It is located above the adaptation 
layer. It uses the main body of the existing Internet, 
including its physical network, system software and 
open communication protocols and sophisticated 
technical mechanisms. Internet layer also acts  as a 
transmission carrier. The link to adapter layer and the 
Internet layer should be a standard communication 
protocol, known as things management protocol, 
used to exchange things information between things  
and things, things and IoT applications and even IoT  
applications and IoT applications. From the 
perspective of the Internet, things management 
protocol is an Internet application layer protocol. On 
one hand, adapters exchange information with things 
through proprietary interactive technology, and on 
the other hand, they need to be able to understand the 
things management protocol, to be able to adopt the 
protocol to exchange information with IoT 
applications or other things (adaptors). To achieve 
the purpose exchange, the definition of information 
of things (including definition methods, information 
structure and definitions of concrete information) to 
be exchanged needs to be understood by both sides, 
or even needs to be standardized, which requires 
intervention of standardization organizations, 
government departments or industry associations.  
  
4)  Application Layer:  It is located at the top of 
layered architecture, providing a variety of IoT 
applications such as monitoring the status of things, 
operational control, public enquiries and other value-
added services to use, interconnection and 
collaboration service between things and things. In 
application layer, applications also need to 
understand things management protocol. In the 
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application layer, depending on a variety of 
requirements for things, application middleware may 
occur. [4] 
 
2. Five Layered  
In this scenario, IoT is modelled as a five-layer 
structure. It contains sensing control layer, 
networking layer, resource management layer, 
information processing layer and application layer. 
 

 
 
1)  Sensing and Control Layer:  It is the foundation of 
the development and application of IoT, including 
RFID readers, smart sensor nodes and access 
gateways, etc.  An array of sensor nodes senses the 
relevant information of the target environment and 
passes  it to the nearest gateway, and then gateway 
submits the data which is collected via the Internet to  
background processing platform.  
  
2)  Network Layer:  It is mainly responsible for the  
integration of different types of networks  such as 
Internet, Mobile Communications Network, and 
Broadcast Television Network. In addition, it will 
also provide routing, format conversion, address 
conversion, etc.  
  
3)  Resource Management Layer:  It will provide the 
initialization of resources, monitoring the operation 
status of resources, coordination of work between 
various resources and achieve cross platform 
interactions between resources.  
  
4)  Information Processing Layer:  This layer realizes 
reasoning and semantic understanding of sensing 
data. It also provides data query, storage, analysis, 
mining, etc. Cloud computing could provide a good 
platform for data storage and analysis. It is an 
important component of information processing.  
  
5) Application Layer:  After analyzing and 
processing the sensing data, application layer uses 
these data to provide users with a variety of different 
types of services. IoT application can be divided into 
network monitoring (logistics, pollution control), 
control type (intelligent transportation, intelligent 
household), scanning type (mobile purse, highway no 
parking fees), etc. [3]  

3. Six Layered  
After studying both the models and summing up all 
possible literatures [3][4][6-11] and combining the 
features of what IoT should contain, we tried to 
design a novel architecture for IoT which is as 
follows. 
 

 
 
1) Physical Layer: This layer consists of all the 
devices that are to be embedded in the environment. 
It is the basis of all architecture which includes RFID 
readers, smart sensor nodes, etc. These nodes sense 
the information of the  target settings and pass it on 
to the above layer.  
  
2) Adaptation Layer: This layer is the basic extension 
layer which helps in reconfiguring the different 
modes of input and then standardizing them. This 
layer also deals with very sensitive data and thus 
should involve enough security and integrity as this 
is the fodder on which the higher layers will feed 
upon.  
  
3) Internet Layer: It is located above the adaptation 
layer. It uses the existing Internet layer with the 
physical structure and the entire framework. It helps 
in routing voluminous data to the Data Processing 
Layer.  
 
The Internet of the IoT is a very important layer 
which includes transmission of data, and enables the 
exchange of information between different sectors.  
 
Thus, flow control assumes great importance in this 
layer. This layer also symbolizes the aggregation of 
different kinds of communication networks such as 
the mobile communication network, Broadcast 
Television Network, and thus will provide all types 
of address conversion, formatting techniques, etc.  
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4) Data Processing and Aggregation Layer: This 
layer deals with the accumulation and coagulation of 
data received from the internet. It also takes into 
account, the storage and processing mechanisms that 
may deal with storing the data on cloud storage and 
data centers. The processing may include 
standardizing the data to be used for the smart layer.  
 
5)  Smart Layer:  This is the decision making layer of 
the Layered architecture which deals with data 
resource management. It comprises of all resource 
management decisions and coordination so as to 
achieve inter-domain interaction. This layer deals 
with realized analysis and explication of sensed data, 
and also provides data solutions encompassing 
storage and mining operations.  
  
6) Application Layer:  The final layer, that is 
application layer, uses the processed data from the 
smart layer to provide users with a variety of services 
without their intervention.  IoT applications ranging 
from military to healthcare can be actuated by the 
functioning of this layer.  
  
IoT Gateway:  This is the gateway which acts as a 
bridge amongst different layers and deals with error 
control, flow control and other specifications. This 
gateway should not only have a standardized 
protocol, but also be adaptable so as to include 
different mechanisms with respect to different 
scenarios which help in maintaining the sanctity of 
data. [3][4][6-11]  
  
System Level Designing:  Following the afore-
mentioned novel 6 layered architecture, we have 
designed the system architecture as shown below. 
 

 
  
IV. KEY DESIGN ISSUES FOR IOT 
ARCHITECTURE  
  
With the formulation of reference architecture, 
certain serious questions appear in front of us. In 
solution to these questions remains the key which 
will certainly enable us to move forward in certain 
tangible directions towards realizing the architecture.  
  
1. Need for network autonomy and security  
Depending on the application, the need for network 
autonomy and security will depend on the nature of 
service or infrastructure. As the machines need to 
communicate among themselves whenever they 

want, the need of an autonomous wireless 
communication is a necessity; but to what extent this 
autonomy should be presented is a question that still 
needs some thinking to be done. Thus, issues with 
security should be addressed through the normal 
technical mechanisms and proper network design. 
Some areas with certain use cases where privacy-
sensitive data and information are involved, such as 
in healthcare, nuclear databases, and governance, 
need to be taken into consideration for the 
developing models for architecture governance. [1] 
 
2. Viability of a centralized architecture  
The feasibility of centralized or a decentralized 
architecture needs to be carefully evaluated and 
secured through standardized measures. Clarity needs 
to be provided about the 
centralization/decentralization in the architecture and 
then the advantages and risks  should be discussed. 
Generally, decentralized architectures are very often 
preferable from the security perspective, but it really 
depends on centralization of particular use cases. In 
deciding between centralized/decentralized IoT 
architecture designs, a reference architecture is 
required that describes essential building blocks and 
that defines security, privacy, performance, and 
similar needs which in turn would  enable us to 
specifically design a certain centralized or 
decentralized ecosystem depending on the 
application.[1]  
  
3. Management of complex networks  
Complexity has to be managed from the proliferation 
of networks with respect to the type of architecture, 
interconnection and security levels with the influx of 
all kinds of networks such as WSNs, WANs,  etc. 
being connected to the network due to the 
heterogeneity used in network technology.  Hence,  
with internet of things, the IP over everything and 
everything over IP concept might lead to the solution 
of providing the widest coverage to all sorts of 
connections under the IP umbrella. Thus, the 
architecture should always avoid creating systems 
and communication mechanisms with unnecessary 
dependencies between different layers and system 
components,  thereby limiting our ability to connect 
as many devices as possible,  and look towards 
presenting an integrative environment enabling 
interconnection & security so as to allow all the 
“things” to function accordingly. [1]  
  
4. Neutrality principle in IoT  
Neutrality of IoT should determine the efficient   
utilization of architectural standards so as to allow 
equitable growth of all players from small scale to 
big in the IoT market segment. There should not be 
any bottlenecks in the architecture which would 
favour any  competitor  over the other. The initiation,  
coordination and development of standards ranging 
from one body to another,  from one geographical 
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location to another should look towards effectively 
utilizing the architecture and allow neutrality in all 
matters irrespective of domain. [1]  
  
5. Development of a singular open standard  
An architectural ecosystem should contain the 
necessary interfaces such that various parties can 
contribute in all layers, complying with a singular 
international standard. In IoT with M2M 
communication, it is important that all the 
interoperable modular devices communicate and 
operate according to standards. Thus, in order to 
create such uniform standards globally, we need 
multiple parties to agree on information models and 
architectural models,  and co-operate to create these 
standards. The process has to be open to any type of 
participant, and its best results will be when they are 
freely and publicly available for use depending on 
circumstances. [1]  
  
6. Need for large scale coverage  
One of the major problems with the current IoT 
architectures is that they are designed for relatively 
small scale IoT setups, closed-looped networks, 
under proprietary protocols. Densely deployed 
devices can't collaborate dynamically across these 
islands to execute distributed tasks that involve 
sensing, actuating, and computing. There is an 
interesting solution to this problem currently under 
research which is named as three tiered distributed 
intelligence architecture. This solution is explicated 
as:  

 Distributed execution of IoT services.  
 IoT networking inspired by SDN principles.  
 Pervasive cloud-based support for IoT.  

This implementation of 3DIA devices may be able to 
execute distributed sensing and computing services 
with help from the cloud. This can address the 
problems related to availability, resource limitation, 
bandwidth, latency and management, thereby 
optimizing the coverage and all other addendums. [2]  
  
V. FINAL REMARKS  
  
The IoT Architecture should be flexibly designed to 
cater for use cases where identification is being used 

(RFID, tags), as well as intelligent devices, smart 
objects (hardware and software solutions), and where 
active and participatory communication is involved. 
In this paper, we have reviewed the existing layered 
architectures of IoT and have aimed at delivering a 
novel layered architectural design (with a system 
level design) which may be able to the suit the needs 
of interconnection of an array of things and enable in 
proper functioning  of the IoT ecology. Furthermore, 
we have also studied key issues appending to the 
actualization of the architecture. With the 
development of IoT and the formation of a definite 
set of standards and  protocols one can surely hope 
that architecture of IoT will gradually mature to a 
more definitive structure.  
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