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Abstract- Wireless networks use radio frequencies in air to transmit and receive data Wireless networks are formed of 
routers which are responsible for forwarding packets in the network. A wired network relies on physical cables to transfer 
data. The communication in a wireless network can be either wired or wireless. Wireless communication does not have the 
constraint of physical cable. This is one of the advantages of a wireless network.Mobile Ad Hoc Network (MANET) is a 
collection of wireless mobile nodes .Theyare characterized by multihop wireless connectivity, infrastructure less 
environment and frequently changing topology. Since the network topologychanges frequently, efficient adaptive routing 
protocols are used. As the network is wireless, security becomes the major issue in Mobile Adhoc Networks.The 
transmission of data is disrupted due to behavior of malicious nodes which results in attacks such as modification, 
fabrication, impersonation and denial of service attacks. This paper gives an overview of Mobile Ad Hoc Networks.   
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I. INTRODUCTION 
 
Wireless networks provide connection flexibility 
between users in different places. Moreover, the 
network can be extended to any place or building 
without the need for a wired connection. In a wireless 
network, network components communicate with 
each other using wireless channels. The use of 
wireless networks is increasing. Based on the type of 
network infrastructure used for communication, 
wireless networks are categorized as infrastructure 
network and infrastructure-less network. 
 
A. Infrastructure network 
An infrastructure network consists of wireless mobile 
nodes and bridges. Bridges connect the wireless 
network to the wired network as shown in figure 
1.These bridges are known as base stations. A mobile 
node within the network searches for the nearest base 
station, connects to it and communicates with it.[1] 
 

 
Fig 1. Infrastructure Network [1] 

 
B. Infrastructure-less network 
Each node in this network acts as a router and a host. 
The nodes may vary with time and so the network 
topology is dynamic in nature.There is no base station 
or access point. Nodes communicate with each other 
and form a multi hope route as shown in figure 2. 
Hence there is a need for efficient routing protocol to 
allow the nodes to communicate over multi-hop paths 

without access point.[1]Portable devices such as 
mobile phones and laptops act as mobile nodes in 
infrastructure-less network like Mobile Ad hoc 
network. 

 

 
Fig 2.Infrastructure-less network [2] 

 
II. MOBILE AD HOC NETWORK 
 
MANET is a dynamic wireless network formed by a 
set of mobile hosts which communicate with each by 
means of air. Each node in the MANET can act as a 
router as well as a host.All participating nodes have 
to perform routing of network traffic in order to 
maintain connectivity in a mobile ad-hoc network. A 
MANET is a self configuring network. It does not 
require any pre-existent infrastructure and so the 
deployment time and cost is minimized.Each node in 
this network moves freely which makes the network 
to change its topology continuously. These 
infrastructure-less mobile nodes in ad hoc networks 
dynamically create routes among themselves to form 
own wireless network as shown in Figure 3. 

 

 
Figure 3.Mobile Ad Hoc Network 
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Co-operation of nodes is necessary for successful 
communication.MANET has the property of rapid 
infrastructure-less deployment and no centralised 
controller which makes it convenient to people and 
vehicles. Range of mobile nodes is extended so that 
ad hoc networks can extend the range of wireless 
networks. Range depends upon concentration of 
wireless users.[1]Some characteristics of MANET are 
as follows 
 

 Distributed operation 
 Multi hop routing 
 Dynamic topology 
 Autonomous terminal 
 Shared physical medium 

 
III. ROUTING PROTOCOLS 
 
Routing protocols define a set of rules which governs 
the journey of message packets from source to 
destination in a network.[2]According to the network 
circumstances different types of routing protocols are 
used.Figure 4 shows the basic classification of the 
routing protocols in MANETs. 
 

 
Figure 4 Classification of routing protocols[3] 

 
A. Proactive routing protocols  
They are also called as table driven routing protocols. 
In this protocol when the network topology changes 
routing tables are updated periodically.As proactive 
protocols need to maintain node entries for each and 
every node in the routing tablethey are not suitable 
for large networks.Whenever there is any variation in 
the network topology, updationhas to be made in the 
entire network.[3]Some of the main table driven 
protocols are:  
 
Optimized Link State Routing protocol (OLSR)  
Destination sequenced Distance vector routing 
(DSDV)  
Wireless routing protocol (WRP)  
Global State Routing (GSR) 
Fish eye State Routing protocol (FSR)  
Source-Tree Adaptive Routing Protocol (STAR)[3] 

 
B. Reactive routing protocols 
Reactive routing protocol is also known as on 
demand routing protocol. In this protocol route is 
discovered whenever it is needed. Source node sees 
its route cache for the available route from source to 
destination.If the route is not available then it initiates 
route discovery process.[2] Different types of on 
demand driven protocols have been developed such 
as:  

Ad hoc On Demand Distance Vector (AODV)  
Routing on-demand acyclic multi-path (ROAM) 
Light-weight mobile routing (LMR) 
Dynamic Source routing protocol (DSR)  
Temporally ordered routing algorithm (TORA)  
Associativity Based routing (ABR) [3] 
C. Hybrid  routing protocols  
There is a trade-off between proactive and reactive 
protocols. Proactive protocols have large overhead 
and less latency. Reactive protocols have less 
overhead and more latency.[2] Hybrid routing 
protocol combines features of both proactive and 
reactive routing protocol. If nodes belong to a 
particular geographical region then they are 
considered to be in same zone and are proactive in 
nature. If the nodes are in different zones then the 
communication is done reactively. The different types 
of Hybrid routing protocols are:  
Zone routing protocol (ZRP)  
Scalable location update routing protocol (SLURP) 
Zone-based hierarchical link state (ZHLS)  
Distributed dynamic routing (DDR)[3] 
 
IV. SECURITY IN MANETS 
 
Security is a major concern for protected 
communication between mobile nodes in a hostile 
environment.MANET has no clear line of defense, so 
it is accessible to both legitimate network users and 
malicious attackers. Security solutions are important 
issues for MANET, especially for those selecting 
sensitive applications, have to meet the following 
design goals while addressing the above challenges. 
MANET is more vulnerable than wired network due 
to mobile nodes, threats from compromised nodes 
inside the network, limited physical security, dynamic 
topology, scalability and lack of centralized 
management. 
 
In MANET, all networking functions such as routing 
and packet forwarding, are performed by nodes 
themselves in a self organizing manner. For these 
reasons, securing a mobile adhoc network is very 
challenging. The goals to evaluate if mobile adhoc 
network is secure or not are as follows[4] 
 

 Availability 
 Confidentiality 
 Integrity 
 Authentication 
 Non repudiation 
 Anonymity 

Attacks in MANET are classified as Active attacks 
and Passive attacks. 
 
A. Passive attacks 
Passive attacks do not disrupt operation of network. 
Data exchanged is spoofed by attackers in network 
without altering it. If an attacker is also able to 
interpret data gatheredthrough snooping then 
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requirement of confidentiality can be violated. The 
operation of network itself does not get affected and 
so detection of these attacks is difficult. Some of the 
passive attacks are eavesdropping,traffic 
analysis,traffic monitoring and sync flooding. 
 
B. Active attacks 
Active attacks are performed by the maliciousnodes 
that bear some energy cost in order to perform the 
attacks. Modification of data stream or creation of 
false stream are performed by the malicious nodes in 
active attacks. Active attacks can be internal or 
external. Internal attacks are more severe and hard to 
detect than external attacks as the attacker is already 
part of the network. Active attacks, whether carried 
out by an external advisory or an internal 
compromised node involves actions such as 
impersonation (masquerading or spoofing), 
modification, fabrication and replication.[4] 
 
V. CASE STUDY: BLACK HOLE ATTACK IN 
MANET 
 
In black hole attack, a malicious node advertise itself 
using its routing protocol for having the shortest path 
to the destination node or to the packet it wants to 
intercept. Irrespective of checking its routing table, 
hostile node advertises its availability of fresh routes. 
So attacker node will always have the availability in 
replying to the route request and thus intercept the 
data packet and retain it. In this way, the malicious 
node reply will be received by the requesting node 
before the reception of reply from actual node; hence 
a malicious and forged route is created. When this 
route is establish, now it’s up to the node whether to 
drop all the packets or forward it to the unknown 
address.[5] 
 

 
Figure 5 Black hole attack[6] 

 
Node S wants to send data packets to destination 
node D in Figure 5. Node S initiates Route 
Discoveryprocess.Node B is a malicious node. 
Whenevernode B receives RREQ packets it claims 
that it has shortest path to the destination. Now 
Source nodethinks that Route discovery process is 
completed and ignore all other RREP messages. It  
begin to send packetsover malicious node B.As a 

result all packets send through black hole node B are 
simply lost or send to unwanteddestination.[6] Two 
types of black hole attack can be described in AODV 
inorder to distinguish the kind of black hole attack.[7] 
 
A. Internal Black hole attack 
This type of black hole attack has an internal 
malicious node. Thismalicious node fits in between 
the routes of given source and destination. This 
malicious node will make itself an active data route 
element as soon as it gets the chance. Now it is 
capable of conducting attack with the start of data 
transmission. Node itself belongs to the data route 
and hence it is an internal attack. 
 
B. External Black hole attack 
External attacks deny access to network traffic or 
create congestion in network. They physically stay 
outside of the network. External attacks take control 
ofinternal malicious node and control it to attack 
other nodes inMANET. Thus external attack can 
become a kind of internal attack. 
 
Black hole attacks in AODV protocol routing level 
can be classified into two categories: RREQ black 
hole attack and RREP black hole attack.  
 

 
Figure 6 Black hole attack by faked RREQ [8] 

 
By faked RREQ message a black hole attack is 
formed between the source node and the destination 
node by the attacker as shown in Figure 6. 
 
 

 
Figure 7 Black hole attack by faked RREP[8] 

 
The attacker unicasts the faked RREP message to the 
originating node.Originating node update its route to 
destination node when it receives the faked RREP 
message through the non-existent node.[8]Then 
RREP black hole is formed as it is shown in Figure 7. 
 

Caused by RREQ Caused by RREP 
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Set the originator 
IP address in 
RREQ to the 
originating nodes 
IP address   

Set the originator IP 
address in RREQ to the 
originating nodes IP 
address.   

Set the destination 
IP address in 
RREQ to the 
originating nodes 
IP address.   

Set the destination IP 
address in RREQ to the 
originating nodes IP 
address. 

Set the destination 
IP address of IP 
Header to 
broadcast address 

Set the destination IP 
address of IP Header to IP 
address of node that 
RREQ has been received  

Set the source IP 
address of IP 
header to its own 
IP address  

Set the source IP address 
of IP header to its own IP 
address   

Table 1.Black hole attack[9] 
 

VI. ADVANTAGES OF MANET 
 

 Router Free 
With ad hoc network internet is accessed without the 
need of wireless router. So there is no cost of added 
router and running an ad hoc network can be more 
affordable as compared to traditional network. 

 Mobility:  
The wireless mobile nodes can move at the same time 
in different directions. Although the routing 
algorithm can deal with this issue, the performance 
simulations show that there is a threshold level of 
node mobility such that protocol operation begins to 
fail. [1] 

 Speed  
No additional hardware or software is required for 
creating an ad hoc network from scratch. To connect 
multiple computers quickly and easily an ad hoc 
network is an ideal solution. 

 Connectivity 
The use of centralized points or gateways is not 
necessary for the communication within the MANET 
due to the collaboration between nodes in the task of 
delivering packets,. 

 Fast Installation:  
The level of flexibility for setting them MANET is 
high since they do not require any previous 
installation or infrastructure and hence they can be 
brought up and down in a very short time. 
 
VII. LIMITATIONS OF MANET 

 
 Bandwidth Constraints:  

The capacity of the wireless links is always much 
lower than in wired counterparts. Indeed, several 
Gbps are available for wired LAN, while, nowadays, 

the commercial applications for wireless LANs work 
typically around 2 Mbps.[1] 

 Energy constraints:  
The infinitive operation time for the nodes is not 
possible as the power of batteries is limited in all 
devices. 

 Transmission Errors:  
The error rate of wireless links is increased due to 
Attenuation and interferences  

 Location:  
Addressing is another problem for the network layer 
in MANET. The IP addressing used in the fixed 
networks cannot be applied in MANET. The way of 
addressing in MANET does not depend on the 
position of the node. 
 
VIII. APPLICATIONS OF MANET 
 
Ad hoc networks can be used where communication 
infrastructure does not exist or the infrastructure 
being used  is expensive or inconvenient to use. 
Where conventional networking cannot be applied 
MANETs are used. MANET is used in following 
areas: 
 

 Military battlefield  
Robust and reliable communication is needed for 
modern digital battlefield. Ad hoc networks are 
needed by soldiers for relaying information related to 
situational awareness. 
 

 
Figure 8 Military battlefield 

 
 Sensor Networks  

Sensor networks are composed of a very large 
number of small sensors. Properties of an area like 
temperature, pressure, toxins, pollutions, etc, can be 
detected by them.  

 

 
Figure 9 Sensor Network 
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 Disaster Area Network:  
Ad hoc networks can be used in emergency/rescue 
operations like in fire, flood, or earthquakefor disaster 
relief efforts. Emergency rescue operations must take 
place where non-existing or damaged 
communications infrastructure and rapid deployment 
of a communication network is needed.[1] 
 

 
Figure 10 Disaster Area Network 

 
 Personal Area Network:  

Various mobile devices when connected in an ad-hoc 
manner form a Personal area Network. When 
connected to a larger network PANs will become 
more meaningful. 
 

 
Figure 11 Personal Area Network 

 
IX. SUMMARY 
 
Mobile Ad hoc Networks has the ability to deploy a 
network where a traditional network infrastructure 
environment cannot be possibly deployed.Description 
of various routing protocols has been done. 
Classification of routing protocols has been provided 
according to therouting strategy. While it is not clear 
that any particular algorithm or class of algorithm is 
the best for all scenarios, each protocol has definite 
advantages and disadvantages, and is well suited for 
certain situations.  
 

With importance of MANET comparative to its vast 
potential it still has many challenges left in order to 
overcome. Security of MANET is one of the 
important features for its deployment. The field of ad 
hoc mobile networks is rapidly growing and 
changing, and while there are still many challenges 
that need to be met, it is likely that such networks will 
see widespread use within the next few years. 
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