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Abstract—Adding a malicious circuitry during hardware design and fabrication causes a serious threat and needed to be 
done with most caution. Such malicious circuitry called hardware Trojan (also referred as tampering) causes an integrated 
circuit (IC) to have altered behaviour such as misbehaving, transmitting information to the adversary etc., which leads to 
loosing safety in critical applications. So in this paper we propose a method to detect the Trojan presence using power 
analysis methodology. Our results presented in this paper shows the reliability of power analysis method and its uses. 
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I. INTRODUCTION 
 
Due to advancement in VLSI technologies, chip 
designing and manufacturing needs to be done with 
caution, since the outsourcing of IC fabrication can 
leads to injection of malicious circuitry called 
Hardware Trojan. Hardware Trojan is a small 
malicious circuit that modifies the circuitry of an 
Integrated circuit. It can modify, block data and can 
perform actions authorised by the adversary. The 
Trojan, smaller in size compared to the host circuit 
and stealthy in nature that are activated only in rare 
conditions. The Trojans that gets activated only for 
certain conditions or for a particular time instants 
such Trojans are called as Invisible hardware Trojans. 
Trojans cause a serious security threat to IC 
fabrication. Trojan detection can done after the 
fabrication of an IC and also during the life time of 
the system. 
 
II. LITERATURE SURVEY 
 
Over the past years many Trojan detection methods 
have been developed. The methods can be classified 
either as side channel analysis or Trojan activation. 
Xiaoxiao Wang et.al proposed a sensor assisted 
method for Trojan detection. This method does not 
require a golden chip for comparison. The sensors are 
used to make delay predictions which are compared 
with the on-chip measurements. Farinaz Koushanfar 
et.al summarized the Trojan taxonomy and the key 
Trojan detection methods proposed by various 
people. This article also depicts the Trojan model, test 
modality, detection methods. Farinaz Koushanfar 
et.al proposed a unimodal Trojan detection approach. 
The basis for this approach is gate profiling. Reza M. 
Rad, et.al proposed a power supply transient signal 
analysis for detecting Trojans. The benchmark circuit  
 

 
is modelled as a quad core and the IDDT measurements 
are made in individual and multiple power ports. 
 
III. PROPOSED TECHNIQUE 
 
In this paper, we propose a power analysis 
methodology to detect the Trojan in the circuit. 
Power analysis method compares the power profiles. 
Firstly, various combinational benchmark circuits 
were designed such as C17, C499, C432 and Trojans 
such as stuck-at-one (Fig.1), stuck-at-zero (Fig.2), 
and somersault circuit (Fig.3) were designed. 

 
Fig.1. Trojan circuit having the characteristics of a stuck at ‘1’  

Fault (Trojan 1) 

 
Fig.2. Trojan circuit having the characteristics of a stuck at ‘0’ 

fault (Trojan 2) 

 
Fig.3. Trojan circuit that complements the input (Trojan 3) 
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Analysis of these Trojan-free and Trojan inserted 
circuits are done power profiles are and produced i.e., 
it gives out the various powers consumed by the 
circuits like Dynamic power, Leakage power, 
Switching power, Internal power and Total power. 
Using which the presence of any Trojan circuit can be 
found. 
 
IV. POWER ANALYSIS USING POWER 

PROFILE-ALGORITHM 
 
 Power profile lists five types of powers like 
Dynamic power ,Switching power, Leakage power, 
Internal power and Total power 
 Total power = Dynamic power + Leakage power 
,Here the variation in leakage power is negligible so 
total power consumed directly corresponds to 
dynamic power  
 Dynamic power= Internal power +switching 
power , Here the variation in internal power is 
negligible so total power consumed directly 
corresponds to switching power  
 The number of transitions made by extra 
circuitry gives rise to extra switching power which 
adds up dynamic power and which in turn increases 
the total power  
 Now the variation in total power consumed by 
the golden circuit and Trojan affected circuit shows 
the presence of Trojan  
 
V. ANALYSIS AND RESULT 
 
The table (Table 1) below lists the power consumed 
by a Trojan-free C17 combinational benchmark 
circuit and the same when three different Trojans are 
inserted in the C17 benchmark circuit 

 
Table 1 Power profile of C17 golden circuit and Trojans 

affected circuits 

From the table above following inferences can be 
made: 
 Total power is addition of dynamic power 
and leakage power, taking into account that leakage 
power change is negligible. Due to addition of gates 
(Trojan) in the C17 circuit, the total power consumed 
by the whole circuit increases, thus giving rise to 
variations in the power consumed by Trojan circuit 
and the golden circuit. 
o Total power change = (5.0241* e-06) – 
(3.6561* e-06) 
 = 1.368* e-06 W 
 Dynamic power is addition of switching 
power and internal power, taking into account that 
internal power change is negligible. Now, dynamic 
power in the C17 circuit changes when there is a 
switching activity i.e., when the input transits from 
‘1’ to ‘0’  or ‘0’ to ‘1’ .Here, due to insertion of new 
gates in the Trojan circuit the number of transitions 
made increases giving rise to more dynamic power 
consumed compared to the golden circuit’s dynamic 
power 
o Dynamic power change = (4.87989* e-06) – 
(3.5497 e-06) 
  =1.33019* e-06 W 
 These changes in power strongly infer the 
presence of Trojan 
 
 
The following figures shows the segmentation done 
on a combinational C17 golden circuit and a C17 
circuit affected with Trojan 
 

 
Fig.4.Segmented C17 golden circuit 

 

 
Fig.5.Segmented C17 circuit with Trojan 

 
From the figures (Fig.4, Fig.5) the following 
inferences can be made: 
 Due to addition of a small Trojan circuitry 
there is an added extra segment created which shows 
the presence of a Trojan 
 The extra segment  consumes extra power 
which infers back to the power profiles and its 
explanation 
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 The extra power consumed directly depends 
on the size of the Trojan circuit, for example here for 
a simple two level circuit the power changes by 2*10-

6 W 
 
The table (Table 2) below shows the power used by 
the various segments of C17 golden circuit and a C17 
circuit with the Trojan 

 
Table 2 Power consumed by segments of C17 golden circuit 

and C17 circuit with Trojan 
 
From the Table 2 the following inferences can be 
made: 
 The three segments of the original C17 
golden circuit further had an added segment in it 
when a Trojan is added to it and hence the power 
change is observed. 
 
The table (Table 3) below lists the power consumed 
by a Trojan-free C432 combinational benchmark 
circuit and the same when three different Trojans are 
inserted in the C432 combinational benchmark circuit 
 

 
Table 3 Power profile of C432 golden circuit and Trojans 

affected circuits 

From the table above following inferences can be 
made: 
 Total power is addition of dynamic power 
and leakage power, taking into account that leakage 
power change is negligible. Due to addition of gates 
(Trojan) in the C432 circuit, the total power 
consumed by the whole circuit increases, thus giving 
rise to variations in the power consumed by Trojan 
circuit and the golden circuit. 
o Total power change = (0.000129811) – 
(0.000124462)  = 5.349* e-06 W 
 Dynamic power is addition of switching 
power and internal power, taking into account that 
internal power change is negligible. Now, dynamic 
power in the C432 circuit changes when there is a 
switching activity i.e., when the input transits from 
‘1’ to ‘0’  or ‘0’ to ‘1’ .Here, due to insertion of new 
gates in the Trojan circuit the number of transitions 
made increases giving rise to more dynamic power 
consumed compared to the golden circuit’s dynamic 
power 
o Dynamic power change = (0.000126728) – 
(0.000121477) 
                =5.251* e-06 W 
 These changes in power strongly infer the 
presence of Trojan 
 
The table (Table 4) below lists the power consumed 
by a Trojan-free C499 combinational benchmark 
circuit and the same when three different Trojans are 
inserted in the C499 combinational benchmark circuit 

 
Table 4 Power profile of C499 golden circuit and Trojans 

affected circuits 
 

From the table above following inferences can be 
made: 
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 Total power is addition of dynamic power 
and leakage power, taking into account that leakage 
power change is negligible. Due to addition of gates 
(Trojan) in the C499 circuit, the total power 
consumed by the whole circuit increases, thus giving 
rise to variations in the power consumed by Trojan 
circuit and the golden circuit. 
o Total power change = (5.0241* e-06) – 
(3.6561* e-06) 
                         = 1.368* e-06 W 
 Dynamic power is addition of switching 
power and internal power, taking into account that 
internal power change is negligible. Now, dynamic 
power in the C499 circuit changes when there is a 
switching activity i.e., when the input transits from 
‘1’ to ‘0’  or ‘0’ to ‘1’ .Here, due to insertion of new 
gates in the Trojan circuit the number of transitions 
made increases giving rise to more dynamic power 
consumed compared to the golden circuit’s dynamic 
power 
o Dynamic power change = (4.87989* e-06) – 
(3.5497 e-06) 
  = 1.33019* e-06 W 
 These changes in power strongly infer the 
presence of Trojan 
 
CONCLUSION 
 
A testing methodology for detecting the Trojan 
presence and locating it in a small combinational 
circuit was discussed. Our simulation results proves 

that our power analysis method is much reliable for 
Trojan detection. The same technique can be 
extended for larger circuits. 
 
REFERENCES 
 

[1] Xiaoxiao Wang, Hassan Salmani and Mohammad Tehranipoor 
Jim Plusquellic, “Hardware Trojan Detection and Isolation 
Using Current Integration and Localized Current Analysis”, 
2008. 
 

[2] Farinaz Koushanfar and Mohammad Tehranipoor “A Survey 
of Hardware Trojan Taxonomy and Detection”, IEEE Design 
& Test of Computers, Copublished by the IEEE CS and the 
IEEE CASS, 2010 IEEE. 
 

[3] Farinaz Koushanfar and Azalia Mirhoseini, IEEE, “A Unified 
Framework for Multimodal Submodular Integrated Circuits 
Trojan Detection”,IEEE TRANSATIOS ON INFORMATION 
FORENSICS AND SECURITY, VOL.6,NO.1,MARCH 2011. 
 

[4] Reza M. Rad, Xiaoxiao Wang, Mohammad Tehranipoor, Jim 
Plusquellic, “Power Supply Signal Calibration Techniques for 
Improving Detection Resolution to Hardware Trojans”, 2008 
IEEE. 
 

[5] Jim Aarestad,  Dhruva Acharyya, Member, Reza Rad, and Jim 
Plusquellic, “ Detecting Trojans Through Leakage Current 
Analysis Using Multiple Supply Pad IDDQs”, IEEE 
TRANSACTIONS ON INFORMATION FORENSICS AND 
SECURITY, VOL. 5, NO. 4, DECEMBER 2010 
 

[6] Azadeh Davoodi, Min Li,Mohammad Tehranipoor, “A 
Sensor-Assisted Self-Authentication Framework for Hardware 
Trojan Detection”, 2012. 

 

 
 
 
 
 
 


