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Abstract: Security is a weak point in ad hoc networks due to the inherent quality of wireless media, mobility of the nodes 
and lack of centralized entity. Improvisation of Quality of Service in MANET is a challenging issue due to its resource 
constraints. We present an Improved Secure-DSR (IS-DSR), a secure routing protocol for mobile ad hoc networks. IS-DSR 
authenticates the routing messages using digital signatures based on asymmetric cryptography. Our objective behind IS-DSR 
is to have secured multiple routes to each destination and store a local trust factor for each node in the network. A trust factor 
is assigned to each path based on trust factor of the nodes which occur on that path. The paths with higher trust factor are 
preferred for routing. We implemented our approach in Glomosim simulator and compared the performance of IS-DSR and 
DSR. Our results show the evaluation of packet delivery ratio, routing overhead and delay outperforms in varying malicious 
nodes between IS-DSR and DSR. 
 
 
I. INTRODUCTION 
 
 Mobile Ad-Hoc network is an infrastructure less, 
self-organizing and self-managing wireless network. 
Due to lack of any centralized infrastructure security 
is a major issue in ad-hoc network. To make a secure 
communication in ad-hoc network is a big challenge 
and many protocols are proposed towards this. Most 
of these routing protocols are cooperative in nature, 
and rely on neighbor relationships to route packets 
among participating nodes. In order to achieve an 
standard performance in such an environment, 
routing protocols should be robust against the 
dynamic nature of the environment, which may cause 
the existing links and discovered paths to break after 
a while as a result of mobility of the nodes, and 
possible presence of malicious nodes which do not 
cooperate with other nodes and try to disrupt the 
network [2]. The presence of malicious node disrupt 
an ad hoc network by injecting erroneous routing 
updates, replying old routing information, changing 
routing updates, or advertising incorrect  routing 
information and the dynamic nature of ad-hoc 
network makes these detection more difficult [3]. A 
number of conventional schemes [xxxx] for the 
defense against a variety of Malicious Attacks in ad 
hoc network are based on adapting the basic on-
demand routing protocol design for use in mobile 
wireless ad hoc networks. However, most of these 
routing protocols ignore the security issues and 
assume that every node in the environment is 
cooperative and trust worthy which usually not 
suitable for secure routing in ad hoc mobile networks. 
 
II. SECURE ROUTING 
 
Nodes exchange information about their 
neighborhood and construct a network topology for 
data packets transmission to the desired destinations  

 
in routing protocols. Such information could be target 
of any malicious opponent who intends to disrupt 
functionality of the network. Based on the way of 
injection malicious nodes can be divided as External 
and Internal attackers. 
External Attackers have strong impact on the adhoc 
network. It can partition the network into isolated 
segments by injecting erroneous routing information, 
caching previous routing messages or modifying the 
valid route path information. The result of external 
attacks can bring the network down. Internal 
Attackers also cause severe damages to network by 
attacking on nodes. The effects on internal attacks 
bring down the trustworthiness of the nodes. Nodes 
that have been trusted before are not committing the 
delivery anymore. On attacked nodes also send 
erroneous routing messages to other nodes and 
modify the local route which disrupts the entire 
network. It can also create traffic with injecting 
erroneous messages. It is hard to identify the internal 
attacks as they already have some trust credentials.  
 
III. IMPROVED SECURE - DYNAMIC 

SOURCE ROUTING 
 
The proposed protocol IS-DSR, assumes that both 
internal and external attacks are exist in the network, 
but majority of the nodes in the network are 
trustworthy. The protocol implements public key 
cryptography techniques to secure the network 
against the malicious nodes. It uses public key 
signatures and message encryption to prevent the 
routing messages modification. 
Every node maintains routes to the destination for 
routing in the proposed protocol. Each node stores 
discovered routes to destination during route 
discovery process. It will choose on trustworthy 
routes on every packet forwarding request from the 
source. This mechanism improvised the performance 
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and same time provide secure and stable network 
with a reasonable extra overhead imposed on the 
network. The protocol works in three phases which 
are explained in following sections. 
 
4.1 Secure Certificate Acquisition 
Each node in the network must obtain a secure 
certificate from a trusted Certificate Authority (CA) 
before joining the network. The secure certificate 
once issued cannot be revoked or expired during the 
lifetime of the network. The certificate will be gets 
invalid if the trust value the node degrades below 
threshold. It means the validity of the certificate will 
be remains till the trustworthy is maintained. In this 
process we will be able to identify the nodes which 
illegally possessing valid certificate and can be avoid 
in routing process. 
 
 Certificate Authority is assumed to be secure and 
having a public key which everybody knows. The 
certificate issued by the CA will be bound with the 
CA Public Key, node address and node public key. 
CA also provide node private key along with 
certificate.  
 
The certificate issued by CA denoted as,   

푁 = 푬푪푨풑풌풆풚(푁 ,푁 ,퐶퐴 ) 
 
The certificate consists of Node address, Node public 
key and CA Public Key which is encrypted using CA 
private Key. CA Public key will be used for verify 
other node certificate. 
 
4.3 Secure Routing Process 
Efficient data routing is main objective of routing 
protocols in adhoc network. The proposed protocol 
sends data through the discovered routes which 
discovered in secure route discovering process after 
calculating each node trust value. The protocol 
assumes that all the nodes in the network are 
trustworthy initially. The trust value are calculated 
based on the three factors, 퐷  is number of data 
packet delivered, 퐷   is number of data packet 
dropped and 퐷   is number of credential for 
participated in successful path for data delivery. The 
trust value of a node represent as, 

푇 =
퐷 +퐷

퐷 + 푥 ∙  퐷  

where x is, 

푥 =
퐷 +퐷

퐷  

Source sends the data packets via the cached path to 
destination. On receive destination sends 
acknowledgement for every data packet received. 
This assures source the successful delivery of data 
packets. The communication between source and 
destination initiate by selecting an optimal path from 
route cache. The optimal path selection based on the 

shortest and highest first hop node trust value which 
connected to the source.  
 

S.No. Route First Hop Trust 
1 2,3,4,6,D 2 0.5 
2 3,5,4,8,10,D 3 0.6 
3 2,4,8,7,12,D 2 0.5 
4 4,5,8,6,10,D 4 0.3 
5 4,6,7,9,10,12,D 4 0.3 

 
Table-1 Source Node Routing Table 

 
For example, as shown in Table-1 source node 
routing table which maintain 5 routes to destination 
D. Even though first route of the table is shortest our 
scheme select second route for routing as trust value 
of first hop of the second route is high. It is not wise 
to route based on entire route trust as trust of few 
intermediate nodes  participating in the routing can be 
very low or few nodes may be very high, which give 
a fare trust on calculation and lead more packet loss 
and increase communication overhead on link failure. 
To overcome this proposed scheme route data packets 
to the node which has high trust in the maintain route. 
 

S.No. Route First Hop Trust 
1 2,3,4,6,D 4 0.7 
2 3,5,4,8,10,D 5 0.6 

 
Table-2 Intermediate Node-3 Routing Table 

 
Intermediate node follows the same scheme as source 
node does. Table-2 shows the routing table of node 3. 
Node 3 has two hops as per the routing table shown 
in Table-2. Based on the trust value calculation node 
3 sends the data packet to node 4 of instead of Node 
5.This scheme of selection will continue till data 
packet delivered to destination. The proposed 
approach increases the efficiency of packet delivery. 
Every intermediate node need send a signed 
acknowledgment to its previous hop on successful 
deliver of data packet to it next hop. If next hop fails 
to deliver then intermediate node sends a node error 
message to the source and tries for next available 
hops. If intermediate node fails to route with all the 
hops, it sends a route error message to the source. 
Source punishes that entire node by decreasing their 
trust and in future avoids those routes having those 
nodes. Destination node on receiver of data packet 
sends a signed acknowledgement message in reply to 
source. Intermediate nodes forward this 
acknowledgement back to source again verifying the 
signature of destination by a probability p. Source 
node maintains a table of sequence numbers of 
packets it has sent. Whenever it receives an 
acknowledgment it updates the trust factors entries 
for each of the nodes in the path used for packet 
sending. If after acknowledgment time source does 
not receive an acknowledgment, it will assume that 
the packet has never been delivered correctly and 
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punishes nodes in the corresponding path by 
increasing their corresponding data drop value. 
 
IV. EXPERIMENT AND RESULTS 
 
5.1 Simulation Setup 
We implement the simulation using Glomosim 
Simulator. Glomosim is a scalable network 
simulation environment for mobile ad-hoc networks, 
developed at UCLA Parallel Computing Laboratory. 
It has the capabilities to simulate thousands of mobile 
nodes without disregarding the details in the lower 
layer protocols and allow rapid integration of 
developed protocols. To implement IS-DSR we 
modified the DSR protocol and evaluated the effect 
of our proposed protocol over DSR. The packet 
header size of route request and routing has increased 
as we added the security parameters.  The experiment 
will be tested in two different scenarios, first without 
any malicious nodes in the network and secondly 
with 20% of malicious nodes. The experiment result 
demonstrates the overhead introduced due to security 
improvement and throughput improvisation between 
DSR and IS-DSR. All nodes behave normally during 
route discovery process but during routing simulator 
choose 20% malicious node randomly, those nodes 
behave abnormally and drops all data packets routed 
through them.  
5.2 Results: Packet Delivery Ratio 
Packet delivery is the total number of data packets 
received, divided by the total number of data packets 
originated. 

 
Figure-1 Average Delivery Ratio in Absence of Malicious 

Nodes 

 
Figure-2 Average Delivery Ratio in Presence of Malicious 

Nodes 

Figure-1 shows the packet delivery ratio for IS-DSR 
and DSR in the absence of malicious nodes is nearly 
same. Figure- 2 shows the same result in the presence 
of malicious nodes. The figure-2 describes that except 
for the high mobility i.e., low pause time scenario the 
packet delivery ratio of IS-DSR out perform over 
DSR. However, the packet delivery ratio of DSR 
results low when 20% of the malicious nodes drop 
the data packets. The performance of DSR gets better 
with pause time increases. As the pause time 
increases the nodes become stable and a malicious 
node has a relatively low effect on the network. In 
fact, if none of the malicious nodes is on the shortest 
paths from sources to destinations then throughput 
ratio will be better. 
A. Control Overhead 
Control overhead calculated based on the total 
number of control packets originated and forwarded 
by the protocols during entire communication 
process.  

 
 

Figure-3 Average Control Overhead in Absence of Malicious 
Nodes 

 
 

Figure-4 Average Control Overhead in Presence of Malicious 
Nodes 

 
Figure-3 and 4 describe control overload for IS-DSR 
and DSR in the absence and presence of malicious 
nodes. In both cases IS-DSR has higher overload than 
DSR. The difference decreases with increases in the 
pause time. The main reason for this high overload 
due to acknowledgement exchange between 
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intermediate nodes and IS-DSR route replies can be 
sent only by the destination. Moreover, IS-DSR 
depends on multiple routes so unlike DSR a route 
request can be rebroadcast more than once. When the 
mobility is higher number of performed route 
discovery operations increases due to a larger number 
of broken links, resulting in more overhead. 
 
CONCLUSION AND FUTURE WORK 
 
We proposed a new IS-DSR secure routing protocol 
for mobile ad hoc networks. IS-DSR authenticates the 
routing messages using digital signatures based on 
asymmetric cryptography. IS-DSR manages multiple 
routes to each destination. Each node in the network 
also stores a local trust value for every other node and 
also maintain route table. A trust value of first hop 
node is computed for every node before selecting a 
path. Intermediate node select paths with higher trust 
node values are preferred for routing the packets. We 
have simulate our approach in Glomosim simulator 
and compared the performance of IS-DSR and DSR. 
When there are no malicious nodes in the network, 
IS-DSR achieves the same packet delivery ratio as 
DSR. In the presence of malicious nodes IS-DSR 
outperforms DSR in the throughput. In both cases, IS-
DSR introduces a reasonable network load to 
establish the high packet delivery ratio. 
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