
International Journal of Electrical, Electronics and Data Communication, ISSN(p): 2320-2084, ISSN(e): 2321-2950 

Volume-8, Issue-4, Apr.-2020, http://iraj.in 

Distributed Legder Technology : Security Threats in Cryptography 

 

6 

DISTRIBUTED LEGDER TECHNOLOGY : SECURITY THREATS IN 

CRYPTOGRAPHY 
 

FARHAN ANWAR GHUMMAN 
 

Department of Computer Science, University of Bedfordshire, Luton, United Kingdom 
E-mail: farhan.beds@gmail.com 

 

 
Abstract - DLT has become an important topic of the world in recent years. Today Distributed Ledger Technology is 

growing famous among transactions and storing data between organizations. It has given an economic boom to many 
businesses and industries. DL technology brings a revolutionary change in maintaining secure transactions and storing data 
on a network of machines. The data stored use crypto technology to make it secure. Although this technology brings a 
revolutionary change and more convenient services, the security issues of crypto technology is also a very important 
discussion which we need to concern.  This paper discusses the security threats, deficiencies and weaknesses of Crypto 
Technology. Security issues is discussed which might occurred in systems, networks, transaction etc. 
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I. INTRODUCTION 

 

Block Chain Technology has given an economic 

boom to IT industry. A blockchain system uses the 

Distributed Ledger Technology (DLT). A blockchain 

is a chain of different blocks which consists of list of 

data or records which are linked together using 

cryptography technology. [1] In easy words, 
blockchain  consist of two words “block” which 

means digital information and the “chain” which is a 

public database where these digital information 

stores.Any action that effects or compromise the data 

security is known as the security attack. A proper 

mechanism is needed to deal with these attacks. 

 

 
Figure 1: Block Chain [2] 

 

Distributed Ledger Technology is based on 

Blockchain is a database that store data in several 

different locations. 

 

Cryptography is an application of Blockchain which 

uses Distributed Ledger Technology is the process of 

protecting information and data via crypto codes so 

only the specific whom the information is intended 

can only read and process the information. [3]  

 

II. CRYPTOGRAPHY PERMORMANCE 

ANALYSIS 

 

Encryption algorithms are commonly used to provide 

secure transactions. The data or information is 

transferred in an encryption form using end-to-end 

encryption, so data sent and receive only to specific 

device provides safe transaction. Following are the 

commonly used algorithms by cryptography [4]: 

 

DES/3DES or TripleDES: Data Encryption Standard 

is an encryption algorithm first used by United States 

government in 1970’s.  Now a days it is commonly 
used in Automated Teller Machines (ATM) for the 

encryption of PINs. Later on, new version was 

introduced which is more secure than the older one as 

it encrypts three times more than the first one called 

3DES. 

 

Blow Fish: Designed by Bruce Schneier in 1993 is a 

symmetric block cipher that can be used as 

replacement for IDEA or DES. [5] 

AES: Advance Encryption Standard originated by 

Joan Daemen along with Vincent Rijmen which are 
cryptographers. It was replaced DES as the United 

States Government encryption technique in the year 

2000. 

 

Two Fish: A block cipher which is designed by 

Counterpane Labs. It was an AES (Advanced 

Encryption Standards) open source. 

 

IDEA: An encryption algorithm uses 64-bit blocks 

with 128-bit keys. 

 

III. CRYPTOGRAPHY AND SECURITY 
 

Cryptography is considered as the most secure way of 

transactions because of its encryption technique 

which uses end-to-end encryption to secure the 

information and pass it to only authentic receiver. 

Encryption and transformation of information in 

encrypted form are the common means of provides 

information security. [6] In cryptography ,security 

should be take very seriously. To secure the 
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transaction , the cryptography technology ensures that 

the information must be accessible to authorized 
parties only. It also ensures the authenticity of the 

transaction or message. This application of 

Blockchain also ensures the integrity of security. It 

make sure that only the authorized parties can modify 

the information or system assets. Cryptography 

provides access control which means access to 

information is controlled.  

 

IV. SECURITY THREATS TO 

CRYPTOGRAPHY 

 

As cryptography is considered a secure way of 
transaction as it includes encryption machines. Still 

there are threats to security. One of the famous threats 

is Interruption which means if an asset or part of a 

system is damaged or destroyed or it can’t be used 

then this might be the attack on availability. This will 

result in interruption of transferring data. Another 

attack is Interception which means unauthorized party 

or person gain access to information or asses. This is 

a very serious threat to security as this is an attack on 

information and confidentiality. Unauthorized party 

could be a person, party, program or anything. The 
most dangerous security attack called Modification 

which is an attack to information. An unauthorized 

person or party gains access and try to tamper with an 

asset or information. This type of attack is called 

attack on the integrity. Fabrication attack occurs 

when an unauthorized person or part changes the 

information into the asset or system. This is an attack 

on the authenticity of the information. Encryption 

will be meaningless if the information is hacked. 

 

V. CRYPTOGRAPHY: SECURITY SOLUTION 

 
There are some possible solutions which will not 

completely secure but somehow will be much helpful 

to secure the data or transaction. One of the useful 

techniques is by using Public Key Infrastructure 

based authentication method. [7] This technique will 

protect from eavesdropiing and other securtiy attacks. 

It also validates the application as the trusted one. 

Therefore both ends will be protected and 

authenticated so it will prevent the security attacks. 

Another solution is to setting up the high level 

passwords and keys to make authentication more 
secure. Security attacks can also be in the form of 

sniffer attack, password breach attacks, data loss, 

application attack, data modification attacks and 

other. To secure the transaction is the toughest and 

difficult challenge as the danger of attacks remain 

every day. We can secure environment by keep data 

backup in different locations. We can store the data or 

information on reliable medium. Keep update of 

patches can also help to secure data. To stay away of 

security threats, SSL certificate should be installed. 

SSL is also known as the backbone of the secure 

internet as it protects the sensitive information. 

VI. CRYPTOGRAPHY AND BITCOIN 

 
Bitcoin is no doubt one of the biggest developments 

in the industry of finance. Bit coin is an application of 

cryptography as is known as the biggest digital 

cryptocurrency today. [8] It works on the principle of 

Blockchain which is a distributed ledger technology. 

This digital currency uses peer to peer networking 

system to coordinate other systems worldwide which 

called a universal ledger where all the bitcoin 

network transactions are recorded.This is called the 

blockchain of bitcoin and this is the reason why 

bitcoin is so successful in the world of finance. When 

a person or machine makes a bitcoin transaction ,it 
first varify across the network worldwide and then 

put it in a block. Blocks are mined by bitcoin network 

using many powerful computers. Bitcoin is a new 

digital currency but still it is becoming famous and 

hopefully in the future the money we have today will 

completely change in digital form which is the idea of 

Bitcoin. [9] The transactions is bitcoin are varified by 

its network nodes via cryptography technology and it 

record in public distributed ledger which is called a 

blockchain. According to Cambridge extimation in 

2017 , the number of users using cryptocurrency were 
2.9 to 5.8 million and most of them were using 

bitcoin. [10]  Bitcoin use asymmetric cryptography 

which is a secure transaction way over the internet. It 

is a public-private key cryptography technology 

which allows peerson to prove its identity using a set 

of cryptography keys which are public key and 

private key. [11] 

 

 
 

In simple words, bitcoin is a digital cash that main 

aim is to allow a person to send and receive money or 

funds all around the world without rely on some 

authority or third party such as a government or a 

bank. No doubt it is a big invention of blockchain. 

 

VII. BITCOIN SECURITY ISSUES 

 

Bitcoin is today considered as the successful digital 

cryptocurrency but still it faces some serious security 
risks and concerns such as cyber-attacks, growing 

vulnerability, double-spending, safety of money and 

wallets, secure transactions, mining attacks, bitcoin 

services. These are the security threats bitcoin is 

worried about. As bitcoin have cryptography 

technology built in their mechanism which means 

they have powerful encryption to verify the 
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transactions and to guard the hacking attempts. The 

protocol may be secure, but the services that deals 
may be not be as secure which might can cause 

security breach and large number of bitcoins can be 

stolen or lost.  [12] In 2013 , inputs.io which is a 

bitcoin wallet service for everyone was hacked. 

Hackers gained access to their wallets and stole 

almost 4,100 bitcoins from the system which was 

worth $1.2 million at that time. Again in 2016 , 

Bitfinex which is a Hong Kong exchange lost almost 

$65m in cyber attack by hackers. Bitcoin wallets 

security also proved vulnerable,in 2017 the second 

largest cryptocurrency Ethereum was attacked by the 

hackers who found the programming flaw in the 
company’s wallet and steal the currency equivalent of 

almost $31m. Although the transaction is encrypted 

but the walled stored in unencrypted in Bitcoin which 

might become a target for hackers or theifs but the 

recent release of bitcoin now supports encryption 

technology to protect the transaction as well as the 

wallet data. 

 

VIII. FINDINGS 

 

Although Cryptography is considered as the most 
secure way of transactions because of its encryption 

techniques still there is a danger and there are some 

minor faults or parts which needs to be improved to 

make the cryptography more secure.  Security threats 

are still there such as interruption, interception, 

modification, fabrication etc. we also discussed some 

solutions through which we can make cryptography 

technology more secure such as by using Public Key 

Infrastructure based authentication method and by 

setting up the high level passwords and keys to make 

authentication more secure. Also by keeping data 

backup in different locations, by keeping update of 
the patches, also by using latest version of SSL 

certificates. These are the techniques we can use to 

make more secure transactions, wallets and system. 
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