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Abstract - Our social life is based on face to face communication between people with known identities. In virtual life, 
interlocutors are behind the screen and therefore you do not know whether you deal with a human being or a program. This 
issue of identity arises in many domains. Election manipulation through social media occurred where interveners used false 
identities. Frauds in online banking occur because of the absence of known identities. We propose a hybrid software / 
hardware solution to solve the issue of communication with unknown identities. The bank provides the customer with a 
hardware device including an application and a set of a time-dependant passwords. Bearing in mind that any connected 
computer system is vulnerable, the application and the passwords are uploaded in the device in off-line way. To enhance 

security the hardware device is augmented by a biometric device, such as a fingerprint reader, that is used to authorize any 
transaction. The concept has been validated experimentally. 
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I. INTRODUCTION 
 

Banking activities are done daily mainly on ATM 

machines or through the Internet. Banking through 

Internet is performed without any devices while for 

ATM machines [1], a hardware device is used. In 

contrast to Internet banking, the password is entered 

off-line for ATM machines. For on-line banking, the 

fact that the user uses a terminal connected to the 
Internet opens the door for authorized malicious 

people to enter. However, the ATM machine is more 

secure since the communication is private. The 

hardware device, card, is used. Thus, security is not a 

serious challenge. 

Internet banking is incessantly gaining ground. 

However, the threat of cyber security attacks presents 

a serious challenge.  Intensive research has been 

conducted to conceive efficient security mechanisms 

for on-line banking [2]. In the literature, various 

security solutions have been suggested to prevent 

unauthorized persons from accessing private online 
banking services.[3]. 

We propose an original method that consists in using 

a hybrid software/hardware solution. The customer 

goes to the bank and obtains, a hardware device 

containing a list of passwords. All transactions are 

performed by using this device, which serves as the 

ID of the customer. 

The rest of the paper is structured as follows: In 

Section 2, we expose the related work. In Section 3, 

we outline our method. Section 4 will be devoted to 

discussing the results and will be followed by a 
discussion in Section 5. 
 

II. RELATED WORK 
 

Extensive research on online banking has been 

undertaken [4,5]. Reference [6] established a wide 

range of attacks and addressed the vulnerability of 

banking systems. Reference [3] proposed a legitimate 

user identification protocol, which is based on 

transaction profile template matching, as well as on 

dynamic keys and groups. This type of protocol has 

proven to be inefficient from an IT perspective 

because of the ever-increasing number of clients 
using online banking. In reference. Reference [7] 

proposed an identification protocol based on a smart 

card. The thesis report [8] shows that any device in 

operation can also be compromised if the 

environment is compromised by malicious banking 

activities. 

Cryptography, watermarks and steganography have 

also been proposed to secure Internet banking [9]. 

These three techniques are constantly gaining ground 

[10-15]. Cryptography consists of making the 

unidimensional (speech, audio) or two-dimensional 

(image, video) signal distorted to unauthorized 
persons [17]. Watermarking involves masking data in 

a medium to transmit information about the coverage 

signal itself, such as copyright information [18]. The 

third technique, called steganography, consists of a 

secret communication consisting in hiding a signal in 

another, public signal, to avoid suspicion [19]. 
 

III. METHOD 
 

A hybrid software / hardware solution is proposed in 

this work to solve the problem of identification. The 

client obtains from the bank a hardware device with a 

USB connector including a set of passwords. As 

shown in Figure 1, the bank keeps a copy of these 

passwords. Each password is valid for a single online 

transaction. If a password is intercepted by an 

unauthorized person, it is useless since it has already 

been used. The password is entered from a USB port 

after an authentication of the identity via fingerprints 

or any other biometric protection measure. For 

example, if we limit transactions to no more than two 
transactions per day, the USB device will include a 

list of 730 = 2 * 365 passwords. To enhance security, 

a biometric identification is added for each 

transaction. 
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Figure 1: Hardware device for on-line banking: Passwords are loaded by the bank into the device. A bank application is launched 

by the device. 

 

To further enhance security the bank application is launched from the USB device and not from client’s terminal 

(laptop, smart phone, …).We can also suggest conceiving time-dependent passwords to avoid that the intruders 

intercept the password and use it later. 
Furthermore, we can enhance security by using the passwords as keys in the security schema of public keys. In 

reality the passwords are not public, which makes the decrypting quasi impossible.As depicted in Figure 2, the 

bank gives to the client a list of public keys (passwords) with which the messages (transactions) are encrypted. 

Each public key is used once. Each received message by the bank will be decrypted with a corresponding 

private key. 

 
Figure 2:Asymmetric (Public) cryptography. Destination gives to the sender a public key (password) with which the message 

(transaction) is encrypted. The received message will be decrypted by the receiver with a private key. 

 
Figure 3: USB device 



International Journal of Electrical, Electronics and Data Communication, ISSN(p): 2320-2084, ISSN(e): 2321-2950 

Volume-8, Issue-3, Mar.-2020, http://iraj.in 

Proceedings of International Conference, Dubai, United Arab Emirates, 25
th
 December, 2019 

30 

IV. RESULTS 
 
The project was conducted with a bank in Moncton, 

Canada. As shown in Figure 3, the hardware device 

was designed and implemented for concept 

validation. The experimental part was successfully 

conducted, the bank computer having been used in 

the research laboratory. A microcontroller is used for 

computing. 

A secure application has been designed on the bank 

computer to download the list of 730 passwords to 

the customer's USB card. The download was done 

offline. Thus, the probability of piracy of the 

operation is zero. 
Transactions were simulated in the research 

laboratory. Each transaction was encrypted by one 

password. Once used, the password will be not used 

anymore. Each password was considered as a public 

key although it is put on the client’s card in a private 

way. The bank computer decrypts the encrypted 

transaction with a private key. 

A fingerprint reading was required to send the 

encrypted transaction. 

The time was included in the transaction and the 

encrypting algorithm takes into account time 
information. 

The tests were successful to 100% using the device of 

Figure 4. A fingerprint reader will be integrated in the 

same card in a future version. 

 

 
Figure 4: USB device including a memory containing the 

passwords. A microcontroller is used for computing. A 

fingerprint reader has been added to this card later 

 

V. DISCUSSION 

 

In this work, several security measures were used to 
ensure fully secure bank transactions. 

1. The first and most important measure is the 

used of a hybrid hardware/Software solution. 

2. The bank application is launched from the 

USB card and not from the client’s terminal 

that is exposed to the Internet. 

3. Each password is valid for only one 

transaction. If intercepted by an 

unauthorized person, then it is useless. 

4. Each password is used as a public key. 

5. Each transaction is encrypted with the 

password in a time-dependant way. 

6. A fingerprint reading is required to send the 

encrypted transaction. Additional measures 
will be the subject of a future publication. 

 

The system was tested experimentally and turned to 

be 100% robust to attacks. 
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