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Abstract - Due to increased unauthorized access of confidential data, information security has become immensely important. 
Thus, it has become vital to reduce the chances of information detection during transmission. Steganography is an art of 
communication that hides secret message data over a public channel using a secret key. A hidden text message can be 
conveyed by superimposing a secret message into a covered message; whereby, only the sender and the receiver can know 
about it, and a third person cannot suspect it exists. The image with the hidden message is called a stego image. 
This paper introduces a steganography Android application. The aim of the application is to hide and retrieve text messages 
in images using a secret key and the least significant bit (LSB) modification with discrete cosine transform (DCT) techniques. 

The results show that the LSB and DCT techniques are better than results of the previous studies based on calculating the 
Mean Square Error and Bit Error Rate. The proposed application offers many features such as allows users to send stego 
image using any application that allows image sharing it overcomes the disadvantages to changes in image resolution and it 
improves the level of security. 
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I. INTRODUCTION 

 

Data is at the center of digital communication in the 
information era that we live in today. To guarantee 

the transmission of secure data, data hiding has 

gained popularity and has attracted innovative 

solutions to protect data from falling into the wrong 

hands [1]. Communicating data through digital media 

has raised concerns over the years as to whether the 

data being sent is accessed or manipulated by third 

parties. Since the data can be easily copied, it 

threatens the security of the data as well as the 

intellectual property rights of the copyright owners 

[2]. Also, since internet access has spread across the 

globe, the need to hide secret data inside various 
forms of multimedia has multiplied. As such, data 

hiding methods are continuously improving. Online 

media files that may be used to hide data and are 

considered suitable to hide secret data include text, 

images, audio, and video files. Since data 

communicated through online networks has 

significantly increased, the issue of data security has 

become an important concern [3]. Steganography is 

the process of embedding an image with data [1]. 

There are several ways to protect information and 

secure data from being accessed by unauthorized 
people. Steganography and cryptography are two 

such methods. While cryptography renders the 

message illegible, steganography conceals the 

message. A digital image is a great carrier of hidden 

data [4]. This paper is organized as follows: Section 2 

presents the literature review related to image 

steganography and implementing steganography on 

smartphones, Section 3 explains how these 

techniques can be used in android-based smartphones 

and design, and Section 4 presents the proposed 

Android application. Section 5 shows the results and 

discussion, and then section 6 shows the limitations 

of implementing the steganography on smartphones 
Finally, Section 7 presents the conclusion followed 

by reference section and appendices in section 8 and 

9. 

 

II. LITERATURE REVIEW 

 

There are many studies related to steganography. 

These studies are about applications, websites, and 

tools used to hide data. The Hide It In application, 

OpenPuff tool, Data Stash tool, and Steghide website 

are the most prominent ones which will be discussed 

in further detail in the following sub-sections. 
 

2.1 Hide It In Application 

The hide It In application, created by Jorge Blasco, is 

a special application that is only available for iOS. 

The function of this application is to hide information 

in images by creating a password to protect the 

images using the Advanced Encryption Standard 

(AES) [5]. The application allows users to capture the 

image directly or choose an image from the photo 

library. Then, the user is given an option to send the 

image via e-mail using the application or using the 
email application in the device. The application relies 

on the least significant bit (LSB) method to hide data 

[6]. 

 

2.2 OpenPuff tool 

OpenPuff Steganography and Watermarking (referred 

to as OpenPuff or Puff) was created by Cosimo 

Oliboni. It is a free tool that is available for Microsoft 

Windows [7]. The tool allows users to hide data in 

multiple carrier files and uses three layers to 
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obfuscate hidden data [3]. The tool is mainly used to 

share data anonymously and asynchronously. Senders 
conceal hidden streams in any public carrier file. The 

secret key consists of three passwords, carrier files 

and carrier order. The receiver is able to reveal the 

concealed message using the secret key [9]. 

OpenPuff allows users to embed data in several 

media formats including audio files, images, videos, 

and pdfs. Since the tool is mainly focused on securing 

the user’s hidden data, it is recommended for people 

who require secure communication of their hidden 

data [6]. The tool requires that a minimum of one 

password, from the three secret key passwords, is 

needed to conceal data [8]. Concealed data is 
rendered more secure when more passwords are used 

[6]. Concealed data may also be divided among 

several carrier files. This allows for larger amounts of 

data to be hidden [8]. To farther ensure security and 

protection, the tool adds noise to the data before 

encrypting and concealing it [9]. This extra step 

preserves confidential data from being detected [6]. It 

also allows users to add extra passwords to distract 

potential third parties from revealing their hidden 

data. Therefore, if forced to reveal the passwords, 

non-confidential hidden data is revealed to the 
intruder, while the confidential data remains 

concealed [10]. 

 

2.3 Steghide 

Steghide is a website which allows users to embed 

media files with confidential information [10]. The 

program performs as follows: It compresses and 

encrypts confidential information. Then, a random 

generator is used to generate an ordered list of pixel 

positions for which to embed the concealed message 

[11]. Pixel positions which coincidentally have the 

right value are removed, since they do not require to 
be changed [12]. A matching algorithm is used to 

discover pixel pairs, that by exchanging the value 

within them, embeds the part of the concealed 

message that corresponds with it. Matches are made, 

until no more pairs can be matched [10]. Remaining 

pixels which were not matched are modified [13]. 

Since the embedding process is mainly achieved by 

the exchange of pixel values, this suggests that first-

order statistics, which refers to the amount of times a 

color appears in the image, does not change. The 

above steps are similar for audio files, except audio 
samples are used in place of pixels [14]. 

 

2.4 Data Stash Tool 

The Data Stash tool utilizes steganography to conceal 

data within digital files [15]. The tool allows users to 

embed digital data with hidden data using the drag 

and drop feature. The digital file that is sent with the 

embedded data functions and performs exactly like 

the original file [13]. Blowfish encryption is used for 

password protection. This feature is helpful for users 

who wish to disguise confidential data in normal files 

without arousing suspicion from third parties. 

 

2.5 Comparison among applications used to hide 

data in images 

Table 1 (see Table 1 in appendices, section 9) 

compares the application, website, and tools 

mentioned in Section 2. It lists their advantages, 

disadvantages and the name of technique used in each 

application. 

Error! Reference source not found. lists the 

advantages and disadvantages of the most prominent 

tools, programs, and applications. It summarizes the 

most important defects to be avoided, and the most 

important features and improvements required to be 

present in current mobile applications that contribute 
to the security of confidential information. 

 

2.6 Why use LSB and DCT Techniques in Image 

Steganography ? 

LSB and DCT techniques are both used to implement 

this application since their algorithms are symmetric 

with the Android system and complete each other. 

The LSB technique performs the task of hiding the 

secret message in binary coding, and the DCT avoids 

the distraction in order to get a better view of the 

embedded text message by using LSB with DCT 
coefficients. When comparing DCT and LSB 

steganography schemes, those that are DCT-based 

distort the image minimally and perform flawlessly. 

Although the amount of data that may be hidden 

using DCT is miniscule compared to LSB, it is still 

preferable due to its minimal distortion of the image’s 

quality [16]. 

 

III. METHODOLOGY AND DESIGN 

 

Android devices are the best option for implementing 

applications related to steganography due to the many 
advantages of using an android platform. Such 

advantages include: ease of access to the source of 

the operating system, it is Java programming based 

and it has a rich set of application programming 

interfaces (APIs). Implementation of this application 

depends on the techniques selected. In general, for 

android devices, an android application is developed 

using an integrated development environment (IDE). 

Preliminary testing is performed using an emulator, 

and live testing is performed on the device after the 

final application package kit (APK) is deployed. 
 

Both the Eclipse and Android SDKs were used to 

implement the LSB and DCT techniques required to 

develop the application. The method includes the 

following processes: The image is broken into data 

units consisting of 8 x 8 blocks of pixels each and 

ensuring it is suitable for hiding data. The secret 

message and secret key are transformed into their 

binary equivalents. A data encryption standard 

algorithm is applied on the binary equivalent. The 

LSB is applied by inserting the binary equivalent on 

the LSB in the cover image. The stego image is saved 
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with a .png file extension. If there is a distortion in 

the stego image, working from the top-left bottom-
right of the cover image, DCT is applied to each pixel 

in each data unit. Then, one DCT coefficient is 

generated for each pixel in the data unit. Each DCT 

coefficient is then quantified against a reference 

quantization table. Each bit in secret message is 

created by LSB replaced by DCT to reduce the 

distraction. The stego image is then produced by 

encoding each modified quantified DCT coefficient.  

To decode, the processes are conducted in reverse 

order on the receiver’s end. 

 

IV. PROPOSED APPLICATION 

 

The need to send, share or receive confidential 

information is always present. With the continuous 

development in digital technology, data security is 

considered one of the main issues. Attacks on private 

information and access to data without authorization 

has significantly increased. The challenge here is to 

hide or retrieve a text message in an image file using 

a secret key and LSB modification with DCT 

methods. LSB based images conceal the hidden data 

in the least significant bits of the cover image’s (CI) 
pixel values [17]. The following example illustrates 

how LSB works:  Assume the CI contains the 

following two pixel values: (1111 1010 1100 0010 

0111 0100) (0001 1010 0111 0011 1100 0111).  After 

the following secret key is embedded (101101), the 

resulting pixel values are: (1111 1011 1100  0010 

0111 0101) (0001 1010 0111 0010 1100 0111). 

 

Nearly half of the cover image’s bits are changed 

when the secret data is embedded [13]. Using this 

approach, the size of the hidden data is limited to an 

eighth of the cover image’s size. The LSB 
steganography used in proposed application to 

increase the capacity of the secret information n/8 bits 

and the size of the CI. Yet, when n is increased, the 

stego image is distorted. In each run, random data is 

embedded into the n LSBs, where 1≤n≤7. Several 

performance metrics were used to measure image 

distortion and quality [17]. To measure the similarity 

and difference between the cover image and stego 

image, the following metrics were used [12]. 

 

The following two subsections introduces more 
details about the both sides of sender and receiver 

with GUI figures. 

 

4.1 Sender 

The sender subsection explains how the sender can 

send the secret message using the proposed 

application. 

Once the sender has successfully logged in to the 

application, the Home Page appears. This is a one 

step process. First, the Start button is clicked. Then, 

an option to browse all the images in the mobile 

device appears. Once an image is selected, senders 

enter their personal details, message and password. 

Once this data is entered and saved, the sender may 
continue to save the image and move to the Photo 

Gallery. 

Fig. 1 shows the application homepage where the 

user can access the application by clicking the Enter 

button. Fig. 2 displays the login page. Fig. 3 displays 

the screen that allows the sender and receiver to 

select the image from the mobile image gallery. Once 

the image is selected, a screen is displayed which 

allows the sender to show the message and password, 

as can be seen in Fig. 4. Once the stego image is 

successfully stored in the SD card, a success message 

appears, as can be seen in Fig. 5. 
 

4.2 Receiver 

The receiver subsection shows how the receiver 

received the secret message using the proposed 

application. 

 

 
After decrypting the image, and the validity of the 

decryption and encryption is completed, the receiver 

is able to select the image. The receiver has to write 
the password which is not more than 8 characters and 

it is known by the receiver form the sender. Then the 
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receiver clicks on decode to show the hidden message 

as can be seen in Fig 6. Fig 7 displays the hidden text 
inside the image. After successful encoding, the 

image is selected from the Photo Gallery, and to 

decode, the password is entered. 

 

 

 
 

V. RESULTS AND DISCUSSION 

 

Comparative analysis and DCT were performed using 

the following parameters, mean squared error (MSE) 

and bit error rate (BER). Both grayscale and colored 

images were used in the experiments. 
MSE was computed by comparing the cover image 

with stego image, byte by byte [4]. The computation 

can be expressed as follows: 

 

                  (1) 

 

BER calculates the amount of bit positions that 

changed in the stego image compared to the cover 

image [16]. Divided it into two equal size images, the 

cover image and the stego image. When comparing 

the error analysis of both BER and MSE, BER is 

found to have higher accuracy since it computes the 

actual number of bit positions replaced in the stego 

image [17]. BER is computed using the following 

equation: 
 

            (2) 

 

The results of the image metrics are summarized in 
Table 2 and Table3. (See Table 2 and Table 3 in 

appendices section). MATLAB was used to calculate 

the BER. 

 

It was observed that the MSE was best and lowest 

when seven bytes of the cover image changed by 

replacing two bits by a second byte of the image 

which we used to reach to the best outcomes. The 

LSB technique performs the task of hiding the data, 

and DCT is used to avoid distraction in order to get a 

better view. These tasks were implemented on an 

image using the Android system. Fig. 8 and Fig. 9 
display the image before and after the 

implementation. Fig. 8 shows the original image 

which needs to have secret data hidden in it. 

The original image is loaded into the system and the 

LSB and DCT techniques are performed to hide the 

data in this image. When the steps are successfully 

completed, the encoded image, Fig. 9, is generated. 

 

 
 

VI. LIMITATIONS IN IMPLEMENTING 

STEGANOGRAPHY ON SMARTPHONES 

 
There are many smartphones that differ from each 

other. It is therefore difficult to develop a common 

stenographic algorithm for all smartphones. Thus, 

algorithms developed for computers cannot be easily 

used for smartphones. Also, it has limited file size 

and operations which is done on the files. It is not 

easy to edit any image in smartphones because it has 

limited size. Since smartphones do not have a 

programming or testing environment, they require 

tedious testing and deployment, and even though 

emulators and simulators can be used for testing 
purposes, sometimes they can give inaccurate results. 

The only drawback with the system is that it is 
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terribly susceptible to attacks like compression and 

suseptibiltiy [2,6]. 

 

VII. FUTURE WORK AND CONCLUSION 

 

We developed an Android application using Eclipse 

Java and Android SDK to transmit data privately and 

confidentially through secure communication 

between two parties. Text is hidden and retrieved in a 

cover image using LSB and DCT techniques. The 

stego image is generated with a secret key which is 

shared between the sender and the receiver. In the 

future, the quality of the stego image can be improved 

using wavelets, and the security level can be 
improved using jumps and private encryption. More 

improvement needs to be done in terms of capacity, 

embedding distortion, time complexity, supporting 

both image formats, adding email services, and 

making the application an open source android 

mobile application for better usage. 
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APPENDICES 

 

 

The 

technique 

Advantages Disadvantages 
Hide It In 

application 
 AES encryption is used to ensure that only 

password owners are able to recover the 

hidden image. 

 Quick Mode: Take a photo, hide it and send it 
in just three steps. 

 Easy configuring mail options such as: 
subject, body, attachment, name, and 

recipients. This allows users to send the 

image without arousing any suspicions. 

 Recover the secret image in two steps 
through the iPhone’s camera roll. 

 There is no option to keep the image’s secret 
on the same machine; thereby forcing the user 

to send it via e-mail.  

 It relies on the LSB technique to hide data in 
images. 

 The program’s Quick Mode option stores the 
user’s password on the device as plain text. 

 The program alters the image’s resolution. For 
example, an image with length and width of 

960 and 640 is modified to 500 and 373. 
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OpenPuff 
tools 

 Allows users to conceal information in 
several single carrier files. When hidden data 

is split among carrier files, the user receives a 

carrier chain that does not have an enforced 

theoretical size limit for the concealed 

information (e.g., 256MB, 512MB). 

It is performed using three layers of hidden 
data obfuscation (cryptography, whitening 

and encoding). 

 Less secure. That is why it requires three 
different passwords.  

 Relies on the most significant bit technique 

to hide data in images.  

The tool can only be installed on the 
computer.   

Steg-Hide  Compresses hidden data. 

 Supports JPEG, BMP, WAV, and AU files. 

 It’s embedding capacity is less than OpenPuff. 

 The cover images’ size for the message 
embedded is always multiple of 8 bits which 

can be used to detect the presence of a secret 

message. 

Data Stash 
tool 

 Conceals files in files. 

 Supports several file formats (e.g., .mpg, .jpg, 

.mp3, .exe, .com). 

 Password protection using Blowfish 

encryption. 

 Fast operation. 

 Easy to use 

  The tool can only be installed on the 

computer. 

 The tool can only be used after purchasing it. 

Table 1 comparing applications used to hide data in images. 

 

Hiding Capacity Name Image MSE 

7 

 

 

 

Original image 

 

 

5.018872 

7 Confused (chaotic) image 

 

9.078155 
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7 MSE 

 

7.046552 

Table 2 MSE results 

 

Hiding Capacity Name Image BER 

7 

 

 

 

Original image 

 

 5.018872 

7 Noisy image 

 

9.078155 

7 BER 

 

0.041152 

Table 3 BER results 

 
 


