
International Journal of Electrical, Electronics and Data Communication, ISSN(p): 2320-2084, ISSN(e): 2321-2950 

Volume-7, Issue-12, Dec.-2019, http://iraj.in 

Securing Data Transmission with Efficient Hardware Implementation of the AES 

 

11 

SECURING DATA TRANSMISSION WITH EFFICIENT HARDWARE 

IMPLEMENTATION OF THE AES 
 

1
KOMLAN D. ASSIGBI, 

2
JITENDRA K. DAS 

 
1PG Student Electronics Engineering, KIIT Deemed to be University, Bhubaneswar, Odisha, PIN 751024, India 

2Professor Electronics Engineering, KIIT Deemed to be University, Bhubaneswar, Odisha, PIN 751024, India 
E-mail: 11759004@kiit.ac.in, 2jkdasfet@kiit.ac.in 

 

 

Abstract - We present in this paper an optimized hardware implementation of the Advanced Encryption Standard (AES). 
The overall optimization of this algorithm was achieved through a deep study and careful logic optimization at various 
architectural levels, and also keeping in mind design trade-offs. By making use of the tower field in the SBox and using 
direct computation in some other blocks of the circuit, we arrived at a topology having balanced hardware parameters, and 
can be used as a basis to develop more complex AES based encryption systems. A low area utilization was achieved and the 
power utilization was 323mW for a throughput of 506Mbps. The implementation was done on the Xilinx Artix 7 Basys 3 
XC7A35T-1CPG236C FPGA after completing the design flow in Xilinx Vivado Design Suite 2018.2. 
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I. INTRODUCTION 

 

The digital world has given rise to a plethora of 

devices communicating across the Internet, and those 

devices have limited hardware capabilities. For 

securing the data, many approaches have been 

proposed and used[1]. The AES is one of the most 

trusted and widely used across the Internet. Its 
hardware implementation has proven very efficient, 

but is usually too hardware voracious. 

The AES has been standardized in November 2001 

[2], after its selection in October 2000 as the winner 

of a contest organized under the banner of the 

National Institute of Standards and Technology 

(NIST)[2]. Two main design approaches are used: 

The Look-Up-Table (LUT), and the non-LUT 

approach[3]. Though the latter provides an area 

reduction compared to the first, an absolute care 

should be taken since it‘s prone to timing, power, and 
hardware complexity issues[4]. 

The arithmetic used in the AES is based on Galois 

Field GF(28)[5]. There is a class of sub-fields to the 

field GF(2k) called Composite Fields[6] which are of 

the form GF((2
n
)

m
), where k = mn. Many 

implementations use GF((24)2) for its hardware 

complexity is less than that of GF(28), and the power 

consumption in those designs is average, but the 

combinational delay is high[4]. Another class, known 

as Tower Fields, of the form GF(((((2)n)m)…)p) 

exhibits a lower hardware complexity[6] due to the 

lower degree of the subfields. The delay of the 
designs using Tower Fields is lower than that of 

Composite Fields[4]. GF((((2)2)2)2) is the field we use 

in our SBox design. Our implementation is a joint 

Encryptor/Decryptor, which deeply uses resource 

sharing. 

In the next section, we give an overview of the AES 

basics. Our proposed architecture is presented in 

detail along with the results and comparison tables in 

Section III. We conclude our work and give some 

possible future scopes in the last section. 

 

II. THE AES ALGORITHM 

 

The AES block cipher is symmetric [7], and it splits 

the data into blocks of 128-bit for processing 

(padding it when necessary)[5]. The size of the key 
may vary and the respective schemes obtained are 

AES-128, -192, and -256. This algorithm is iterative 

and the number of cycles (rounds) executed is key 

size dependent[5]. 

 
Table.1 Number of Rounds Dependency on Key Size 

 

To understand the AES flow, the 128-bit data is 
considered as a 4×4 byte-matrix: the State array[8]. 

Figure 1 shows the basic block diagram of both the 

encryption and decryption processes in AES-128. 

 
(a) 
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(b) 

Figure 1: Block Diagrams of cyclic AES-128 architecture a) 

Encryption. b) Decryption 

 

a. SubBytes 
SubBytes is a substitution that occurs at the byte level 

and it non-linearly operates on the individual bytes in 

the State[5]. The field polynomial that is used here 

is[9]: 

 
The substitution table is invertible and it is generated 

 

by the two transformations[10]: 

- Multiplicative inverse over GF(28), knowing that 
‗00‘ maps onto itself. This operation being 

highly nonlinear protects the data from analytical 

attacks[2]. 

- Affine (over GF(2)) transform defined as 

follows: 

 
This step in turn is destined to destroy any kind of 

structural arrangement brought to the data, and 

therefore protects the data against attacks which are 

deeply focus on properties of GF(28)[2]. 

 

b. ShiftRows 
ShiftRows is a byte wise left rotation of each row in 

the State with an offset equal to the position of the 

row starting from 0 [5]. 

 

c. MixColumns 
MixColumns alters the columns of the state with a 

linear transform. The columns act as GF(28) 

polynomials coefficients which multiply c(x) modulo 

(x4 + 1) [5]. The operation can be written in the form 
of a matrix multiplication as shown in (4) [8]. 

 
MixColumns, combined with ShiftRows, form the 

Diffusion Layer of AES, in that modifying one bit in 

the 128-bit input data affects all 128-bit output after 

just three (03) rounds[2]. 

 

d. AddRoundKeys 
This transformation simply consists of an XOR at the 
bit level between bytes of the current state and the 

corresponding key of that round[5]. 

 

e. Key Expansion 
This process produces the required round keys from 

the provided initial key in an iterative way. The 

generation process is unique for the three AES 

schemes shown in Table 1. 

 
Figure 2: Structure of the Key Expansion Process 

For a round, except for the first word in the round 

key, the rest can be written as shown below[5]: 

 
g() function consists of: a byte left rotation on the 
column word, followed by a byte-level SBox 

substitution, and an XORing with a round constant, 

denoted Rcon[i] for the ith round. 

 
This addition destroys any symmetry possibly 

introduced during the other steps of the expansion. 

 

f. Decryption 
The transformations used in the Decryption block are 

inverses of those in the Encryption block[5]. 
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 The Inverse SubBytes uses the inverse affine 

transformation to the one in (a.). 

 The Inverse ShiftRows uses the cyclic shift to the 

right with the same offsets. 

 The Inverse MixColumns is a multiplication of 

the polynomials by c-1(x) modulo (x4 + 1): 

 
 The Inverse Key Expansion follows these two 

steps [1]: 

- Apply the normal Key Expansion as for the 
encryption 

- Apply the Inverse MixColumns to all the 

round keys except the first and the last one. 

 

III. PROPOSED AES ARCHITECTURE 

 

We propose here an area and power efficient 

architecture of the AES, that also achieves reasonable 

throughput. We present the targeted blocks for 

optimization as well as the customized designs. 

 

a. Joint SBox/Inverse SBox Design 
The S-Box which is the main component of the 

substitution layer is a priority when it comes to 

optimization. Designing GF(28) computation blocks 

gives rise to a very high hardware complexity[6]. We 

further break down the operation from GF((24)2) to 

GF(((22)2)2). By a careful analysis of the SBox and 

the inverse SBox, we deduce the parts that can be 

shared as common resource between both blocks to 

efficiently merge them. 

For breaking down the operations from GF(28) all the 

way to GF(2), we use the following irreducible field 
polynomials[10]: 

 
 

 
Figure 3: Common blocks between SBox and Inverse SBox 

 

To move between our tower and base field, we use 

the isomorphism δ and its inverse δ-1[11]. 

 
Where the matrices multiply the input byte from 

MSB to LSB. To compute the multiplicative inverse, 

we use Fields factoring [12] since we are dealing with 

GF(((22)2)2). Based on the algorithm proposed by Itoh 

and Tsujii's for Inversion over Composite Fields and 

its proof using Fermat‘s theorem[6], we compute the 

inverse in this fashion[11]. 

 
For the field GF(24), one might be tempted to 

implement a direct inversion[6], but hardware wise, 

implementing it in GF((22)2) is less complex and 

more area efficient[3]. 

 

 
 

Figure 4: a) Inverter over GF((((2
2
)

2
)

2
). b) Inverter over 

GF((2
2
)

2
). c) Inverter over GF(2

2
). d) Multiplier over GF((2

2
)

2
). 

e) Multiplier over GF(2
2
). f) Constant Multiplier over 

GF((2
2
)

2
). g) Constant Multiplier over GF(2

2
). h) Squarer over 

GF((2
2
)

2
). i) Squarer over GF(2

2
) 

 

 

For the power efficient implementation of the 

inverter, we use the 3 stage Positive Polarity Reed-
Muller approach introduced in [11]. It allows us to 

properly balance the various combinational paths 

with different delays to reduce the power 

consumption. To implement 𝛿 and 𝛿−1, we use a 

greedy algorithm [6] making use of common factors 

to effectively reduce the overall circuit size. 
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Figure 5: High level diagram of combined SBox / SBox-1 used 

in Bytes Substitution  

 

b. Joint MixColumns/Inverse MixColumns 
The purpose of this module is to mix all four columns 

in the state. Based on Fields properties: 

 

Hence, all the operations here are carried out as 

repeated sums of {02} and {01} multiplication 
modulo (x4 + 1)[5]. We use XTime [5] as multiply by 

{02}, and X4Time as multiply by {04}. After careful 

derivations, we found the common resources and 

arrived at the architecture in [3]. In [13], the author 

uses product generators and switch gates, but that 

approach results in a bigger design. Compared to the 

approaches in [4] and [13], this architecture achieves 

a much less gate count. 

 

 
Figure 6: MixColumns Blocks. a) Joint MixColumns / Inverse MixColumns . b) XTime 

 

c. Key Expansion Module 
For this work, we decided to generate all the round 
keys on-the-fly[2] rather than generating and storing 

them for usage. For decrypting the message, we need 

the keys generated during the encryption but since we 

are in a ―on-the-fly‖ scenario, we don‘t have those 

keys. To solve that issue we proceed in three steps: 

 

1) Through some fiddly hand derivations, were able 
to find simplified logic functions to design a circuit 

that can generate the last round key from the input 

key. 
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2) We design a circuit for generating the keys in a 

backward manner, 10th key to the 1st one. 
 

3) Apart from the first and last key, all the 

intermediate keys have to go through some 

processing for the decryption, so we design a 

recovery circuit to get after each clock cycle, an 

intermediate encryption key as input to the key 

generator. 

 

 
Figure 7: Last Key Generation Circuit 

 

 
Figure 8: Proposed On-The-Fly Key Generator Architecture 

 

d. The Joint Encryptor/Decryptor Architecture 
In our architecture, we remove the original 
AddRoundKey step at the beginning. We just use the 

one in the last round. In our Control Logic we used 

various customized counters along with comparator 

circuits. 

 
Figure 9: Proposed Joint AES-128 Encryptor / Decryptor 

architecture 

 

e. Implementation Results 
We design and implement our circuit on a Xilinx 

Artix 7 Basys 3 FPGA board. We give a summary of 

the hardware parameters of our design in Table 2 – 

Table 4, and also a comparison in Table 5 where we 
can see different trade-offs in play. For example, in 

[14], the area is quite low at the cost of a higher 

power consumption and delay since the author‘s 

design gives an output after 22 clock cycles as 

opposed to 10 in our design. 
 

 
Table.2 Resource Utilization 

 

 
Table.3 On-Chip-Power (mW) 
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Table.4 Performance Parameters 

 
Table.5 Comparison with some Previous Works 

 

IV. CONCLUSION 

 

In this work, we explore and proposed a compact 

joint architecture of AES-128, which has been 
implemented using the Xilinx Artix 7 Basys 3 board. 

The hardware parameters were extracted. Those were 

compared against some previous works in the 

literature, and it could be seen that they were 

performant and overall well balanced. 

 

FUTURE SCOPE 

 

Based upon the implementation done in this work, 

our plan is to design more complex encryption 

schemes for various file types like audios, still 
images, and videos. 
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