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Abstract - We present in this paper the hardware implementation of two image encryption architectures based on the 
Advanced Encryption Standard (AES). The basis being a previous implementation of the main AES block that was done on 
the Xilinx Artix 7 Basys 3 XC7A35T-1CPG236C FPGA after completing the design flow in Xilinx Vivado Design Suite 
2018.2. The block cipher architecture has modified into two stream cipher architectures to suitably readapt it into an image 
encryption schemes: AES-CTR, and AES-MECB, the latter being a modification of the AES-ECB proposed by us. The 
image encryption schemes had their efficiency tested and the essential parameters where extracted. Xilinx Vivado Design 
Suite 2018.2 has been used for the circuit design flow using Verilog HDL, and MATLAB R2018a has been used for 
extracting the binary data to be used from the image as well as to repack the data stream obtained from our circuits into the 

image matrix. 

 

Keywords - FPGA, Verilog HDL, AES, ECB, CTR, Image Encryption. 

 

I. INTRODUCTION 

 

Image encryption has always been a very crucial field 

especially in case of high security and classified 

images[1] used the in military, aerospace research, 

police investigation, and the list goes on. 

 

Many schemes have been proposed throughout the 

past decades. However, those schemes can be 

summed up in three main categories[2]: 
 

- Those using position permutation, where the 

purpose is rearranging the elements in the plain 

image, whether on a block, pixel, or bit basis. 

- Those using value transformation, where each 

pixel value is changed to some other value based 

on the application of some algorithm on the 

pixel. 

- Those based on position-substitution, where the 

pixels in the plain image are fist rearranged, and 

then a key is generated which purpose is to alter 

the value of the pixels. This can be seen as a 
combination of the two previous methods. 

Based on those, many techniques have been 

proposed, most of which are implemented in 

software. Some of the works exploits logistic maps 

and chaos techniques [3], [4], [5], [6], whereas other 

researchers exploited scrambling and permutation 

techniques [7], [8], [9], to provide highly efficient 

encryption of the images. We could however also see 

modifications of block cipher algorithms into image 

encryption techniques [10], [11], [12], but there has 

been fewer research work in that linage. Most 
software implementations rely on the use of chaotic 

maps [13], most of which are complex in hardware. 

Standardized in November 2001 after winning the 

worldwide contested organized by the National 

Institute of Standards and Technology (NIST)[14], 

one of the compulsory requirements of the AES was 

that it should be easily implementable on hardware. 

The basis of our image encryption schemes is a 

GF((((2)2)2)2) tower field[15] implementation which 

we have modified into two stream cipher 

architectures: the first one is the AES-CTR, and the 

second one is our modified version of the AES-ECB, 

and we call it AES-MECB. A 256×256 grayscale 

image has been used to test the proposed 

architectures. 
In the next section, we give a background of this 

work, consisting of an overview of the basics of the 

AES and our previous implementation. Our two 

proposed approaches for an efficient encryption of 

image data using the AES is presented in Section III 

and Section IV respectively. Section V exhibits the 

experimental results of the image encryption schemes 

along with comparison tables, and in the last Section, 

we conclude our work. 

 

II. BACKGROUND 

 
The basic cyclic encryption and decryption block 

diagrams of the symmetric AES-128 block cipher[16] 

are shown in Figure 1, and as we can see, there 

appears to be a certain symmetry between those two 

diagrams and exploiting that and other algebraic level 

optimizations, one can come up with compact 

hardware architectures of the algorithm. It’s worth 

noting that the number of cycles in this algorithm 

depends on the key size[17]. 

 

 
Table.1 Number of Rounds Dependency on Key Size 
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Figure 1: Block Diagrams of cyclic AES-128 architecture a) 

Encryption. b) Decryption 

 

The input block data in AES can be considered as a 

4×4 byte-matrix[18]. That matrix is called the state 

array and it gives a better understanding of the 

dataflow between the block. 

 

In a previous work, we have designed and 

implemented an efficient cyclic AES-128 architecture 

that encompassed both encryptor and decryptor in the 

same circuit. 

 

 
Figure 2: Joint AES-128 Encryptor / Decryptor architecture 

 

III. SECURING IMAGE DATA: AES-CTR 

 

When it comes to streams of data, the AES- 

Electronic Code Book is not the best candidate since 
it always maps an input X in the stream to the same 

output Y [10]. In case of text data, by using statistical 

analysis along with some letter/word frequency, the 

scheme could be vulnerable. [19] gives a detailed 

view of the stream modes of AES and the Counter 

(CTR) mode appears to be an interesting choice since 

there is no practical feedback involved and it can be 

parallelized. 

This mode uses as input to the encryptor the 

concatenation of an Initialization Value and a 

Counter Value, and the latter can also be substituted 
by value from a Linear Feedback Shift Register. The 

encryption and decryption obey the following 

formulae, and they are further illustrated on Figure 3 

for more clarity. 

 
Where f is the AES block cipher encryptor, with a 

key size of 128-bit in our case. 

 
Figure 3: AES-CTR high level Diagram 
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Figure 4: a) Input image. b) AES-CTR-Encrypted image 

 

IV. SECURING IMAGE DATA: AES-MECB 

 

In this design we actually exploit the redundant 

aspect of the ECB mode. The redundancy simply 
refers to the fact that if the ciphered value of the input 

X is Y, each time the algorithm comes across the 

block X in the data stream, it will always give Y as 

output, and that makes the ECB vulnerable to all sorts 

of statistical attacks. The encryption and decryption 

in the ECB can be written in form of the below 

equations. 

The AES takes as input a 128-bit data, which is 
equivalent to 16 grayscale pixels. It’s important to 

point out that the ECB mode is not a problem if a 

block of 16 consecutive pixels doesn’t repeat many 

times. On Figure 6, we see that in the ECB encrypted 

image, there are some parts of the image that seem to 

draw a certain pattern, but the other regions look very 

random. Our proposed approach has two main 

phases: 

1) We perform an affine transform along with a 

dynamic XOR on each pixel of the block. 

2) We alternately select between that value and the 

result of the XOR with a chosen nonce. 
 

 

Figure 5: AES-MECB high level Diagram 

 
Figure 6: a) Input image. b) AES-ECB-Encrypted image 

 

The overall effect is that the pattern is more 

disrupted. The parts of the image that appear to be 

patterned like a 90-degree rotation of a Baker Map 

permutated image [13] present a misleading false 
correlation between several vertical axes. 

 

 
Figure 7: a) Input image. b) MECB-Encrypted image 

 

V. RESULTS AND COMPARISON 

 

In this subsection, two aspects are considered, namely 

the hardware parameters and the parameters related to 
the security level of the scheme. For the efficiency of 

the encrypted image, we mainly focused on the 

entropy of the image as well as the correlation 

coefficient, between adjacent pixels, but also between 

the plain and encrypted image. 

 

- Entropy 

The entropy is the degree of disorder or uncertainty in 

a certain system. In our case, it simply refers to how 

random are the pixels distributed across the image. It 

is computed by the following formula: 

By replacing the values in the above formula, we see 

that the maximum value of entropy in gray scale 

images is 8. 

 

- Correlation Coefficient 

It simply shows how much correlated are two 

neighbouring (vertical, horizontal, or diagonal) 
pixels, whether in the original or ciphered image. It is 

therefore desired that the encrypted image has a very 

low correlation coefficient, ideally 0. It is computed 

using (7). 
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Where m and n denote the gray level values of 

adjacent pixels in the given image, and L is the 

number of sample (adjacent) pixels chosen in the 

image for the correlation calculation. 

CTR mode doesn’t require the computation of the 

inverse functions of AES used for decryption, while 

the MECB does. We see in Table 3 that the amount of 

LUTs used for the MECB is high compared to that 

used in case of CTR, but the synthesis for the CTR 

design inferred a lot more registers and Muxes than 

for the MECB, so the overall hardware utilization is 
not as excessive for the latter as it might appear at a 

first glance. 

 

 
Table.2 Hardware Performance Parameters of the Two 

Designs 

 

 
Table.3 Hardware Utilization of the Two Designs 

 

 
Table.4 Power Consumption Parameters of the Two Designs 

 

On Figure 15, for vertical pixels in the MECB plot, 

the correlation is hardly visible (unlike in ECB) and 

is spread across several axes even increasing the 

randomness of the image. 

 

 
Figure 8: Correlation of adjacent pixel pairs in a) Input image. 

b) ECB-Encrypted image. c) CTR-Encrypted image. d) MECB-

Encrypted image 

 
Table.5 Comparison of Performance Parameters of Ciphered 

Image for Various AES Modes 

 

We can see on Figure 9 that the MECB histogram 

looks uniformly spread just like that of the CTR. 

Having compared our results against some of the 
architectures proposed throughout the literature, we 

can see in Table 6 that our design in fact achieves the 

best correlation (meaning the lowest) of the encrypted 

image with respect to the original one, as well as the 

highest entropy of the encrypted image. 

 

 
Table.6 Comparison of our ciphered image parameters with 

some previous works 

 

VI. CONCLUSION 

 

In this work, we implemented two hardware image 

encryption circuits based on a AES-128 block 

previously implemented on the Basys 3 Artix 7 

FPGA. The two architectures, AES-CTR and AES-

MECB, the latter being a proposed modification of 

AES-ECB, were designed and tested for grayscale 

image encryption. Though both schemes performed 

well as image encryption schemes compared to many 

other techniques in the literature, the MECB achieves 

a better-quality encrypted image than its CTR 
counterpart, but on the other hand, the latter yielded 

better hardware performance parameters than the 

former. 
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