
International Journal of Electrical, Electronics and Data Communication, ISSN(p): 2320-2084, ISSN(e): 2321-2950 

Volume-7, Issue-11, Nov.-2019, http://iraj.in 

Study on Steganography using LSB Method on Images 

 

18 

STUDY ON STEGANOGRAPHY USING LSB METHOD ON IMAGES 
 

GEETANJALI R 
 

Faculty MCA-RIT - India 

E-mail: Geetanjali.r@msrit.edu 

 

 

Abstract - The most used media in today‟s world is image files. This is a web based user communication which allows the 

users to communicate with multiple media sources and build relationship networks. This media communication also permits 

open communication. This research paper defines the usage of image files in Steganography. Steganography is a tool for 

hiding information inside an image. For the addition of image or text, it utilizes the least bit of pixel units in an image file i.e 

Least Significant Bit (LSB). Steganography uses the debility of the human eye in looking at  the image file, steganography also 

uses precise calculations in adding messages into the image file. Based on the binary of the ASCII code of the character the 

insertion is done. Research is also done on the comparison image file size to the information size that has been added. Hence, 

there is a prospect for further research for proficiencies of detection tools can be way developed with more features digital 

analysis. 
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I. INTRODUCTION 

 

The living beings communicate with each other, they 

are social beings. Each living communicate to each 

other in their own way. Specially  the human beings 

have their own unique style with technology. This 

information can also be exchanged 

confidentially[1].The kind of file that's often used is 

an image file. Multiple varieties or image file formats 

will be used based on the compression used. The JPEG 

format has become the foremost wide used format[2]. 

As the image is usually inside another image file, 

Steganography is used to exchange the information by 

removing the debility in the human eyes in observing 

the image. 

The usable media isn't restricted to image files, 

however can also be applied to audio files and even 

video files. This methodology makes a human once 

viewing a picture file, not understand that there's data 

hidden in it. A methodology where an information can 

be hidden in a media can be termed as Steganography. 

Image files, audio files, text files and video files are 

the types of media files.  

Presently there are numerous approaches of 

steganography that are frequently to be used. Below 

are few frequently used approaches: 

1. The substitution technique – Replacing the cover 

image‟s portion of pixel. The Least Significant 

Bit (LSB) is an instance. 

2. Transform Domain Techniques, - With the help of 

Space Transformation storing the confidential 

information. Discrete Cosine Transform (DCT).  

3. Spread Spectrum Techniques – With the help of a 

particular frequency the confidential data is stored 

and spread 

4. Statistical Techniques, the data is determined with 

this method over the alteration of some statistical 

information from the file container which has a 

block , where each block holds a hidden secret 

pixel.  

5. Distortion Techniques, secreted information on 

the basis of  signal distortion. 

6. Cover Generation Techniques, this method hides 

secret data that fits the cover [8] .  

 

One of the explanations that intruders are often 

prosperous is that the most of the knowledge they 

acquire from a system is during a kind that they will 

scan and comprehend. Intruders could reveal the 

knowledge to others, modify it to misrepresent a 

personal or organization, or use it to launch attack. 

One way to come out is, through the application of 

steganography. Steganography could be a technique 

of camouflaging information in digital media. 

In discrepancy to cryptography, it's to not keep others 

from knowing the camouflage information however 

it's to stay others from thinking that the information 

even exists. Steganography become highly significant 

as many individuals want to be a part of the cyber 

upheaval. Steganography is the art of camouflaging 

information in ways in which it prevents the detection 

of hidden messages. Steganography comprises of 

range of secret communication customs that hide the 

message from being perceived or revealed. 

 

As there is advancement in ICT, records of data is 

saved electronically. Subsequently, the protection of 

information has become an elementary problem. 

Besides cryptography, steganography are frequently 

utilized to protect information. In cryptography, the 

message or encrypted message is embedded through a 

digital host before transiting it through the network. 

Hence, the presence of the message is unidentified. In 

addition camouflaging information for secrecy, this 

approach of information camouflaging are regularly 

stretched to copyright protection for digital media: 

audio, video and pictures of many forms. 

The rising prospects of contemporary communications 

would like the special means that of security 

particularly on electronic network. The network 
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security is changing into additional necessary because 

the range of information being changed on the net will 

increase. Therefore, the confidentiality and data 

integrity needs to be guarded against illegal or 

unauthorized access and usage. This has lead to in an 

volatile growth of the sector of information 

concealment. Information concealment is an growing 

research space, that comprehends applications like 

copyright protection for digital media, watermarking 

and steganography. In watermarking applications, the 

note contains information such as owner identity and a 

digital time stamp, that‟s often applied for copyright 

protection. 

 

II. STEGANOGRAPHY 

 

Steganography is a method of camouflaging 

information in a media, which can be image files, 

sound files or video files[3].This method purposes to 

lead information flanked by the dispatcher and the 

receiver overlooked by others.   

There are norms on steganography:  

1. Dependability: Image eminence of the container 

does not modify abundantly subsequently the 

addition of secret information.  

2. Imperceptibility: The presence of information 

cannot be perceived with the human eye.  

3. Repossession: Information that has been put in 

can be recirculated to read [6]. 

 

Some terms associated to steganography:  

1. Embedded message: concealed message.  

2. Coverobject: object used to hide embedded 

message 

3. StegoImage: object comprehending embedded 

message. 

 

III. IMAGE STEGANOGRAPHY  

 

Image steganography is steganography that customs to 

image as a cover-file in the course of implanting 

surreptitious messages to produce stego-image. The 

procedure of insertion of information into images is 

not the similar to each cover-file used, since it 

mentions to the nature of diverse file cover[6].  

Simple diagram of the steganography procedure in 

Figure 1. To accomplish a steganography method, it 

takes two media pieces in the arrangement of media 

container and material to be hidden. Public use 

steganography over computer, since numerous digital 

files can be used as media container to hide message. 

 
Figure 1: Steganography Procedure [3] 

 

Few instances of media that can be used in the inset of 

data with steganography procedures: 

1. Image   

2. Text    

3. Audio 

4. Video 

 

IV. JPEG IMAGE  

 

Joint Photography Expert Group (JPEG), is a 

compression schemes of bitmap files. Since bitmap is 

a file that has a bulky size that sources not practical. 

Thus through the presence of this compression scheme 

files that primarily bulky size is converted size small 

and practical use[2].  

 

Subsequently in the 1980s ITU and ISO drove 

together in develop the International Standard for 

image compression procedures. Authoritatively, JPEG 

is a typical and is itemized in ISO / IEC international 

standard 10918-1: digital compression and coding of 

constant-tone still images. JPEG has 2 modules in the 

encoding and decoding procedure:  Lossy Process and 

Lossless Process[2]. 

 

V. LSB  (LEAST SIGNIFICANT BIT) 

 

Least Significant Bit is one of technique in 

steganography. LSB is a extensively used as 

steganography algorithm [5].  LSB uses the right 

farthest bit of the byte array that makes up pixels in an 

image file. In the direction of bits in a byte, there are 

bits called LSB and around are called MSB. 

 

 
Figure 2 – LSB and USB[4] 

 

Steganography procedure by means of Least 

Significant Bit (LSB) alteration method is the simplest 

method, modest tactic to insert data in a digital image 

(medium cover). Renovate an image from GIF or 

BMP format, which reconstructs the identical message 

as the original (lossless compression) to JPEG that is 

lossy compression, and after it is completed it will 

destroy the concealed information in the LSB [13]. 

The LSB bit converts the portion where the bit value 

of the binary arrangement of an information is 

injected, as the alteration in the value only changes 1 
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bit higher or 1 bit lower than the preceding value. 

Therefore, after the byte values altercate, the changes 

that occurs in the pixel will not be highly meaningful. 

The LSB algorithm uses the debility of the human eye 

to see very minute color changes.  

The amount of pixels and color deepness of an image 

file will affect the amount of data that can be injected 

in the image file.  

 

The injection of data in an image consuming the LSB 

algorithm will be exemplified as follows: 

A 3x3 pixel Grayscale image will be injected an data is 

character 'a'. 

 

a = 0110 0001 

 

then below are 3 x 3 images characterized in binary 

numbers.  

 

11010011 11000010 01000011 

 

10110110   10101100 11001011 

 

11101001 11010011 10101000 

  

At that time the byte of character 'a' will be injected on 

the LSB of each pixel in the image.  

  

 
Figure 3. Inserting binary message to image pixels 

 

From Figure 3, simple illustration can be perceived 

that the inset of data in the method of characters that 

have been formed binary based ASCII. 

 

VI. ASCII  

 

ASCII is an global standard in information exchange. 

This standard is used by computers to signify a 

character. ASCII code has a alignment of binary 

numbers of 8 bits. Initially from 00000000 to 

11111111 with a complete combination of 256.  

 

VII. DISCUSSION  

 

If this execution is accomplished, the structure will 

have few specifications:  

1. Will be able to perform steganography and 

encryption with vigenere cipher procedure either 

inject messages or do mining to get the data. 

2. Will be able to gauge the file size subsequently 

the steganography process. 

Test encryption consuming vigenere cipher. 

It is recognized that the plain text we will encrypt 

utilizing  vigenere with the keys we postulate. The 

work procedure is as :  

Plain Text : CODE 

Key: ABC 

 

In what technique to get cipher text from plaintext 

„CODE‟ is by observing at vigenere table below 

(figure 3). Through the letters on the plain text are in 

rows, and the letters on the key into columns 

 

 
Figure 3 : Vigenère Cipher[8] 

 

The Vigenère cipher is a polyalphabetic replacement 

cipher that is a natural progress of the Caesar cipher. 

The Caesar cipher encrypts by shifting each letter in 

the plaintext up or down a fixed number of places in 

the alphabet. If the text was right shifted by 4 each S 

would become W.  

 

In the Vigenère cipher, a data is encrypted via a secret 

key, along with an encryption table which is called  as 

either a Vigenere square, Vigenere table, or tabula 

recta. The Tabula Recta stereotypically comprises the 

26 letters of the Latin alphabet from A to Z on the top 

of each column, and frequent on the left side at the 

commencement of each row. Respectively each row of 

the square takes the 26 letters of the Latin alphabet, 

lifted one position to the right in a cyclic mode as the 

rows advances downwards. As soon as B advances to 

the front, A advances down to the end. This endures 

for the entire square[8].  

Result : CPFE 

 

VIII. GRAYSCALE IMAGES 

 

Grayscale images comprises of only gray tones of 

colors, that are just 256 steps. Which means that there 

are only 256 gray colors. The foremost characteristic 

of grayscale images is the equivalence of the red, 

green, and blue color levels.  

The color code will be like RGB(R,R,R), 

RGB(G,G,G), or RGB(B,B,B) where „R,G,B‟ is a 

number between 0 and 255 individually. To translate 

the image from RGB complete color to grayscale, 

https://en.wikipedia.org/wiki/Vigen%C3%A8re_cipher
https://www.sciencedirect.com/topics/engineering/grayscale
https://www.sciencedirect.com/topics/engineering/colorcode
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there are several types nevertheless as stated, they are 

all mathematical results[9]. For better understanding, 

two example solutions to alter full color to grayscale :  

 
Figure 4:  Equation for new gray level 

 

Full color to grayscale conversion example solution 1 

The arithmetical average of red, green, and blue color 

levels will be a new gray color level, which will be 

solved by the following equations: 

Each pixel in the image, equations would be unraveled 

constantly, wherever „\‟ is the „division deprived of 

remainder‟ symbol. Subsequently putting the 

equations, the color matrix will be as seen in figure 4 

below. As all three color levels convert to the identical 

level, there will be only single color matrix [9]. 

 
Figure 5. The 5 × 5 sample image converted from full color to 

grayscale with example solution 1. [9] 

 

Below the pixels of the JPG image illustrated  : 

 

 
Figure 6. Pixels from example grayscale image 

 

From the Figure 4, it is inferred that : - 

1) Size of the image resolution is 5 x 5 pixels = 25 

2)  There are 1 bytes each pixel. 25 x 1 = 25 bytes  

3) Each message / character information (ASCII)      

requires 8 bits.  

4) Each bytes can be inserted 1 bit from  message 

bits.  

5) Then the maximum number of messages that can 

be inserted is 3 characters. 

 

IX. THE ENCODING PROCESS ON RBG 

IMAGE 4 X 4  

Below are the pixel arrangement of the JPEG image. 

Since the image file is a RGB image, the pixels will 

formulate 3 coatings in the below figure 7. 

 

 
Figure 7. Pixels from example RGB Image[10] 

 

X. THE DECODING PROCESS ON RBG 

IMAGE 4 X 4 

 

Once, there is a message inserted, its Binary code has 

slightly changed. Subsequently there is a message 

inserted and after the decode, looks as follows in 

figure 8 

 
Figure 9. Decoded message[8] 

 

XI. ANALYSIS  

 

Based on the experimentations and calculations 

performed the chart that illustrates the number of 

characters that can be inserted from each image. 

 
Figure 9. Image resolution and number of characters on RGB 

image 
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Above figure shows the association amongst 

resolution and color depth (RGB) of an image file 

regulates the number of characters that can be inserted 

[10]. To calculate the maximum number of characters 

exists the formula is as below equation.    

  

 
Figure 10: Equation 1 

 
Figure 11: Image resolution and number of characters on 

grayscale image 

 

Figure 11 shows the association between resolution 

and color depth (Greyscale) of an image file regulates 

the number of characters that can be inserted [10]. The 

formula utilized to calculate the maximum number of 

characters occurs with the below equation.  

  
Figure 12: Equation 2 

 

 
Figure 13 : Image Size with Message Character Grayscale 

 

 
Figure 14 : Image Size with Message Character RGB 

 

XII. CONCLUSION 

 

Based on all the experimentations been made to JPEG 

image by using LSB can be concluded as follows:  

LSB is one method that can be utilized to insert data in 

an image. The message size does not surpass the cover 

image size. The higher image resolution, the higher 

message or data can be inserted. RGB images can 

embrace more data or messages than with Grayscale 

images of the equal resolution. The data before 

encrypted with vigenere later extracted from the stego 

image will then be dealt with again. Modifications in 

the usage of vigenere cipher encryption is once the 

message formerly it is inserted and later it is extracted 

(ciphertext). During the insertion process it is the 

similar as the usual LSB method. Imminent research is 

anticipated to use cryptography not only restricted to 

one method only. Relatively it can be functional to 

some cryptographic methods that make messages or 

information more secure. 
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