
International Journal of Electrical, Electronics and Data Communication, ISSN(p): 2320-2084, ISSN(e): 2321-2950 

Volume-7, Issue-10, Oct.-2019, http://iraj.in 

Evaluation of Olsr and Aodv Routing Protocols Against Worm Hole Attack in Random Waypoint Mobility 

 

18 

EVALUATION OF OLSR AND AODV ROUTING PROTOCOLS 

AGAINST WORM HOLE ATTACK IN RANDOM WAYPOINT 

MOBILITY 
 

1
ABDELLAH NABOU, 

2
MY DRISS LAANAOUI, 

3
MOHAMMED OUZZIF

 

 
1,3RITM Laboratory,CED Engineering Sciences, EST, ENSEM, Hassan II University of Casablanca, Morocco, Department of 

Computer, 2Faculty of Sciences and Technology, Cadi Ayyad University of Marrakesh, Morocco 
E-mail: 1a.nabou@ensem.ac.ma, 2d.laanaoui@uca.ma, 3ouzzif@gmail.com 

 

 

Abstract— Mobile Ad hoc network (MANET) considered as a temporary network without infrastructure, all devices in 
MANET connect via a wireless link with self-configuration. Due to the nature of open and shared wireless channel, mobile 
wireless networks are vulnerable to various security threats. In this paper we analyze the performance of two essential MANET 
routing protocols : On Demand Distance Vector (AODV) as a reactive protocol and Optimized Link State Routing protocols 
(OLSR) as a proactive protocol under Wormhole attack in mobile environment by varying the  speed of nodes. Five parameters 
of network performance are evaluated to study the effect of Wormhole attack on MANET routing protocols. The simulations 
are carried out under Network Simulation Tool (NS3). 
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I. INTRODUCTION 

 

Some wireless device like smartphones, tablets, 

computer or any other equipment has wireless adapter 

form mobile Ad-hoc Network (MANET). All these 

devices named as nodes and connected between them 

without having any central coordinator to control their 

function. MANET is used when the installation of 

classical networks was difficult either for duration of 
the installation or for it restrictively. MANET can be 

appreciated in military networks; in emergency 

networks in temporary exhibition networks or 

corresponding to a particular event like conference 

room [1]. The self-configuration, mobile environment, 

energy consumption, bandwidth and security threats 

are the most constraints in MANET. 

Wormhole attack affects the performance of MANET 

routing protocols by creating a tunnel between two 

colluding attacker by using either wired link or 

directional antenna  and tunneling the packets from the 
first location in the network, to second location, and 

replays it there [2]. The Wormhole attack can be 

launched  either to analyze the traffic through the 

network or to drop packets selectively or completely 

and to affect the flow of information [3]. In this paper 

we focus on two types of MANET routing protocols 

under the active Wormhole attack, the first protocol is 

AODV routing protocol, it belongs in reactive routing 

protocols (On demand), and OLSR routing protocol, it 

considers as proactive routing protocol (Table driven) 

protocol. Our work allows studying the efficiency of 
OLDV and OLSR against Wormhole Tunnel by 

analyzing the results of five metrics of network 

performance that related to packet size and the delay, 

the simulations were done via Network Simulator 

(NS3). 

The rest of this paper is organized as follows. In 

section II, we discuss to MANET routing protocols in 

detail. Section III describes the characteristics of the 

wormhole attack on AODV and OLSR. Section IV 

provides the simulation environment and metrics 

performance, following by results and analyze in 

section V. Finally, we conclude our work in section 

VI.  

 

II. MANET ROUTING PROTOCOLS  

 

Mobile ad hoc network protocols distribute to three 
types of routing protocols, proactive Routing 

protocols (Table-driven), reactive Routing protocols 

(On-demand) and Hybrid routing protocols which 

works with both reactive and proactive. The proactive 

routing protocols establish the path of all destination 

nodes in network permanently like the classical 

protocols in wired network, they based on the periodic 

control messages and  updating  of the routing tables 

for each entry. Reactive routing protocols are 

developed to be compatible with the  constraint 

resource in energy and bandwidth of MANET devices, 
for these reasons reactive routing protocols start the 

discovering  processes reaching to destinations only 

on demand of the source node. Hybrid routing 

protocols try to combine the pros of both last manners, 

and reducing their disadvantages. 

We are focusing on this work to test the vulnerability 

of two  best-known MANET routing protocols in 

literature: AODV (Ad hoc On demand Distance 

Vector) as reactive type of routing, and OLSR 

(Optimized Link State Routing) which considers as 

proactive type of MANET routing protocols.  
 

A. AODV 

AODV allows mobile nodes to reach the destinations 

only when there is an active communication in the 

network, and does not require nodes to maintain the 

destination path in the sleep mode  [4]. AODV start the 

discovery route by sending  Route Requests messages 

(RREQs) which characterized by  destination 
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sequence number in order to determine the latest 

sequence number received in the past by the originator 
for any route towards the destination [4]. The path is 

determined when the RREQ find  either the destination 

itself, or an intermediate node has the route to the 

destination with higher sequence number that 

contained in the current RREQ [4].  The route is 

validated by unicasting a RREP back to the origination 

of the RREQ. when a  link break in an active route is 

detected,  AODV uses Route Error (RERR) Message 

to notify other nodes that the loss of that link has 

occurred [4].  

 

B. OLSR  
The researchers consider OLSR as the best MANET 

protocols for the large density, thanks to it new 

concept of "MultiPoint Relays" (MPR), MPRs are  

selective neighbors that allow for each node in the 

network  to reach all its 2-hop neighbors. In addition 

only MPRs nodes are responsible for forwarding 

broadcast messages during the flooding process, this 

technique of MPR is used to reduce the overhead of 

control messages in the network, and to form a route 

from the source node to any destination in the network 

[5].  OLSR protocol uses two principal control 
messages for calculating the routing table: HELLO 

message and TC message. HELLO message is used to 

detect neighbors nodes which its have direct 

symmetric links, defines a list addresses of 1-hop 

neighbors, and list of MPR nodes [6]. TC messages are 

generating and forwarding only by the  MPR nodes.  

TC messages allow to build  the network topology, in 

order to calculate the best path to each destination. The 

standard version of OLSR uses the number of hops as 

metric  for calculating the route and uses in special 

cases, two other control messages MID messages and 

HNA messages.  
 

III. WORMHOLE ATTACK  

 

In  wormhole attack, an attacker receives packets at 

one place in the network, and tunnels them to another 

point, and replay them from this point in the network.  

The tunnel created between these colluding nodes is 

named as Wormhole Tunnel; actually, it has distance 

longer than the normal wireless transmission of a 

single hop. The malicious nodes make the packets 

arrive in Wormhole Tunnel with better metric 
compared to normal multihop metric [2]. By using of a 

single long-range direction or a direct-wired link the 

colluding attacker, create it Wormhole Tunnel. Due to 

broadcast nature of the wireless channel, it is also 

possible for a colluding attacker to create a wormhole 

even for packets not addressed to itself, because it can 

overhear them and tunnel them to the colluding 

attacker at the end of the wormhole. In the Wormhole 

attack, the position of the attacker must be very 

powerful relative to other nodes in the network in 

order to compromise the security of the network. 

In figure 1, X and Y are the extremity of Wormhole 

Tunnel, they encapsulate data packets received from 

its neighbors and falsified the route lengths.  

 
Figure 1. Wormhole Tunnel in MANET. 

 

When node A want to send packet to node B, the route 

discovery process starting. As X receives a route 

request from A, it encapsulates the route request and 

tunnels it to colluding node Y which considers as the  

end of the tunnel through an existing data route 

[X-1-2-3-4-5-Y]. When node B receives encapsulated 
route request, it will show only the traveled route 

[A-X-Y-B]. Neither X nor Y update the packet header 

[7]. The destination node B receives two routes 

request from source node A with two metrics different 

in number of  hops; One is of 4 and another of 3. If 

node B send route reply back via Wormhole Tunnel, 

the source node A select the route via malicious node 

X as the shortest path than to other path via legitimate 

node C. 

If colluding attackers send pockets via Wormhole 

Tunnel with reliability and honestly, no harm is done 
[2]. However the delay of transmission can be 

increased it presents as denial-of-service (DoS) attack. 

The wormhole attack can be launched by using serval 

modes, in follows we mention different modes [8]: 

 

• Wormhole using Encapsulation 

• Wormhole Out-of-Band Channel 

• Wormhole with High Power Transmission 

• Wormhole using Packet Relay 

• Wormhole using Protocol Deviations 

 

 The wormhole attack can affect to performance of 
many MANET routing protocols, the standard version 

of reactive and proactive MANET protocols consider 

that all nodes of networks are thrust and each node can 

hear a packet transmission directly from its neighbors. 

The mechanism of Wormhole attack is different 

between OLSR and AODV routing protocols due to 

how these protocols are functioning. 

 

A. Wormhole attack in AODV routing protocol 

In mobile ad hoc network, which uses AODV as 

routing protocol, the first colluding attacker tunnels 
RREQ messages directly to the destination target 

node.  When destination node is neighbors hear this 
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ROUTE REQUEST, they will go by normal AODV 

routing protocol and they rebroadcasting that copy of 
RREQ packet to reach the destination node. The 

RREP message received by the source node via 

Wormhole tunnels present as fresh and short path   to 

the destination. When the source node starts to sending 

data, the attacker tunnels them via the wormhole link. 

 

B. Wormhole attack in OLSR routing protocol 

In OLSR routing protocol, the topology of the network 

was built after receiving HELLO and TC messages. 

The colluding attacker send fake HELLO messages to 

its neighbors, in order to select them as MPR nodes. in 

addition the attacker can tunnel HELLO messages 
received from node A through a wormhole to a 

colluding attacker near from node B, and vice versa 

node A received all transmitted HELLO packets from 

node B. finally node A and B believe that they are 

neighbors, actually they not, which present a fail in the 

operation of the OLSR routing protocol to find to best 

routes [2]. 

 

IV. RELATED WORK  

 

Many researchers have analysis the effect of 
Wormhole attack just for reactive routing protocol 

particularly the AODV protocol, For this reason, the 

study of Wormhole attack in other MANET protocols 

is still an active case in research area.  

The researchers [9] define Wormhole attack how to 

affect the performance of MANET routing protocols 

by using AODV protocol, the paper presents just some 

internal attacks without any simulation results and the 

authors expect to analysis the effect of Wormhole 

attack on AODV protocol in various parameters of 

network evaluation as perspective. 

In paper [3] the authors utilize two reactive routing 
protocols AODV,DSR and they integer Wormhole 

attack in AODV protocol,the parameters of analysis 

are the  throughput, delay, node density, packet 

delivery ratio and power consumption, this work 

focuses  on how QoS parameter is effected under 

wormhole attack in a network, in order to design in the 

future work a new mechanism to identify the nodes 

and establish  the links which are actively involved in 

the wormhole attack. 

the authors [10] evaluate the impact of Wormhole 

attack on the performance of AODV routing protocol 
by simulating 25 nodes with and without attack; when 

the attack was launched 20% of nodes will be 

malicious nodes and they create Wormhole Tunnel 

between them, the parameters such as throughput, end 

to end delay and the amount of cash replies were 

analyzed for testing the effect of  attack, all graphic 

results appear that Wormhole attack decreases the 

performance of AODV protocol in the different 

network parameters. 

The authors [11] evaluate the performance of AODV 

routing protocol Under Wormhole attack by creating 

tunnel between two nodes, the analysis compares 

many parameters with and without attack, all results 

shown a negative effect in performance of the protocol 
the simulation was done by OPNET simulator. 

In [12] the authors present an analysis of effect the 

Wormhole attack on AODV and OLSR routing 

protocols in four scenarios and they used traffic 

simulation results and mathematical formula to show 

that AODV protocol is more vulnerable to wormhole 

attack compared to OLSR, the authors utilize OPNET 

for simulation. 

The authors [13] present two active attacks that 

vulnerable the performance of AODV routing 

protocol, the first is the Black hole attack the 

researchers propose the Watchdog mechanism as a 
solution to involve it effect, the second attack is 

Wormhole and they suggest Packet Leash as a 

mechanism of detection and prevention. The authors 

in this work give just a theory analysis without any 

application of effecting or for proposed solutions. 

the researchers [14] modify standard AODV protocol 

to be vulnerable by Wormhole attack by adding two 

malicious nodes and they will drop all router packet, 

this implementation was    Applied in NS2 simulator, 

all results obtained for different metrics of evaluation 

shows that the performance of AODV was decreased 
under Wormhole attack. 

 

The authors [15] study the performance of AODV 

protocol in two different models of mobility. Without 

Wormhole attack, the results of simulation show that 

AODV performs well in Throughput, Packet Delivery 

Ratio, Packet Drop rate under Reference Point Group 

mobility model (RGPM)and in Delay and Jitter in 

Random Way Point Mobility(RWP), secondly the 

researchers launch Wormhole attack By Varying the 

length of Wormhole Tunnel, the analysis show that 

AODV under attack gives higher values in different 
metrics of performance for RPGM than RWP. 

The researchers [16] evaluate two reactive MANET 

routing protocols AODV and DYMO under 

Wormhole attack by various warring network 

parameters, all the results obtained indicate clearly 

that AODV protocol was more affected than DYMO 

protocol by Wormhole attack whether in mobility 

duration or tenseness of the network. 

 [17]  presents an analysis of four reactive routing 

protocols AODV, DSR, DYMO and ANORD under 

Wormhole attack in both mobility and non-mobility 
ad-hoc network, the simulation results show that 

AODV protocol is more vulnerable by Wormhole 

attack in mobile environment, however, DSR protocol 

is more affected in non-mobility domain. 

 

Most of the last analysis were in constant mobility or 

Using AODV routing protocol, and test the effect of 

Wormhole attack by varying the number of nodes. The 

novelty of our work is: integrating the Wormhole 

tunnel in Mobile Environment by using the Random 

Waypoint Mobility Model, and test it effect in both 

MANET protocols: AODV and OLSR. 



International Journal of Electrical, Electronics and Data Communication, ISSN(p): 2320-2084, ISSN(e): 2321-2950 

Volume-7, Issue-10, Oct.-2019, http://iraj.in 

Evaluation of Olsr and Aodv Routing Protocols Against Worm Hole Attack in Random Waypoint Mobility 

 

21 

V. SIMULATION ENVIRONMENT AND 

PERFORMANCE METRICS 
 

C. Simulation Environment  

To evaluate the effect of Wormhole attack in Reactive 

and Proactive MANET protocols, Network Simulator 

(NS3.24.1) was used in our study as simulator.  Ns-3 is 

a discrete-event network simulator for Internet 

systems, targeted primarily for research and 

educational use. Ns-3 is free software, licensed under 

the GNU GPLv2 license, and is publicly available for 

research, development, and use [18]. 

D. Performance metrics 

In our work, we choose five metrics that have a 
relationship with the packet size and delay efficiency 

the following metrics are analyzed in this study: 

  The Throughput: Define as the total of receiver 

bites from the source node to the destination node in a 

specified time. Higher values expressed  the best 

performance, the formula for calculating the 

Throughput is : 

 

Throughput =   successfully Receiver bites ÷
Time Simulation ×1024                                                              
(1) 

 

Packet delivery ratio (PDR): Is the fraction of total 

received packets to the total sent packets. The higher 

ratio means a better performance for the protocol 

 

PDR =   successfully Receiver Packets ÷
                        Packets send by the sources×100                          

(2) 
 

End to End Delay (EED):  Is the average time taken by 

the packet to arrive at the destination. It also includes 

the delay caused by route discovery process and the 

queue in data packet transmission. Only the data 

packets that successfully delivered to destinations that 

counted. It is expressing in milliseconds (ms). The 

lower value of end-to-end delay means the better 

performance of the protocol. 

 

End to End Delayi = | EndTimei − EndTimei |                                 
(3) 

Where EndTimei is the time that packet i that was 

received successfully by the destination, StartTimei is 

the time of starting to send packet i by the source. We 

will use this formula for calculating the EED of all 

packets and then obtain the average EED. 

  

Jitter Delay:  Jitter is the delay variation between each 

received data packets. The variation in the packet 

arrival time should be minimum to have better 

performance in Mobile Ad-hoc Network. 
  

Jitter Delayi = |   Di + 1 − Di −  Si + i − Si |                          
 (4) 

Si  is the time when packet i was sent from the source, 

Di is the time is being received by the destination [19]. 

We will use this formula for calculating the Jitter delay 

of all packets and then obtain the average of jitter. 
Packet Lost: is the total number of packets that lost 

during the simulation. The lower value of the packet 

lost means the better performance of the protocol. 

 

PL =
 packets send − packets successfully received                
(5) 

  

VI. RESULTS AND ANALYZE 

 
This study evaluates the performance of reactive and 

proactive routing protocols under Wormhole attack by 

varying an important criterion  in Random Way Point 

Mobility Model. The parameter is the speed of nodes. 

We are fixed the pause time at 0. in this situation each 

node changes its direction and/or speed directly [1]. 

Table 1 presents the values of other parameters used in 

the simulations.  

 

 
Table 1. Parameters of Simulations in NS3. 
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Figure 2. Throughput Vs Node Speed. 
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Figure 2 indicates the Throughput of AODV and 

OLSR routing protocols with and without Wormhole 
attack, Firstly we observe that OLSR protocol without 

attack is more performance than AODV protocol in all 

node speed, Thanks to MPRs Principe, OLSR is more 

desirable for the large network. When Wormhole 

attack was present in the network, generally The 

Throughput of both protocols decreases but there is no 

considerable effect due to mobility of nodes, when the 

nodes in network move with speed of 15 m/s, AODV 

and OLSR are more affected by the Wormhole attack. 
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Figure 3. PDR vs Node Speed. 

 

Figure 3 presents the results of Packet Delivery Ration 

versus speed of nodes, these results  are symmetric 

with Throughput results. OLSR routing protocol under 

attack has less PDR in node speed equal 5 or 20 m/s 

compared to normal OLSR. AODV protocol is more 

vulnerable by Wormhole attack in mobility of 15 m/s. 

The OLSR routing protocol is more performance than 

AODV in PDR metric, either the present or not present 
of the Wormhole attack. 
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Figure 4. End-to-End Delay Vs Node Speed. 

 

Figure 4 indicates Average End-to-End delay versus 

the node speed, OLSR routing protocol has less value 

of EED thanks to the proactive routing protocols 

structure, which keeps the routes in routing table of 
each node , that is why OLSR routing protocol is more 

rapid in this metric. When Wormhole attack was 

launched in the network, we observe that EED 

increases for both protocols AODV and OLSR due to 

Wormhole Tunnel created between the colluding 

nodes. The packets forwarded takes more times to 

reach the destination. OLSR protocol is more affected 

by Wormhole attack in slow mobility for example 

when speed of nodes between 5 and 10 m/s. For 

AODV under attack the EED variance is remarkable in 

node speed equal 20 and 30 m/s. 
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Figure 5. Jitter Delay Vs Node Speed. 

 

Figure 5  presents the results of jitter delay. Without 

attack, OLSR routing protocol has less value than 

AODV protocol, thanks to the nature of proactive 

routing protocol. When the network is under 

Wormhole attack, AODV takes higher delay in all 

node speed compared to normal AODV. The 

explication of this increase in Jitter delay is related to 

tunnel created by the wormhole attackers. For OLSR 
under attack the Jitter delay increases in slow mobility 

when nodes of network move with speed equal 5 or 10 

m/s. However when node speed becomes more than 15 

m/s, we show any considerable effect of Wormhole 

attack in OLSR routing protocol is performance. 
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Figure 6. Packet Lost Vs Node Speed. 

Figure 6 shows Packet Lost of AODV and OLSR, 

without attack we observe that AODV routing 

protocol loss higher number of packets than OLSR 

protocol. With Wormhole attack  the number of Packet 

Lost increases for both protocols . With an advantage 

for OLSR protocol due to less Packet Lost compared 
to normal OLSR without attack. AODV routing 

protocols is more vulnerable to Wormhole attack 

when node speed equal 15 m/s. And OLSR lost big 

number of packets in node speed 5 m/s. 

 

VII. CONCLUSION 

 

In this work we study the effect of Wormhole attack in 

Random Waypoint mobility for reactive and proactive 

MANET Routing protocol. Lots of researchers 

analyze the Wormhole attack in AODV routing 

protocols by varying the number of nodes. In our study 
we integer Wormhole attack in both protocols: OLSR 

and AODV, then we test their performance in mobility 

environment by choosing an essential criterion in 

Random Waypoint Mobility: the node speed. All 

results in parameters network illustrate that the effect 

of Wormhole attack in both protocols decreases in 

high mobility compared to other works simulated in 

constant environment. In addition, we notice that    

OLSR routing protocol is more performance than 

AODV routing protocol under the Wormhole attack. 

The improvement of security in OLSR routing 
protocol is our perspective in the next future work. 
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