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Abstract - Mobile ad hoc networks are the collection of wireless nodes which communicate with each other either in single 
or multi hop without the support of centralized infrastructure. Their QoS parameters are dynamic topology, low bandwidth 
and high mobility. In existing multipath routing protocols, source finds multiple paths towards destination and data is 
transmitted via the shortest path with available bandwidth. A new protocol named as BS-MRP is proposed in which 
bandwidth is also considered as one of the parameters along with hop count. Open nature of wireless communication also 
enforces security vulnerabilities such as various attacks. To overcome such problem route discovery process is carried out in 
secured manner. Hence QRREQ (QoS Route Request) packet is flooded in the network with the bandwidth requirement X 
and security. Even though proposed protocol achieves bandwidth efficiency and security it fails to consider the important 

aspect of MANET such as mobility. Performance of BS-MRP protocol is evaluated in MANETs using the NS2 simulator 
and compared in terms of the metrics such as the packet delivery ratio, Throughput and routing overhead. 

 

Keywords - MANET, QoS, Routing, Multipath, Security 

I. INTRODUCTION 

 

"Mobile Ad Hoc Network" called as MANET is a 

type of network that can change their locations in the 

infrastructure less network. MANETs are mobile 

nodes and can change their locations using wireless 

connections to connect to other networks for 

communication. This network can be a Wi-Fi 

connection, can be a satellite transmission or cellular 

network. As Security is considered, Mobile Ad hoc 

Networks (MANET) are of less infrastructure 

networks, further characterized by shortage of prior 
structure and the unfavorableenvironments. As this 

networksare having unique properties make a 

situation where required network established is 

unplanned. However, this flexibility leads to several 

security challenges. Security in MANET is a very 

complicatedjob and requiresapplications on the issues 

associating across all the layers of communication 

stack. This paperfocuses on the security issues in 

MANET [8]. It provides an improvement of the 

security solutions for MANET with complete 

discussions on secure routing, key management 
problems and intrusion detection system.  

 

The chapteris concluded with anextensive security 

solution for MANET. Bandwidth estimation is a basic 

function that is required to provide QoS in MANET. 

It is a way to determine the data rate available on a 

network route.Techniques for accurate bandwidth 

estimation are also necessary for controlling traffic in 

the network and planning capacity support to nodes. 

Having existing information can help to advance 

better methods for e.g. gateway selection, channel 

range, routing, etc. [9]. 
 

 

II. RELATED WORK 

 

SupachoteLertvorrathamet al. [1] proposed a secured 

predictive multipath routing protocol. In mobile ad 

hoc network routing protocols that are bounded with 

innovative path measurement method and security 

functions. Multipath ad hoc network routing protocol 

called “Predicted Multipath Routing Protocol (PMP)”. 

The protocol mobility simulation parameters model 

plays a very important role in determining the 

protocol performance in MANET [1]. For mobility 

modeling, the behavior or activity of a user’s 
movement can be described using both analytical and 

simulation models. The input to analytical mobility 

models are simplifying assumptions regarding the 

movement behaviors of users [1]. Such models can 

provide performance parameters for simple cases 

through mathematical calculations. The design of this 

protocol is focused on solid security processes to 

discover secure routes. Bandwidth concept is not 

mentioned in this paper. Xuefei Li et al. [2] proposed 

a QoS Provisioning in mobile ad hoc network to 

reduce the network overhead. In QoS parameter using 
Node Disjoint Multipath Routing protocol (NDMR) 

with low broadcast redundancy. Multipath routing 

allows the establishment of multiple paths between a 

single source and single destination node [2]. 

Although NDMR provides node-disjoint multipath 

routing with low route overhead in MANETs, it is 

only a best-effort routing approach, which is not 

enough to support QoS [2]. The protocol can classify 

network traffic into different priority levels and apply 

priority scheduling and queuing management 

mechanisms to obtain QoS guarantees. Saida Ziane, 

Abdelhamid Mellouket al. [3] proposed a Swarm 
Intelligent Multi-path Routing for Multimedia Traffic 

over Mobile Ad hoc Networks. The advance of 
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multimedia applications has prompted researchers to 

undertake the task of routing multimedia data through 
Manet [3]. This task is rather difficult due to the 

highly dynamic topology of mobile ad hoc networks 

and their limited bandwidth [3]. The prediction of 

these problems in real time is quite difficult, making 

the effectiveness of “traditional” protocols based on 

analytical models questionable.M. K. Marina and S. 

R. Das et al. [4] proposed anad hoc on-demand 

multipath distance vector (AOMDV). In this paper 

they developed an on-demand, multipath distance 

vector routing protocol for mobile ad hoc networks. 

Specifically, itproposes multipath extensions to a 

well-studied single path routing protocol known as ad 
hoc on-demand distance vector (AODV) [4]. The 

resulting protocol is referred to as ad hoc on-demand 

multipath distance vector (AOMDV). It reduces 

routing overhead and packet delivery ratio. In this 

paper it does not mention bandwidth. Y. Hwang and 

P. Varshney et al. [5] proposed An Adaptive QoS 

Routing Protocol with Dispersity for Adhoc 

Networks (ADQR). In this paper they presented the 

design and simulation of a bandwidth constrained 

multiple path on-demand routing protocol for ad-hoc 

networks to support end-to-end quality of service, 
which is known as the adaptive dispersity QoS 

routing (ADQR) protocol [5]. In route discovery 

algorithm to find multiple disjoint paths with longer-

lived connections, where each path also specifies 

associated network resource information. This 

provides an efficient approach for network resource 

reservation combined with data. S. Deet al. [6] 

proposed Trigger –Based Distributed QoS Routing in 

Mobile Ad HocNetworks. In this paper we observe 

that by proper coupling of nodal mobility and 

location information, real-time applications can be 

served with limited control traffic and database 
requirements. In trigger-based (on-demand) 

distributed routing protocol, called TDR, for 

supporting real-time applications in mobile ad hoc 

networks. For increased resource efficiency, the nodal 

database size is reduced by maintaining only the local 

neighborhood information. Only one route per 

session is maintained and the reroute routine is 

invoked before any active link fails. In addition, by 

making efficient use of the location information, the 

control overhead for rerouting is further reduced. Our 

evaluation shows that the TDR protocol provides 
better QoS and requires lower control overhead 

compared to the other existing real-time QoS aware 

ad hoc routing protocols [6]. The fading channel will 

affect the performance of all the protocols.C.R. Lin et 

al. proposed an admission control scheme which can 

guarantee bandwidth for real-time applications in 

multihop mobile networks[7].The bandwidth 

guarantee feature is important for a mobile network 

(e.g., wireless LAN, EGPRS, etc.) to interconnect 

wired networks with QoS support (e.g., ATM, 

Internet, etc.). Thus, we can accept more calls in the 

network according to the simulation results. During 

the route discovery process, the route request (RREP) 

packets are used not only to find paths between the 
source-destination pair, but also to calculate 

bandwidth hop by-hop. In the case of ATM 

interconnection, ATM virtual circuit service can be 

extended to the wireless networks with possible 

renegotiation of QoS parameters at the gateways. In 

the performance experiments, traffic flows with 

different QoS types are considered. 

 

III. PROPOSED PROTOCOL 

 

1. BS-MRP Route Discovery (RREQ flooding): 

A mobile node in the network knows the bandwidth 
available to each of its neighbors. When source node 

requires a QoS session with bandwidth X to 

destination node, it floods QRREQ (QoS Route 

Request) packet in the network. Source node S floods 

a QRREQ {Sid, Did, Nh = {S}, X, TTL} packet in the 

network toward the destination D. If the given 

bandwidth requirement is X, then all intermediate 

nodes receiving a QRREQ packet will accomplish 

any of the following events: 

Event 1: Node N checks the node history Nh field of 

the QRREQ packet for its address. If it exists, then N 
will discard this QRREQ packet. 

Event 2: Node N decrements TTL by one and if TTL 

counts becomes zero, the QRREQ packet is 

discarded.If not, N adds itself into the node history 

field and then rebroadcasts this QRREQ packet. 

Destination finally receives many different QRREQ 

packets from source. 

Where, 

 

Sid Source Address 

Did Destination Address 

Nh Next node 

TTL Time to live 

X Bandwidth requirement 

TABLE 1: Parameters used in RREQ flooding 

 

2. BS-MRP:RREQ Verification: 

To embed security during route discovery process, 

the main challenge is to ensure that bandwidth 

efficient path and stable link identified by source each 

intermediate node cannot remove or add extra node in 

the node history (Nh) field of QRREP packet. The 
following QRREQ messages are routed from source 

S to destination D for path (S, A, B, D). 

Step1: Source S generates the PS = (QRREQ, S, D, X, 

TTL) 

Step2: To authenticate the contents in the chain, the 

intermediate node calculates the ha (i.e.) hash of 

(Ps,A) with hashing algorithm. Node A generated PA 

and broadcast it locally. This process is followed by 

all the intermediates node of given path (S,A,B,D) in 

the following manner: 
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𝑆: 𝑃𝑆 = (𝑄𝑅𝑅𝐸𝑄, 𝑆, 𝐷, 𝑋, 𝑇𝑇𝐿) 

𝑆 →∗: (𝑃𝑆) 

𝐴: ℎ𝑎 = 𝐻(𝐴) 

𝑃𝐴 = (𝑄𝑅𝑅𝐸𝑄, 𝑆, 𝐷, [𝐴], ℎ𝐴 , 𝑋, 𝑇𝑇𝐿) 

𝐴 →∗: (𝑃𝐴) 

𝐵: ℎ𝐵 = 𝐻(𝐵, ℎ𝐴) 

𝑃𝐴 = (𝑄𝑅𝑅𝐸𝑄, 𝑆, 𝐷, [𝐴, 𝐵], ℎ𝐵 ,𝑋, 𝑇𝑇𝐿) 

𝐵 →∗: (𝑃𝐵) 

Step3: Destination node D recomputes h' B. If h'
B = 

hB, it validates that no node modification has been 

completed during en-Route phase. 

Where, 
 

S Source 

D Destination 

A Intermediate node 

B Intermediate node 

Ps Route request packet from source 

hA Hash computed by A 

hB Hash computed by B 

h' B Recomputed hash by destination 

TABLE 2: Parameters used in RREQ verification 

 

3. BS-MRP: RREP generation: 

When secure route reply will come from destination 

to source, data transmission will take place from 

source to destination. It can be more understand by 

following steps: 

Step 1: Destination node D generates a reply packet 

which contains the following fields (destination id, 

source id, node history, bandwidth requirement and 

TTL field) i.e. PD= {(QRREP, D, S, [S, A, B, KuB 
[D]], X, TTL)} After determining a multipath, node 

D initiates a secure QRREP packet unicast to source 

node S. The following sequence is adopted by 

destination D to unicast secure QRREP packet on 

path(D, B,A,S): 

 

𝐷 → 𝐵 

𝑃𝐷 = { 𝑄𝑅𝑅𝐸𝑃, 𝐷, 𝑆,  𝑆, 𝐴, 𝐵, 𝐾𝑢𝐵  𝐷  , 𝑋, 𝑇𝑇𝐿 } 

𝐵 → 𝐴 

𝑃𝐷 = { 𝑄𝑅𝑅𝐸𝑃, 𝐷, 𝑆,  𝑆, 𝐴, 𝐾𝑢𝐴  𝐵, 𝐾𝑢𝐵  [𝐷]  ,

𝑋, 𝑇𝑇𝐿 } 

𝐴 → 𝑆 

𝑃𝐷 = { 𝑄𝑅𝑅𝐸𝑃, 𝐷, 𝑆,  𝑆, 𝐾𝑢𝑆  𝐴, 𝐾𝑢𝐴  [𝐵, 𝐾𝑢𝐵 [𝐷]  ,

𝑋, 𝑇𝑇𝐿 } 
Step 2:Every intermediate node receives the packet 

encrypt its ID with previous node public key. So that 

the node only the next node ID. 

𝐵 → 𝐴 

𝑃𝐷 = { 𝑄𝑅𝑅𝐸𝑃, 𝐷, 𝑆,  𝑆, 𝐴, 𝐾𝑢𝐴  𝐵, 𝐾𝑢𝐵  [𝐷]  ,

𝑋, 𝑇𝑇𝐿 } 

Step 3: Similarly, Node A encrypt its ID with public 

key S (KuS). So that node S know only next node is 

A rest of the path is not known so that there will be 
no denial of service/modification attack feasible. 

 

𝐴 → 𝑆 

𝑃𝐷 = { 𝑄𝑅𝑅𝐸𝑃, 𝐷, 𝑆,  𝑆, 𝐾𝑢𝑆  𝐴,𝐾𝑢𝐴  [𝐵, 𝐾𝑢𝐵  𝐷 ]  ,

𝑋, 𝑇𝑇𝐿 } 

Where, 

 

S Source 

D Destination 

A Intermediate node 

B Intermediate node 

PD Route request packet from 

destination 

Ku Public Key 

KuA Public Key of A 

KuB[D] D having encrypted id of reply 

sender B having public key receive 

the reply 

TABLE 3: Parameters used in RREP generation 

 

IV. SIMULATION RESULT 

 

Simulation is carried out – using Network Simulator-

2 version 2.35 and parameters in TABLE I – to 

evaluate the performance of routing protocols, 

including AODV,AOMDV and our protocol. 

Performance measures of interest include packet 

delivery ratios, throughput and overhead. 

 

SIMULATOR Network Simulator 2.35 

NUMBER OF NODES 50 

AREA 600m x 600m 

COMMUNICATION RANGE 250m 

PACKET SIZE 512 bytes 

INTERFACE TYPE Phy/WirelessPhy 

MAC TYPE TDMA 

QUEUE TYPE DropTail/Priority Queue 

QUEUE LENGTH 50 Packets 

ANTENNA TYPE Omni Antenna 

PROPAGATION TYPE TwoRayGround 

ROUTING PROTOCOL BS-MRP 

TRANSPORT AGENT UDP 
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APPLICATION AGENT CBR 

SIMULATION TIME 50seconds 
TABLE 4: Parameters used in the simulation 

 

Packet Delivery Ratio: It is the ratio of packets that 

are successfully delivered to the destination compared 

to the number of packets that have been generated by 

the source. 

 

 
Figure1: Packet Delivery Ratio 

 

Throughput: It is the rate of successful data delivery 

to the destination. 

 

 
Figure2: Throughput 

 

Overhead: It is the number of control packets 
involved in data transmission process. 

 
Figure3: Overhead 

V. CONCLUSION 

 

This paper presents the protocol BS-MRP achieves 

QoS in multipath routing in terms of bandwidth. To 

prevent various attacks, routing packets are 

transmitted in secured manner using hashing and 
cryptography algorithm. Bandwidth efficient path 

improves throughput in the network but not reduces 

the packet loss. Link stability through relative 

velocity factor reduces packet loss. In proposed 

system efficiency oflink stability with multipath 

routing protocol is comparedin terms of PDR, 

Throughput and overhead with existing protocol BS-

MRP. 
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