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Abstract- MANETs or Mobile Ad-hoc networks are an independent network of mobile devices connected by wireless links. 
MANETs can also be defined as peer to peer, multi-hop, mobile, wireless network that has neither a fixed infrastructure nor 
a central server. In MANETs each node acts as a router and communicates with each other as the transmission range of 
nodes is limited, hence nodes mutually cooperate with its neighboring nodes in order to extend the  overall communication 
i.e A MANET is powerful when more number of nodes cooperate to transfer the traffic. However, some nodes may start 
acting selfishly in order to preserve its resources such as hardware, battery life or bandwidth. Such nodes are called Selfish 
nodes/Packet Droppers. Packet Droppers only attempts  to communicate with the nodes  to which  it  desires to  the  send 
data packets  , refusing to cooperate when it receives routing packets or   data packets that are to be routed. Hence, either 
dropping  data packets  or refusing to retransmit  the  routing packets. This paper proposes a Packet Dropper detection 
technique named the Reverse Traversal technique  and also analyzes performances of AODV routing protocol before and 
after the usage of the detection technique in the presence of  an increasing number of  Packet Droppers and an increasing 
node mobility. Simulation results simulated on NS-2 simulator (ns-2.35) are presented to evaluate the performance of the 
proposed scheme 
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I. INTRODUCTION  
 
A wireless ad-hoc network is a decentralized type of 
wireless network [1]. The network is ad-hoc because 
it does not rely on a pre existing infrastructure, such 
as routers in wired networks or access points in 
managed wireless networks. Instead, each node 
participates in routing by forwarding data to the other 
nodes, so the determination of which nodes forward 
data is made dynamically on the basis of network 
connectivity. Ad- hoc network often refers to  a mode 
of operation of IEEE 802.11 wireless networks.  A 
classification based on the application a wireless as-
hoc network are MANETs that usually has a routable 
networking environment on top of a Link Layer ad 
hoc network. MANETs or Mobile Ad-hoc Networks 
[2][3]  are  a  type of ad  hoc  network that can 
change locations and configure itself on the fly.  It 
can be defined as a self-configuring infrastructure-
less network of mobile devices connected wirelessly.  
In MANET each device is free to move 
independently in any direction and will therefore 
change its links to other devices frequently i.e it relies 
on the cooperation of all the participating nodes. 
Thus, more the nodes cooperate to transfer the traffic, 
the more powerful a MANET gets.  But supporting a 
MANET is a cost-intensive activity for a mobilenode 
as detecting routes and forwarding packets consumes  
network-bandwidth, local CPU time, memory, and 
energy. Therefore in order to conserve these 
resources there is a strong motivation for a node to 
deny  packet  forwarding to others, while at the same 
time using  their services to deliver their own data. 
Such nodes which intend to gain the greatest benefits 
from the networks while trying  to preserve their own 

resources are referred to as Selfish nodes or as Packet 
Droppers in this paper. Packet Droppers[4]  only 
attempt to communicate with the nodes  to which 
they want their data to be sent, refusing to cooperate 
when it receives routing packets or data packets  that 
are to be routed in the network. Hence in order to 
conserve their resources they  either drop data packets 
or refuse  to retransmit the routing packets. Packet 
Droppers may exhibit the following behaviours [5]:  
 
i.  Do not send Hello messages  
ii.  Delayed forwarding RREQ messages  
iii.  Do not forward RREQ messages  
iv.  Do not forward RREP messages  
v.  Do not forward Data messages  
  
Packet Droppers can be classified into 2 types:  
Active Packet Dropper:    Such a node does not 
participate in packet forwarding and drops every 
received packet, thus it disables the packet 
forwarding mechanism for the packets which have a 
destination address other than this selfish node. In 
fact, it helps the selfish node to save its own energy, 
thereby still contributing to network maintenance. 
Passive Packet Dropper: Such a node practically does 
nothing and stays idle in the network. It does not 
contribute to any of the activities like packet route 
discovery, network maintenance or routing.  
 
Thus this paper proposes a Packet Dropper detection 
technique named the Reverse Traversal technique  to 
detect the  Packet Dropper  in the network. The paper 
also analyses effect of Packet Droppers on the AODV 
routing protocol with and without the detection 
technique by considering the various QoS parameters 
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with respect to an increasing number of Packet 
Droppers and also an increasing node mobility. This 
paper is organized as follows.  Section II is the 
related work section where the literature of the 
existing techniques are discussed. Section III 
describes the detailed study of the proposed 
technique. Section IV gives the simulation results and  
inferences. Section V concludes this paper. 
 
II. RELATED WORK  
 
Different Techniques[6][7][8][15]  have  been  
suggested to handle  the problem of  selfish behaviour 
from the network viewpoint. As expressed, the  
techniques  handling the detection of  Packet 
Droppers[6][7][8]   can  be  classified  into  three  
categories:  Credit-based  methods,  Reputation-based 
methods  and Acknowledgment-based methods.     
 
A.  Credit-Based Methods  
The concept of credit  based  system  is  to  provide  
incentive for nodes that forward data to the 
neighbouring nodes i.e., nodes that perform 
completely in the network. Nodes get paid for their 
services.    
 
Credit-based schemes can be implemented using two  
models: The Packet Purse Model (PPM)  and the 
Packet Trade Model (PTM)   
 
In the Packet Purse Model,[6][7][8]  the originator  of   
the packet  pays  for  the  packet  forwarding service.  
The basic problem with this approach is that, it might 
be difficult to estimate the number of beans that are 
required to reach a given destination.  
 
In the Packet Trade Model,[6][7][8]  the author says 
they buy for some  beans  and  forward  it  for  some  
more  beans.  An advantage  of  this  approach  is  
that  the  originator  does  not have to know in  
advance the number of beans  required  to deliver a 
packet..  
 
B.  Reputation-Based Methods  
In Reputation–based methods network nodes 
collectively detect and declare the misbehaviour of a 
suspicious node which relies on the reputation metric 
build for each node  according to its behavioural 
pattern . Such a declaration is then propagated 
throughout the network so that the misbehaving node 
will be cut off from the rest of the network.  
Reputation-based schemes can be implemented using 
two models: The Watchdog and the Path Rater       
The  Watchdog  scheme[9][10][11]identifies  the  
misbehaving  node  by  monitoring  the  nearby nodes 
on whether they forward the  packets of other nodes 
in  the  network. Every node  maintains  a  buffer  of 
the recently  sent  packets and compares each 
overheard packet with the packet in the buffer  to  see  
if  there  is  a  match.  If  so,  the  packet  in  the 

buffer  is  removed  and  forgotten  by  the  watchdog,  
since  it has  been  forwarded  on.  If  a  packet  has  
remained  in  the buffer  for  longer  than  a  certain  
timeout,  the  watchdog increments  a  failure  tally  
for  the  node  responsible for forwarding  on  the  
packet.  If  the  tally  exceeds  a  certain threshold  
bandwidth,  it  determines  that  the  node   is 
misbehaving and sends a message to the source 
notifying it of  the  misbehaving  node, The  problem  
with  watchdog method  is that it  might  not  detect  a  
misbehaving  node  in  the presence of an ambiguous 
collisions, Receiver collisions, limited   transmission  
power, false   misbehavior  and partial dropping. 
 
The Path Rater scheme [6][7][8][11] defines the best 
route by  avoiding those misbehaving nodes. This is 
done when Path Rater is run  by  each  node  in  the  
network and  combines knowledge  of  misbehaving  
nodes  with  link reliability data to pick the route  
most likely to be reliable. Each node maintains a 
rating for every other node it knows about in the 
network.  It then calculates a path metric by 
averaging the node ratings in the path. If there are 
multiple paths  to  the  same  destination, then    the  
path  with  the  highest metric is chosen. But this 
approach  does  not  isolate  the  misbehaving  nodes; 
they still utilize the network services,  i.e. the nodes 
are not punished for misbehaving.  
  
C. Acknowledgment-Based Methods  
The Acknowledgement based method[12][13][14]  
rely on the reception of an acknowledgement to 
verify that a packet has been forwarded.  
Acknowledgement-based schemes worked on are:  
 
The  2ACK scheme and the N-ACK scheme In the 
2ACK scheme [12][13]   nodes explicitly send 
acknowledgement two hops upstream to verify 
cooperation. The  2ACK  scheme detects  
misbehaviour  through  the  use  of a  new  type  of 
acknowledgment packet termed 2ACK.  The 2ACK 
transmission takes place for every set of triplets along 
the route. Therefore, only the first router from the 
source will not serve as a 2ACK packet sender. The 
last router just before the destination and the 
destination will not serve as a 2ACK receiver. In 
2ACK in order to  reduce the additional routing 
overhead, only a fraction of the  received data packets 
are acknowledged.  But this scheme is  susceptible to 
collision of two or more consecutive nodes. 
Furthermore, colliding nodes can frame honest ones 
by claiming not to receive the acknowledgement.  
 
The N-ACK scheme [6] extends the 2ACK scheme in 
trying to isolate the misbehaving nodes in the 
network. The N-ACK scheme requires an end to end 
acknowledgement packet to be sent between the 
source and the destination. The destination on 
reception of the data packets sent by the source, 
responds with a N-ACK packet. On reception of the 
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N-ACK packet, the source node compares the two 
paths that are in the N-ACK packet.  If there are no 
variations in the paths, then the source node 
concludes that there are no potential misbehaving 
nodes in the path. In case the two paths vary, the node 
in the source to destination path from where the path 
varies in the destination to source path is isolated.  
This   node  is  marked  as  a  potential misbehaving 
node  by  the  source  node.  For  each  potential 
misbehaving node, a threshold is maintained. If the 
number of times a node is  adjudged  as  a  potential  
misbehaving  node  exceeds  the threshold,  then    the  
node  is  flagged  as  misbehaving  and information  is  
sent  to  all  the  neighbouring nodes  advising them  
about  the  misbehaving  node  in  the actual  message 
packet delivered to the destination. Each node 
maintains a list of data packets sent and another list of 
data packets forwarded.  
 
III. PROPOSED METHOD  
 
In the AODV (Ad-hoc On Demand Vector) routing 
protocol[20][21]  after the transmission path is 
established between the source node and the 
destination node, the source node will send the data to 
the destination node. While a specific period of time 
passes, if the destination does not  receive the data 
sent by the source, then the presence of an active 
selfish node/Packet Dropper is possible in the route, 
which in order to conserve its resources drops the 
data packets meant to be routed in the established 
path[22].  In order to detect this Packet Dropper a  
detection technique  called the Reverse Traversal 
technique  is proposed where the destination node on 
not receiving the data from the source node at the 
specific time period will  reversely  examine  all  the  
nodes in the established transmission path[19]. 
 

 
 
In this technique there are 2 roles performed by the 
nodes they are; Data Checking and Data checked.  
The nodes performing these roles are called Data 
Checking node and Data Checked node respectively  

Data Checking node: A node performing the check 
works is called a data checking node.  Data Checked 
node: The node examined by the data checking node 
is called the data checked node.  
  
Data Checking node.   
In this technique a reverse examination of all nodes in 
the established transmission path is done to find 
which are the Packet Droppers in the route. As 
reverse examination of the established transmission 
path  is done, the first data checking node is the 
destination node of the route. The data checking node  
(i.e the current destination node) will generate a data 
checking packet[22]  to  be sent  to the  next 
immediate node in the established reverse 
transmission path (data checked node).The data 
checking node will generate a data checking packet  
with  the destination address field as  its own address 
and the source address field as  the address of the 
source node that broadcasted the RREQ message.  
After waiting for a period of time, if the  data checked 
node replies to the   data checking packet sent, then 
the data checked node will be identified a normal 
node.  Otherwise the data checked node is identified 
to be a Packet Dropper as it would drop the data 
checking packet considering it a data packet.   
 

 
 
Data Checked node  
  
The data checked node, which is the next immediate 
node in established reverse transmission path next to 
the data checking node on receiving the data checking 
packet  will check the destination address field in the 
packet. If the address is the sameas the address of the 
data checking node, this data packet will be identified 
to a data checking packet. Then at this time, the data 
checked node will  look up its routing table according 
to the source address field in the data checking packet 
to find nextnode to act as the  data checked node 
while the current node would become the data 
checking node. Else if it is a data packetit would be 
forwarded to the next node in the reverse 
transmission path.  Through this way, we can check 
the transmission path whether the   Packet Droppers 
are present or not   
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IV.   SIMULATION AND DISCUSSION  
 
A.  Simulation Parameters  
This proposed detection technique in the  paper is 
simulated on an Network Simulator (ns-
2.35)[22][23][24]. Here we have used wireless 
channel, with a topography of 1000*1000m2 and 
node density of 20 nodes for a period of 300  seconds. 
The routing protocol used is AODV[20][21] where  
the  node mobility  are considered as both static and 
dynamic in the presence of an increasing active 
packet droppers whose behavior is to not forward the 
data packets it receives.  
 

 
 
B.  Simulation Results  
In this paper we have simulated the performance 
metrics i.e Packet Delivery Ratio (PDR), End to End 
Delay and Normalized Routing Overhead for the 
scenarios of increasing Packet Droppers along with 
increase in node mobility.    
 
Performance Metrics  
Packet Delivery Ratio:   
Packet Delivery Ratio is the ratio of data packets 
received by the destinations to those generated by the 
sources.   
  
End to End Delay:  
End to End Delay is the average time taken by a data 
packet to arrive in the destination which    includes 

the delay caused by route discovery process and the 
queue in data packet transmission such that only the 
data packets that successfully delivered to 
destinations that counted. Mathematically, ∑ ( arrive 
time – send time ) / ∑ Number of connections  
 
Normalized Routing Overhead:  
Normalized Routing Overhead is the ratio of the total 
control overhead by the sum of the data packets 
received at the destination or may be defined as the 
number of routing packets sent for each transmitted 
packet.  
  
Simulation results when nodes are static 
Here we have analyzed the performance metrics for 
static nodes with respect to varying number of Packet 
Droppers.  
 

 
 
From Fig 4 we infer that before detection of the 
Packet Droppers (AODV) the PDR steeply decreases 
in the presence of an increasing Packet Droppers but  
can be seen increasing after the detection technique 
(Reverse Traversal) is used  
 

 
 
Fig 5 gives the End to End Delay for an increasing 
number of Packet Droppers and it is infered that the 
proposed technique (Reverse Traversal) has slightly 
higher delay when compared to before detection 
(AODV) as with along the usual delay in route 
discovery process and  the queue in data packet 
transmission, there maybe delay caused in creation of 
the data checking packet and its forwarding and 
returning between the data checking node and the 
data checked node    
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Fig 6 gives the varying of the normalized routing 
overhead with the increasing number of Packet 
Droppers and it is infered that using the proposed 
technique (Reversal Traversal) in comparison to 
AODV  the normalized routing overhead increases 
due to the creation of data checking packet by the 
data checking node.   
  
b. Simulation results when nodes are in motion  
Here nodes are set in motion with lowest mobility of 
2m/s and highest mobility of 15m/s 
 

 
 
Fig 7 can be infered  that with  both lower and  higher 
node mobility the proposed technique (Reverse 
Traversal) shows better performance as that of the 
AODV  in the presence of an increasing number of 
Packet Droppers. 
 

 
 
From Fig 8 it is infered that with both lower and 
higher mobility as the number of Packet Droppers in 
the network increases the end to end delay    increases  
in both AODV and the Reverse Traversal technique 
due to the delay in route discovery process, the queue 
in data packet transmission and link breakages caused 
due to mobility but in Reverse Traversal technique 

due to    an additional latency  caused by  the creation 
of data checking packet  generated by  the data 
checking nodes and their forwarding and returning 
between the data checking node and the data checked 
node.   
 

 
 
Normalized Routing Overhead of Fig 9 increases as 
the number of Packet Droppers increases for lower 
and higher mobility in both AODV and Reverse 
Traversal technique but  when compared to AODV  , 
the Reverse Traversal  technique  has a high 
normalized routing overhead  because of link failures 
and new establishments due to node mobility and 
additionally due to the data checking packet  
generated  by the data checking node.  
 
CONCLUSION  
 
This paper proposes a Packet Dropper detection 
technique named Reverse Traversal technique which 
detects the Packet Dropper in a route by reversely 
examining the established transmission path from the 
source node to the destination node. Here also the 
effect of Packet Droppers on the AODV routing 
protocol with and without the detection technique  is 
analyzed by  considering various QoS parameters 
with respect to an increasing number of Packet 
Droppers  and also  varying  the node mobility. The 
simulation results concludes that Reverse Traversal 
technique is an efficient Packet Dropper detection 
technique which detects the node acting selfishly in 
the route as the Packet delivery ratio is better in both 
increasing number of packet Droppers and node 
mobility than the scenario without any detection 
technique.   
 
REFERENCES  
 

[1]  Martinus Dipobagio, “An Overview of Ad-hoc networks”.  

[2]  Jeroen Hoebeke, Ingrid Moerman, Bart Dhoedt and Piet 
Demeester “An Overview of Mobile Ad Hoc Networks” 
Department of  Information Technology (INTEC), Ghent 
University –IMEC  Belgium, Session – 4, pp 60-64  

[3]    Priyanka Goyal, Vinti Parmar and Rahul Rishi,“ MANET: 
Vulnerabilities, Challenges, Attacks, Applications”  
International Journal of Computational Engineering & 
Management(IJCEMT), ISSN (Online): 2230-7893, Vol. 
11,pp 32-37,January 2011   

[4]  Martin Schütte, Seminar on “Detecting Selfish and 
Malicious Nodes in MANETs,” pp 1-7, 2006  



International Journal of Electrical, Electronics and Data Communication, ISSN: 2320-2084  Volume-2, Issue-6, June-2014 

Discernment of Packet Dropper using Reverse Traversal Technique 
 

99 

[5]   M.Manjula and P.Elango, “A survey of selfish nodes 
behavior in Mobile Ad-hoc network,” International Journal 
of Computer Trends and Technology (IJCTT), (ISSN: 2231-
2803), Volume-4 Issue-6, pp 1848-1851, June 2013    

[6]   K. Sridevi, S. Kannan and S. Karthik, “A Survey on Selfish 
Node Detection Using Several Techniques in MANET,” 
International Journal Research Inventive Engineering and 
Sciences (IJIES),(ISSN:2319-9598), Volume-1 Issue-1, pp 
1-4, December 2012.  

[7]  Dipali Koshti and Supriya Kamoji, “Comparative study of 
Techniques used for Detection  of Selfish Nodes in Mobile 
Ad hoc Networks,” International Journal of Soft Computing 
and Engineering (IJSCE) (ISSN: 2231-2307), Volume-1 
Issue-4, pp 190-194,September 2011.   

[8] S. D. Khatawkar, U. L. Kulkarni and K. K. Pandyaji  
“Detection of Routing Misbehavior in MANETs,”  
International Conference on Computer and Software 
Modeling , Singapore,   Volume-14, pp162-166, 2011.  

[9]   Enrique Hern´andez-Orallo, Manuel D. Serrat, Juan-Carlos 
Cano, Carlos T.Calafate, and Pietro Manzoni, “Improving 
Selfish Node Detection in  MANETs Using a Collaborative 
Watchdog,” International Journal Research Inventive 
Engineering and Sciences (IJIES), IEEE communications  
letters, Vol. 16, No. 5, pp642-645,May 2012  

[10] PDF on Collaborative Watchdogs: A Fast and Efficient 
Approach to Deal with Selfish Nodes in MANETs  

[11]  Sergio Marti, T.J. Giuli, Kevin Lai, and Mary Baker,“ 
Mitigating Routing Misbehavior in Mobile Ad Hoc 
Networks,” Department of Computer Science ,Stanford 
University ,pp 255-265  

[12]  G.Muruga Boopathi, N.Insozhan and  S.Vinod,“ Selfish 
Nodes Detection Using Random 2ack In MANET‟s,” 
International Journal of Emerging Science and Engineering 
(IJESE) ISSN: 2319–6378,Volume1, Issue-4, pp3-5 
February 2013  

[13]  Swati L. Kariya and Bakul B. Panchal,‟ Selfish Nodes 
Detection in MANETs: Acknowledgement Based 
Approach,” IJSR  International Journal Of Scientific 
Research, Issn No 2277 – 8179, Volume : 2 ,Issue : 
5,pp216-217 , May 2013  

[14]  Ramasamy Murugan and Arumugam Shanmugam,‟ A 
Timer Based  Acknowledgement Scheme for Node 
Misbehavior Detection and Isolation in MANET,” 

International Journal of Network Security,Vol.15, No.4, 
PP.241-247, July 2013  

[15]  Khairul Azmi Abu Bakar and James Irvine,‟ Contribution 
Time-based Selfish Nodes Detection Scheme,” ISBN: 978-
1-902560-24-3,2010  

[16]  Reeta Bourasi and Prof Sandeep Sahu,‟ Detection and 
removal of Packet droppers for congestion control over 
MANET,” International Journal Of Innovative Research In 
Electrical, Electronics, Instrumentation Andcontrol 
Engineering, Issn 2321 – 2004 Vol. 1, Issue 2,Pp 55-63,  
May 2013   

[17]  Ahmed Mohamed Abdalla, Ahmad H. Almazeed Imane Aly 
Saroit, and Amira Kotb,‟ Detection and Isolation of Packet 
Dropping Attacker in MANET,” International Journal of 
Advanced Computer Science and Applications(IJACSA), 
Vol. 4, No.4,pp29-34, 2013   

[18]  Sudha.L, Muthukumarasamy.S, ”Detection Of Misbehaving 
Packet Droppers And Modifiers In Wireless Networks 
Using An Adaptive Protocol,” International Journal of 
Advanced Research in Computer and Communication 
Engineering  ISSN (Print)  : 2319-5940 ISSN (Online) : 
2278-1021 Vol. 2, Issue 2,pp1168-1172, February 2013   

[19]  Lien-Wen Wu and Rui-Feng Yu,‟A Threshold-Based 
Method for Selfish Nodes Detection in MANET ,”ISBN : 
978-1-4244-7640-4/10 , 2000  

[20]  Charles E. Perkins,‟ Mobile Ad Hoc Networking Working 
Group” Internet Draft, 17th February 2003 Dr. Baruch 
Awerbuch & Dr. Amitabh Mishr,  

[21]  ‟Ad-hoc On Demand  Distance Vector (AODV) Routing 
Protocol,” Department of Computer Science, Johns 
Hopkins.  

[22]  Textbook: T. Issariyakul and E. Hossain, “Introduction to 
Network Simulator NS2” , Springer 2008  

[23]  Ginni Tonk, S.S. Tyagi “Performance of Ad-Hoc Network 
Routing Protocols in Different Network Sizes”, 
International Journal of Innovative Technology and 
Exploring Engineering (IJITEE) ISSN:2278-3075, Volume-
1, Issue-2, pp 227-230, July 2012  

[24]  Sabina Baraković, Suad Kasapović, and Jasmina Baraković 
“Comparison of MANET Routing Protocols in Different 
Traffic &Mobility Models”, Telfor Journal, Vol. 2, No. 1, 
pp 8-12, 2010.  

 
 
 

 


