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Abstract - The collection of several infectious bots together running over an infected software forms the botnet. The botnet 

have the centralized command and control architecture but these system has a drawback of complete shutdown of the system 

when default occurs, this is the single point failure in the botnet. To overcome this fault decentralized peer-to-peer botnet 

have been introduced. In this paper we review different approaches to detect peer-to-peer botnet and the machine learning 

algorithms they had used in their work. We also compared the accuracy of different models used by other authors for the 

detecting botnet. 

 

Keywords - Botnet, Peer-To-Peer, Detection, Machine Learning, Support Vector Machine, Decision Tree. 

 

I. INTRODUCTION 

 

The dependency on the internet has led to various 

security threats from last few years botnet has 

emerged as the major cyber security threats which 

leads to  huge loss of data and capital (millions of 

dollars). The term botnet is created from two words 

‘robot’ and ‘work’ [2]. It was introduced in 1993 and 

Eggdrop was the first botnet [3]. Botnet is the 

assemblage of many contaminated machines 

(computers) connected to the web which are being 

controlled remotely by a violator (the botmaster) 

through the malign software called bots [7]. 

Bots, command and control(C&C) servers and the 

botmaster are the main elements of a botnet [8]. The 

command and control C&C is the major variance 

which makes botnet different from other types of 

infections [3]. There are many different reasons  to 

perform a botnet which includes distributed denial of 

service(DDOS), spread spam conduct, click-fraud 

scams, steal important information(like credit card 

numbers, passwords, etc) [10]. Like other security 

threats (viruses and worms) botnets are becoming the 

foremost dangerous activity. Nsis, Zeus, Zero Access, 

Weasel, Strom, etc are some of the botnets [1] .Based 

on the architecture , botnet falls into two categories 

centralized which has the C&C server and 

decentralized(peer-to-peer) without the C&C server 

[4][1]. 

 

II. BACKGROUND 

 

The introduction of peer to peer technology has been 

adopted by attackers (botmasters) to overcome with 

the drawbacks of centralized botnets [4]. In peer to 

peer bots act as both client and the servers and are 

connected topologically [1]. Peer to peer botnets are 

advancing with addition of new technologies to avoid 

detection and defense solutions [4]. These botnets has 

distributed nature therefore it is difficult to detect and 

complete take down comparatively[1]. If any part or a 

bot gets identified and is taken down, still 

communication in rest of the machine won’t be 

affected much [4]. 

There are four phases in botnet lifecycle: initial 

infection, secondary injection, connection phase and 

the last one is the maintenance phase. At the initial 

phase, unprotected host are infected with Trojan, 

Worms, Viruses via numerous strategies like email 

spam, etc. Bot binary from specific servers or hosts 

are being transferred and installed by the infected 

host. Then, the hosts are made to set-up C&C servers 

or communication channels with other bots to form 

botnet and the infected machines become the part of 

the botnet army. After that the botmaster can send 

them command by injection into one or more bots 

and the large army then launch numerous synchronize 

attacks against the target as commanded by the 

botmaster. The final phase is the maintenance part is 

close to maintain the bots alive and updated. [9] It 

conjointly handles the removal of the dead and 

suspicious bot from the botnet. Storm.net, 

Trojan.Peacomm are the most commonly encountered 

P2P botnets. 

 

III. CLASSIFICATION OF BOTNET 

DETECTION TECHNIQUES 

 

Detection of botnet performs an essential part in 

network security. Several detection techniques are 

used to identify and track botnet activities. Basically 

the detection technique is divided into two categories 

(i) Honeynet based and (ii) Intrusion detection system 

(IDS) based [8]. 

 

A. DETECTION BY INTRUSION DETECTION 

SYSTEM 

 

A machine or methodology for keeping a track of 

doubtful activities or policy violations, is Intrusion 

detection system. It monitors a network traffic for 

suspicious activity and issues alerts when such 
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activity is discovered. It is basically a type of security 

software designed to automatically alert admins when 

someone or something is trying to compromise 

information system through malicious activities or 

through policy violations. It works by monitoring 

system activity through examining vulnerabilities in 

the system, the integrity of files and conducting an 

analysis of patterns based on the already known 

activities. It also automatically monitors the internet 

to search for any of the latest threats which could 

result in further attack. 

The Intrusion detection system can be further 

classified as signature based technique, anomaly 

based, network based and host based. 

 

a) Anomaly-based technique: 

This detection procedure is a section of behavior 

based detection. It makes use of network behavior to 

identify bots. Botnet established on various network 

traffic anomalies such as high network suspension, 

high volume of traffic can be identified by using this 

technique [8]. Anomalies are the unexpected 

behaviors in the network rather than the normal 

behavior [2]. A correlation of system conduct is made 

with its past practices. The new behavior is either 

accepted or is accustomed initiate events for anomaly 

detection. The IDS engine helps in specifying 

network behavior [2]. It demonstrate ordinary or 

expected behavior in a system and may identify 

deviation of intrigue that may show a security break 

or an endeavored attack. Thus, Anomaly based 

technique is capable of detecting unknown bots and 

novel attacks and analyze severe network traffic 

irregularities but the disadvantage is that it is unable 

to scan encrypted channel [2]. 

b) Signature-based technique: 

Like anomaly based technique signature based 

detection technique is also a part behavior based 

detection technique. They apply signature of current 

bots into IDS detection system. Signature is a pattern 

that is seen inside a packet and it is seen in various 

parts. From the signature database, we play out the 

fundamental discovery errand by fundamental 

looking at each byte in the packet [2]. Advantage- It 

can detect well known bots and require less amount 

of system to make the detection. Non- functional for 

unknown bots but less significant for detecting new 

or unknown bots [8]. 

c) Host-based technique: 

The network traffic for indications of bot infected 

machines can be examined by host based technique. 

It looks for bot like behavior in the host [2]. A 

straight forward host based detection technique 

screens outbound packets from a host and contrasts it 

with destination based white lists. It faces the 

disadvantages of processing overreach. 

d) Network based technique: 

The network approach focusses on monitoring the 

network traffic for the bot activity. Traffic behavior 

analysis method can work with encrypted channels. If 

there are bots in the network then shutting down the 

IRC server is most suitable measure to prevent from 

botnet [2]. It detects the botnet activity at the early 

stage. It also detects unknown bots or known bots. 

The disadvantage is that it does not inspect the 

payload of packet. 

 

B. DETECTION BY HONEYNET 

A honeypot is a network attached system set up as a 

decoy to lure cyber attackers and to detect, defect or 

study hacking attempts in order to gain unauthorized 

access to information system. Honeypots are the tools 

which are used as traps to collect bot’s information 

and activities and analyses them in order to detect 

botnets [2]. The function of a honeypot is to represent 

itself in the internet as a potential target for attackers-

usually a server and to gather information and notify 

defenders of any attempts to access the honeypot by 

unauthorized users. 

 

IV. REVIEW OF MACHINE LEARNING 

TECHNIQUES 

 

A. Support Vector Machine (SVM): 

SVM is a supervised learning models with associated 

learning algorithm that analyze data used for 

classification(mainly used in binary classification) 

and regression analysis. It is a proactive detection 

technique which can even has a feature to remove 

outliers with better detection accuracy up-to 99.01% 

as it scale better as compared to other approaches 

[7],[18],[19],[23],[33]. 

 

B. Decision Tree: 

This supervised learning based algorithm can also be 

used for both classification as well as regression. 

Decision tree can be looked at like ”rules” that can be 

understood by humans and implemented on datasets 

and works well as the data is known. It works on a 

divide and rule policy. It has an advantage of 

detecting botnet in real time with higher accuracy but 

can get installation and running problem if more than 

a few hundred nodes [33],[7],[17],[19],[49]. 

 

C. Random Forests: 

This algorithm is a collection of trees (every tree do 

prediction) multiple decision trees are grown by 

taking different attributes of the same dataset and 

average is taken. It works on the principal of 

bootstrapping and also has an advantage of reducing 

the problem of over-fitting of a single tree and even 

works well for missing data with high accuracy. It 

can be used for multiple classes. One of the real 

world example is the Audience vote in reality TV 

shows [19]. 

 

D. K-NN: 

K nearest neighbors is a simple but essential 

supervised machine learning algorithm for 

classification based on similarity functions and uses 
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distance functions to determine the nearest neighbors. 

It does not assume anything about the data, other than 

a distance measure can be calculated consistently 

between any two instances. It is computationally 

expensive as it stores all the training data and 

sensitive to irrelevant features [7]. Handwriting 

detection, credit rating, image recognition and even 

voice recognition are some of the applications of K-

NN. 

 

E. Artificial Neural Networks: 

ANN works as the biological nervous system as of 

human brain. It is simply a mathematical model of the 

brain which is used to process non-linear 

relationships between inputs and outputs in parallel, 

like a human brain does in every second.it is 

popularly used for classification. Neural networks 

learn things same as the brain by a feedback process 

called back-propagation. The learning algorithm of a 

neural network can either be supervised or 

unsupervised [7][19]. 

 

V. RELATED WORK 

 

Wang, P., et.al. [1] introduced a method, PeerGrep, to 

distinguish persisting P2P activities and discriminate 

the botnet activities from them by inspecting their 

ratio, packet size and the periodicity of connection to 

destination IP addresses. This system is capable of 

detecting P2P bots with high TPR (100%) as well as 

low FPR (0.58%) within a monitored network 

through traffic analysis. PeerGrep can also be 

established to the border router of the monitored 

network to collect network traffic and identify likely 

P2P bots in it. 

Dave, M [4] gives a review on peer to peer botnet 

detection techniques. He added that earlier P2P botnet 

detection techniques have some short comings such 

as they have less accuracy, unable to detect hidden 

botnets and advanced botnets using fast-flux 

networks. In this, they listed recent P2P detection 

techniques with higher accuracy. He compared 

various detection approaches and gives there 

advantages and disadvantages. One of the algorithm 

used is SVM (Support Vector Machines). SVMs are 

used because they scale better and also provide 

detection accuracy (99.01%). 

Beigi, E. B. et.al. [5] in their work they have revisited 

the flow based features employed in the existing 

botnet detection studies and evaluate their relative 

effectiveness. For better evaluation they have created 

a dataset containing a diverse set of botnet traces and 

background traffic (containing 16 botnets) to fully 

test the effectiveness of features for accurate 

detection. Their study is to inspect comparative 

performance of the existing subset of features that 

will yield the best classification accuracy. They had 

chosen C4.5 version of Decision tree classifier with 

reduced error pruning (REP), as their detection 

algorithm that helps to improve the overall detection 

accuracy. Their model have given a high detection 

rate of 99% with final feature set, containing limited 

number of botnets. 

Garcia, S., et.al. [6] differentiated the result of 

different botnet detection methods by executing them 

over a new marked and vast botnet dataset. They 

included the dataset of botnets, normal and 

background traffic. Using a methodology and a novel 

error metric designed for botnet detection methods 

they evaluated two methods (BClus and CAMNEP) 

and BotHunter. They used anomaly detection 

technique, the anomaly detectors used in the 

CAMNEP system are- MINDS, Xu, Lakhima 

volume, Lakhina entropy, TAPS, KGB, flags. 

Thirteen botnet scenarios were created and each of 

them was designed to be representative of some 

infectious behaviour. It describes if they used IRC, 

sent SPAM, did Click-Fraud, port scanned, did 

DDOS attacks, used Fast-Flux techniques or if they 

were custom compiled. The comparison methodology 

they used in this paper is that instead of implementing 

a third-party method in their dataset, they propose 

that the researchers first download a common dataset 

with labels and execute their methods on that 

common dataset, then add the results and put them 

back. They compared the error metrics for different 

scenarios of different algorithms and got a high 

accuracy above 95%. Their method finds difficulties 

with unknown background data. 

Zhao, D., et.al. [7] propose a new approach to detect 

botnet activity in real time based on traffic behavior 

analysis by analyzing network traffic behavior using 

machine learning techniques. They have studied 

several machine learning techniques for botnet 

identification through network behavior analysis, 

which includes, Neural Networks, Bayesian Network, 

Support Vector Machine, Gaussian and Nearest 

Neighbor Classifiers and Naïve Bayes and Decision 

Tree. Out of which they have selected Decision Tree 

using the Reduced Error Pruning algorithm 

(REPTree) which helps to improve the decision 

accuracy with respect to noisy data, and reduces the 

complexity of classification. This results in high 

accuracy by merely observing compact portions of a 

full network flow.  They have shown the adequacy of 

two challenges, early detection and novelty detection 

through their model by using different sets of 

experiments. Their model allows identification of bot 

activity in both the command and control and attack 

phases based on the inspection of its network flow 

characteristicsat certain time interval. 

Saad, S., et.al. [10] compared five different machine 

learning techniques and taken the top three( Support 

Vector , Artificial Neural Network and Nearest 

Neighbors Classifier )based on four metrics to build a 

botnet detection framework. They proposed the 

characterization of network traffic behaviour to detect 

P2P botnet command and control (C&C) phase. 

Although the performance of the techniques was up 

to the mark by giving an accuracy of 80-90% but still 
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it does not satisfy all the requirements of an online 

botnet detection framework. 

Narang, P., et.al. [17] their research work presents 

introductory results of comparison of performance of 

three different feature selection algorithms 

(Correlation based feature selection, Consistency 

based subnet evaluation and Principal component 

analysis) on three different machine learning 

techniques (Decision tress, Naïve Bayes classifier, 

and Bayesian Network classifier) for detecting peer to 

peer botnet. One of the key findings of the research is 

that by reducing the number of features required for 

classification, feature selection algorithms improve 

the classification speed of the classifier. Their model 

gives an accuracy of 98% with reduced features and a 

higher accuracy with full feature set. 

Barthakur, P., et.al. [18] proposed a dynamic botnet 

detection methodology using Support Vector 

Machine (SVM) to detect P2P botnets based on 

payload free statistical features. They combined 

typical web traffic and typical P2P traffic for the 

intention of binary classification by considering 

control traffic generated by Nugache bot to extract 

flow features. Their experimental result gives 99.01% 

accuracy for unbiased training and testing samples 

with a False Positive rate of 0.11 and .003 for bot and 

normal data flows respectively. Some of the 

advantages of their model is that it can detect bots 

exchanging encrypted traffic without any privacy 

issues but this model cannot detect bots which are 

exchanging benign traffic. 

Stevanovic, M., et.al. [19] introduces a flow-based 

detection system that depends on supervised machine 

learning for identifying botnet network traffic. This 

paper evaluated the performances of eight supervised 

machine learning algorithms for the classification of 

botnet traffic within the system. The paper also 

explores how much traffic needs to be observed per 

flow to capture the traffic patterns. This new 

detection system has proved to be accurate in 

detecting botnet traffic using simple features and 

Random Forest classifier with high accuracy. 

Yan, Q., et.al. [23] propose a method PeerClean, a 

model that detects P2P botnets in real time on real 

world flow records using high level features extracted 

from C&C network flow traffic. They introduced 

PeerClean, a new network flow based system to 

identify and classify botnets with a high accuracy 

with SVM training and detection process. PeerClean 

groups hosts with same flow traffic statistics into 

groups and then removes the collective and dynamic 

connection patterns of each group by holding a 

dynamic group behavior analysis. Their model is able 

to detect unseen and changeable botnets with high 

detection rates with few false positives. 

Masud, M., et.al. [33] presented the concept of 

correlating multiple log files (tcpdump and exedump) 

for detecting  botnet C&C traffic by implementing a 

system and evaluated its performance using five 

different classifiers: support vector machines, 

decision trees, Bayes net, Boosted decision trees, and 

Naïve Bayes. Their method had given an overall 

better performance with boosted decision tree 

classifier with 98% accuracy. 

Zhang, J., et.al. [38] introduced aflexible botnet 

detection system which is effective in 

detectinghidden P2P botnets whose infected activities 

may not be observable. To complete this task, they 

extract statistical fingerprints of the P2P 

communications to first detect P2P clients and further 

distinguish between those that are part of permissible 

P2P networks and P2P bots with high accuracy and 

great scalability. But for more desired output more 

enhanced techniques are needed. 

Sheng, L. et.al. [39] in this paper, they proposed a 

novel framework and arithmetic for detecting botnet 

based on network traffic analysis. They suggest a 

botnet detection methodology which has two parts. 

First section established distributed hosts in order to 

capture network traffic data and then filter and 

classify that data. Second section is established in 

centralized place which collects all data composition 

algorithms and characteristic identified algorithms 

and gives average accuracy. However their model is 

inefficient to detect peer to peer botnet. 

Narang, P., et.al. [49] proposes,  PeerShark, a 

methodology to detect P2P botnet traffic and 

differentiate it from normal traffic in a network. They 

use a 2-tuple ‘conversation-based’ approach which 

does not require Deep Packet Inspection which is 

advantageous over typical flow-based approaches. 

They evaluated three algorithms- Decision trees, 

Boosted REP tress and Bayesian Networks. 

PeerShark is able to accurately detect and categorize 

P2P applications with accuracy above 95%. 
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Table 1: Comparison of different detection approaches 

 

VI. CONCLUSION 

 

The comparison of different detecting approaches, 

used by other authors, have been done in this paper as 

mentioned in table 1 and we have also analyze the 

different machine learning algorithms that has been 

used previously, and then compared their accuracy 

results. We have found that Support Vector Machine 

and Decision Tree have given the highest accuracy of 

99% and 98% as compared to other algorithms. 
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