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Abstract - The Internet of Things (IoT) is a paradigm where everyday objects can be equipped with identifying, sensing, 

net-working and processing capabilities that will allow them to communicate with one another and with other devices and 

services via the Internet to accomplish some objective [1]. The IoT is easy to use and easy to implement in daily life. Every 

smart system must have a server to communicate between users and IoT devices. Now there are many free IoT servers, for 

example the hivemq server, the cloud mqtt server, etc. What will happen if every home is a smart home and every farm is a 

smart farm? There will be too many transactions on the internet to control devices which will lead to a high possibility of traffic 

overloads or when the internet or server is down. Therefore, service providers should be prepared to solve these problems. 

They can simply either change the free servers to be paid servers or limit users accessing to the servers. Yet, if the IoT systems 

do not have a server or cannot communicate with a server, it means the IoT system cannot remotely work or control the system. 

Above all, one of the most practical solutions is to setup their private server in order to support their systems. The purpose of 

this paper is to discuss on how to setup private server on RaspberryPI 3 with a setting MQTT server of a Mosquitto server. 
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I. INTRODUCTION 

 

Over the years, Information technology has developed 

and has now become an essential part of our lives.  In 

the meantime, Smart home systems are having a 

remarkable growth of a normal network to a smart 

home automation. Although the smart home 

technologies are currently being used, they are limited 

to individual houses. Through the era of internet of 

things (IoT), the traditional controlling systems are 

gradually changing and converging to smart home 

systems. The smart home technologies are integrating 

with the IoT and every IoT must have a server to 

communicate between users and IoT devices. There are 

plenty of free MQTT servers, but they have a limitation 

and cannot be modified. Many servers are not a free 

service and rely on the internet communication network. 

If there is a failure of either communication network or 

a server, the communication between users and IoT 

devices cannot be achieve. For this reason, if every 

home becomes a smart home, there may raise issues 

regarding traffic overloads or server down. 

Consequently, in order to prevent these problems, they 

could provide their own a MQTT server for their 

private networks or a private use.A Message Queue 

Telemetry Transport (MQTT) is an ideal protocol 

designed specifically for Machine-to-Machine (M2M) 

communication that has been invented in 1999, and has 

now become an Open source, OASIS standard. The 

MQTT fundamentally is a lightweight 

publish/subscribe event and a message oriented 

protocol allowing devices to asynchronously 

communicate efficiently across constrained networks to 

remote systems. The MQTT is now becoming one of 

the standard protocols for IoT deployments. The 

MQTT protocol relies on a message broker according 

to the hub and a spoke model of the Message Oriented 

Middleware (MOM). The MQTT specializes the 

technology in low-bandwidth and high-latency 

environments; therefore, every MQTT client including 

data processing application or device, producer or 

consumer, needs to connect to a central server before 

communicating with other MQTT clients. The broker 

accepts published messages and delivers them to the 

interested consumers according to a Publish/Subscribe 

interaction patterns. The Mosquitto server then 

provides standards for compliant server and client 

implementations of the MQTT messaging protocol [2]. 

Finally, the MQTT based implementation is designated 

with the HTTP request-response used in REST-based 

implementation to MQTT style request-response [3]. 

 

II. DESIGN AND IMPLEMENTATION 

 

This section will provide more details regarding the 

actual implementation of the mqtt protocol to control 

the light on/off from mobile application based on a 

communication to send the data to devices by their own 

server on raspberry pi 3 b model. The lights is 

connected with a node mcu esp8266 board and 

received the command from raspberry pi server based 

on the mosquito mqtt server. 

 

A. The MQTT Protocol 

In internet of things, a message transmission between 

different devices and  servers  is important because an 

IoT appliance has to deliver an instruction to a further 

appliance to manage system [4]. A push protocol is 

considered as the suitable message communication 

protocol for the IoT appliances compared to a poll 

protocol because a push protocol is constructed in a 

poor bandwidth network. The MQTT, XMPP and 
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CoAP protocol were implemented through these push 

message services. The MQTT was invented in 1999 by 

Andy Stanford-Clark (IBM) and Arlen Nipper 

(Eurotech; now Cirrus Linkwhile they were working on 

a project for the monitoring of an oil pipeline through 

the desert. The purpose was to develop a bandwidth 

and energy efficient protocol because the devices were 

connected via satellite link and were tremendously 

expensive at that time. 

Figure 1 illustrates the overall MQTT architecture. The 

MQTT protocol uses a lightweight publish/subscribe 

architecture in the contrast to the HTTP protocol with 

its request/response paradigm architecture. 

Publish/Subscribe is an event driven, and enables 

messages to be pushed to clients by using the MQTT 

protocol. It requires an additional central 

communication point known as the MQTT broker that 

is responsible for receiving all messages from the 

senders then filtering them, decide who is interested in 

it and finally sends the message to the rightful 

receivers. A message, that has been published to the 

broker by each client, always includes a topic into the 

message. A topic in this context is referring to the 

routing information for the broker.Therefore, if a client 

wants to receive messages, a client must subscribe to a 

certain topic, and then the broker will manage and 

deliver all messages with the matching topic to the 

client. Consequently, each client does not have to know 

each other; they can simply communicate only over the 

topic. This architecture enables highly scalable 

solutions without dependencies between the data 

producers and the data consumers. 

 

 

 

The advantages MQTT protocol are the following: 

 

1. The paradigm it uses is publish/subscribe paradigm 

which gives it low overhead and makes this a 

lightweight protocol [5]. 

2. As it uses a broker to transfer the messages between 

client’s authentication can be implemented on the 

broker which gives security [6] to the data. 

3. QoS [9] feature of the protocol helps it in handling 

the unreliable networks it is done by using different 

levels of Quality of Service for different types of 

messages. 

4. It is also efficient at multicasting [6] of the messages. 

5. SSL encryption can also be used in conjunction with 

this protocol which helps in end to end encryption. 

 

A. Raspberry PI 

The Raspberry PI 3 model B is a tiny around the size of 

a credit card, a low cost single-board computer that 

plugs into a computer monitor or TV, and uses a 

standard keyboard and mouse. It is a capable little 

device that enables people of all ages to explore 

computing, and to learn how to program in languages 

like Scratch and Python. It can be said that the 

Raspberry PI 3 is a fully featured computer since it is 

capable of doing almost anything you would expect a 

desktop computer to do, from browsing the internet and 

playing high-definition video, to making spread sheets 

word-processing. Figure 2 illustrated The Raspberry PI 

3 model B board the we have used to set up the MQTT 

server in this research. 

 

 

B. ESP8266 Node MCU 

Node MicroController Unit or NodeMCU (see figure 

4) is an open source firmware and a development kit 

that helps in prototyping IoT products [8]. It is built 

around an affordable Wi-Fi System-on-a-Chip (SoC) 

from the Espres-sif Systems called the ESP8266, and 

its hardware is designed based on the ESP-12module. 

Due to the fact that it is compact and inexpensive, 

making it becomes one of the most popular choices for 

many people working on IoT applications. It is fairly 

light on memory and power consumption with a RAM 

of 128kB and a storage space of 4MB. With one analog 

and eight digital GPIOs make it convenient to run a 

variety of different applications integrating sensors and 

actuators with it. It is very comfortable to work with, as 

it is quite versatile devicesand also there is a lot of 

documentations available on it, on the Internet. 

Because of its advantages regarding size, memory and 

power consumption, it has become one of the most 

selected microcontrollers in the IoT scenario. 
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C. Mosquitto 

The MQTT stands for the Mosquitto Telemetry 

Transport (Message Queue Telemetry Transport) 

protocol that is developed for a non-TCP/IP 

communication between the IoT gateways and the 

cloud platforms. The protocol ensures seamless 

integration of the hardware gateway to the cloud for 

exchange of messaging protocols. This 

publish/subscribe protocol is designed specifically for 

the IoT applications but serves similar to a TCP/IP 

Client-Server model where the gateway acts as the 

client while the MQTT broker acts as the server and 

then communicates to the IP network over HTTP with 

the help of MEAN (Mongo, Express & Angular DB) 

stacks. Figure 4 illustrated the Mosquitto Architecture 

that we have used to perform as the MQTT Server. 

 

The advantages of MQTT over standard IP are as 

follows: 

1. Unique publish/subscribe protocol is light weight 

2. Capable to handle unreliable or constrained 

networks 

3. Reduced resource requirement of devices i.e. low 

consumption of power and bandwidth 

4. Capable to run large WSN (Wireless Sensor 

Networks) of small devices that need to be monitored 

and/or controlled from back-end servers 

 

 
D. Google App Inventor 

The App Inventor is originally developed by Google 

for creating applications for the Android OS. It is 

similar tothe “Scratch” in term of the concept of a drag 

and drop and connecting blocks for making an 

application work. This application is targeted at people 

who are unfamiliar with computer programming. The 

applications developed from App Inventor can be 

tested on an emulator or a phone. If all goes well, we 

can package the app to the phone and use it. 

 

III. HARDWARE SETUP 

 

The hardware setup consists of the Raspberry PI, the 

NodeMCU (ESP 8266) connecting to light bulb via 

GPIO port. Figure 3illustrated the Node MCU 

ESP8266 board that we have used to control the light 

bulbs. 

 

IV. SOFTWARE SETUP 

 

The software coding has been divided into 3 parts 

1.  MQTT Broker (Mosquitto on Raspberry PI 3 Model 

B) 

2. Software control (Mobile application build from 

Google App Inventor) 

3.  Light controller (NodeMCU ESP8266) 

 

A. MQTT Broker (Mosquitto on Raspberry PI3) 

There are a number of MQTT brokers available for 

different machines. For this project, we have selected 

one of the most popular and stable brokers which is 

MQTT-Mosquitto “Mosquitto”. Install and run 

Mosquitto on Raspberry PI 3. 

 

B. Google App Inventor 

There are several tools available to create mobile 

application. For this project, we have selected the 

Google App Inventor to create the application on 

controlling side. We have also included the MQTT 

extension into the Google App Inventor aimed at 

communication with the controlling device in order to 

control and update the status of light bulbs. Figure 5 

illustrated the user interface of our mobile application 

to show the status of light bulbs. 
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C. Light controller (NodeMCU ESP8266) 

We can program NodeMCU (ESP8266) in numerous 

ways. Most of the times we used it with NodeMCU 

firmware inside it. NodeMCU hardware can also be 

programed by using Arduino IDE. We program 

NodeMCU to connect with a MQTT broker. We 

program its to connected to MQTT broker for 

subscribe the ON/OFF command and publish the light 

status. And connect the led bulb to NodeMCU.Figure 6 

illustrated The Blocks of The Mobile Application that 

has developed using the App Inventor. 

 
 

V. TESTIND AND RESULTS 

 

Now that the hardware and software have been set up 

and the code has been successfully uploaded onto the 

NodeMCU. And the program installed on mobile 

device we check the results. Firstly, the updating of 

events including connecting NodeMCU to Wi-Fi. Then 

open mobile application and input Hostname and mqtt 

port check the connecting status whether it is connected 

or not. After that we tested push the ON button from 

mobile program and see is led on Node MCU is ON or 

not. And it also worked, they can turn ON/OFF the 

LED bulb on node MCU from mobile device.Figure 7 

illustrated The Blocks of The Mobile Application that 

has developed using the App Inventor.Figure 8 

illustrated The Blocks of The Mobile Application that 

has developed using the App Inventor. 

 

 
 

VI. CONCLUSION 

 

This project has shown that we can set up our own IoT 

server anywhere as we want. Figure 9 illustrated the 

system architecture of the project. When you have your 

own server supporting your smart home devices, the 

system could give you availability, flexibility, and 

ability to control and modify any devices in your IoT 

home network. It does not have any limitation. You can 

make it scalable to the larger IOT network system as 

much as you need, and it is always free both no any 

charge for the internet connection or server service 
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fees. This could be further expanded to include suitable 

actions to implement IoT devices without any 

limitation, making it a completely automatic system or 

smart home. 
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