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Abstract - Security is the most important factor in storing and exchange of the digital data/information, hence encryption of 
data at the source and decryption of data at destination is of prime importance for digital data processing system and any data 
communication networks in this rapidly increasing world of internet today. Cryptography hold a major and prime role in 
providing security to digital data. As per the recommendations of the National Institute of Standards and Technology (NIST) 
[3], Advanced Encryption Standard (AES) is a standard based on secret key encryption. The AES is used to achieve se-cure 
data communication and which is based on design principle of SP-network. According to AES standard, inputs to AES 
encryption or decryption are 128 bits of plain-text and a key either of 128, 192 or 256 bits. When 128 bit plain-text block is 

processed by same function number of times using derived and different key for each round where each key is obtained 
processing original input key, 128 bits of encrypted output cipher block is obtained. The AES algorithm describes use of 
Exclusive-ORing operation, S-Box substitution, shifting of Rows, Mixing of columns and adding of round key for each 
iteration. All the text blocks such as Plain-text block, encrypted cipher-text block and in-process or intermediate state text 
block can be mapped or considered in 4 cross 4 matrix form. The proposed approach in this paper presents FPGA based 
implementation of 128 bits AES Cryptography (Encryption and Decryption) system using speed efficient parallel 
substitution  since it minimizes the execution time in the SubByte transform which boosts max frequency by double. The 
design & verification methodology to be employed is Verilog HDL in Xilinx/ Intel (Altera) tools and FPGA. 
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I. INTRODUCTION 

 

Encryption or Decryption process of converting 

plain-text or cipher-text information to be 

communicated into blocks of fixed length is known to 

be block cipher. In this process encryption or 

decryption is done on one completed block at a one 

time, so all the operations and transformations have 

to be done on a byte or a set of number of bytes. 
Rijndael algorithm was selected as the official 

Advanced Encryption Standard (AES) in 2001 [2] by 

National Institute for Standards and Technology 

(NIST). In almost all application AES is most likely 

going to replace the DES standard used previously. 

AES is considered to remain the reference for 

symmetric-key-ciphers designs for multiple years in 

future. Due to its simplistic structure and efficient 

implementation, security against timing, design and 

power attacks Rijndael AES algorithm has become 

most popular in most of the application. AES has 
very important advantage over other cryptographic 

algorithms that depending on performance, and cost 

requirements it can be ported into software code or 

hardware logic. 

 

II. INTRODUCTION TO AES ENCRYPTION 

AND DECRYPTION ALGORITHM 

 

The Advanced Encryption Standard (AES) algorithm 

is defined as symmetric block cipher which can have 

either 128, 192, 256 bit key widths. Depending on 

cryptographic keys widths of 128, 192 and 256-bits, 
they are named as AES-128, AES-192, AES-256 

respectively. All of three variants of AES operate on 

128 bit data input.  AES is a similar functionality 

multi-round based encryption decryption algorithm. 

Depending on the length of the key used for 

encryption or decryption, the number of processing 

rounds required for the AES algorithm is defined as 

10, 12 or 14 respectively in AES standard. The AES 

design proposed in this paper is based on substitution 

and permutation principle. AES cipher or algorithm is 

based on series of sequential linked math operations. 
It take 128 bits data input (plain-text for encryption 

and cipher-text for decryption) and master key either 

of 128, 192 or 256 bit width as input and perform 

multiple rounds of substitutions and permutations to 

produce 128 bit output data (cipher-text for 

encryption and plain-text for decryption). Round is 

combination of multiple transformation applied to the 

block of data in sequential and specified manner. 

 

The transformation used in AES are as given below: 

 

 SubByte 

 ShiftRow 

 MixColumn 

 AddRoundKey 

 

A. SubBytes Transformation 

The nonlinear byte substation done for each byte 

using a pre-calculated substation look up table called 

s-box for encryption and inverse s-box for decryption 
is Sub-Byte transformation.  The look up table values 

are obtained using multiplicative inverse in Galois 

Field (28) and are then combined with a permutation 
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affine over GF (28). 

 
Fig. 1.  SubBytes Transformation. 

B. ShiftRows Transformation 

The process or operation by which bytes in each row 

in the matrix are arranged in the sequence shown in 

figure Fig.2 below is ShiftRows Transformation. 

ShiftRows is a rearrangement operation of the bytes 

inside each row of the state with the sequence shown 

in the figure below. No shifting is done in the first 

row. A cyclic left shift by one byte is applied in 

second row.A cyclic left shift by two bytes is applied 

in third row. A cyclic left shift by three byte is 
applied in fourth row. When performing inverse 

ShiftRows Transformation rows are shifted similar to 

forward ShiftRows Transformation except the 

circular shifting will be done in in the right direction 

(right shifting). 

 

 
Fig. 2.  ShiftRows Transformation. 

 

C. MixColumn Transformation 

A process by which mixing of columns of the block 

matrix is done which ultimately results in 

combination of four bytes of each column is 

MixColumn Transformation, it involves concept of 

matrix multiplication. In MixColumntransfor-
mationShiftRow transform block state if multiplied 

by a pre-defined matrix block as given below: 

 
The matrix multiplications operation is performed 

one matrix row against each value of state column at 

a time. Matrix multiplication in this case can be 

defined as this: 

Multiplication by 1 - no change, 
Multiplication by 2 - shifting to the left, 

Multiplication by 3 – left shifting and then XORing 

with the initial un-shifted value. 

 

 
Fig. 3.  MixColumns Transformation. 

D. AddRoundKey Transformation 

The MixColumn transformation resultant block is 

bitwise XORed with a key scheduled for specific 

round generated using key scheduler is 
AddRoundKey Trans-formation. 

 

 
Fig. 4.  AddRoundKey Transformation. 

 

E. KeyExpansion 

Rijndael's key schedule is used to derive each round 

key from the Master cipher key provided as input 

key. A separate 128-bit key is required for each 
round. 

 

II. IMPLEMENTATION- SYNTHESIS AND 

SIMULATION 

 

The AES algorithm is implemented using Verilog 

hardware description language and the design ported 

on Altera Cyclone-V "5CGXFC9E7F35C8" FPGA. 

The FPGA Analysis/Synthesis and Fitter (Place & 

Route) is done using Quartus Prime Version 15.1.0. 

Finally the design or RTL code was simulated using 
ModelSim-Altera 10.4b to test the correctness of the 

system. 

 

A. Synthesis Results 

The synthesis result for Encryption and Decryption 

AES implementations are shown in Table I. Results 

show FPGA hardware resources consumed by the 

design logic. From the results it is clear that the 
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design is suitable and implementable for devices 

which have limited resources and are portable. The 
Results also show the throughput obtained using this 

design. 
TABLE I: Synthesis Results 

Item Name Encryption Decryption 

Total Logic 

Elements 
2669 2661 

Throughput 1513 Mbps 1163 Mbps 

Actual Fmax 130 MHz 100 MHz 
 

B. Timing Simulations 

The design was simulated using 100MHz clock, the 

simulation waveform are shown in Fig.5 (Encryption 

results) and Fig.6 (Decryption results). The 

simulation waveform shows the input, key and output 

result 

key   = 

128'h2b7e151628aed2a6abf7158809cf4f3c, 

data_in  = 

128'h3243f6a8885a308d313198a2e0370734, 
output  = 

128'h3925841d02dc09fbdc118597196a0b32. 

 

 
Fig. 5.  Encryption Simulation Results. 

 

Similarly when the encryption output data and key is 

feed as and data_in and key to AES Decryption logic 

original AES Encryption data_in is obtained as a 

decryption output result. 

 

 
Fig. 5.  Decryption Simulation Results. 

 

The encryption/decryption results are consistent with 

software encryption/decryption results and FIPS 

example results, showing the correctness of the 

system. 
 

CONCLUSION 
 

The AES algorithm has been implemented on Altera 

Cyclone-V "5CGXFC9E7F35C8" FPGA device 

using Verilog HDL language. The FPGA 

Analysis/Synthesis and Fitter (Place & Route) has 

been implemented using Quartus Prime Version 

15.1.0. In this project, the maximum frequency is 

increased by double (i.e. from 60 MHz to 130 

MHZ).Speed, frequency and throughput improvement 

have been seen for the AES encryption and 
decryption as compared to reference designs. 
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