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Abstract- Smart Grid Information System, imagined as a future possibility as an essential power infrastructure, is featured 
by real-time and two-way communications. However, how to securely retrieve and audit the communicated metering data 
for validation testing is still challenging for smart grid information system. In this paper, a novel privacy-preserving range 
query scheme over encrypted metering data, named RaQP is being proposed to address the privacy issues in financial 
auditing for smart grid information system. In this scheme, it actually allows a residential user to store the metering data on 
cloud servers in an encrypted form (Data Confidentiality). When financial auditing is needed, an authorized requester (Data 
Privacy) can only send the query tokens (Range Query Privacy) to a cloud server to retrieve the metering data. Security 
analysis demonstrates that in the proposed scheme, only an authorized requester can obtain the query results that is Data 
Privacy is preserved, while the Data Confidentiality and Range Query Privacy are also being preserved. 
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I.     INTRODUCTION 
 
Smart grid information system (SGIS) is a new 
concept and its contribution towards finding the 
solution for intelligent electricity generation, 
transmission, distribution and control is of immense 
importance. An efficiency and reliability of power 
delivery and usage can be greatly increased by the 
usage of two-way communications and distributed 
computing technology [1]. SGISs are being 
implemented in many utility companies citing current 
scenario for collection of real-time metering data at 
their control centres.  
 
This process is executed through a reliable 
communication network deployed in parallel to the 
power transmission and distribution grid [2], as 
shown in Fig.  1. Smart meter is an important 
component in the SGIS and they are deployed at 
residential user’s premises. It is a two-way 
communication device which records the power 
consumption in a periodic manner and reports their 
metering data to a local area gateway e.g., a wireless 
access point (AP).  
 
The local area gateway then collects and forwards 
metering data to a control centre. Metering data in the 
SGIS should be audited periodically, ensuring fair 
presentation of the billing and pricing statements. For 
auditing, analysis and accounting purpose, requesters 
such as market analysts are endowed with the task of 
querying the SGIS. The private and sensitive 
information in the metering data should be protected 
in financial audit for SGIS. In order to achieve it, the 
metering data must be prevented from disclosure that 
is data confidentiality and data privacy should be 
achieved. 

 
Fig.  1. The Conceptional Smart Grid Architecture 

 
The metering data in the SGIS are surging from 
10,780 terabytes (TB) in 2010 to over 75,200 TB in 
2015 [3]. This is far beyond the control centre’s data 
management capability. Outsourcing metering data to 
a cloud server is a promising solution to relieve the 
control centre from the burden of such a large amount 
of data storage and maintenance. In this case, 
residential users generally store their metering data 
on cloud servers and execute queries using the cloud 
server’s computational capabilities. However, cloud 
servers cannot be trusted upon always as the service 
is provided by third party. Sometimes these servers 
might share sensitive data intentionally with the other 
parties for commercial purposes. Therefore, data 
confidentiality is much more important in financial 
audit for SGIS. 
 
Data privacy is also very important in financial 
auditing. For instance, some of the utility usage 
patterns within short intervals may reveal the user’s 
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regular and daily activities. In particular, data from a 
single house may reveal the regular activities of the 
residents, e.g., when an individual resident is at 
home, when he/she is operating a computer. If an 
unauthorized requester can query these data then the 
data privacy is violated. Therefore, only authorized 
requester must be able to query the data. Hence, 
user’s data confidentiality and data privacy should be 
protected. 
 
From a requester’s point of view, the requester, who 
actually manages the range query for financial 
auditing, needs to periodically query the metering 
data by using date as ranges or smart meter’s unique 
id as ranges etc. Since the range queries are meant for 
a cloud server to obtain the metering data, the 
requesters prefer to keep their queries from being 
exposed to a cloud server. As a result, how to operate 
such range queries with guaranteed range query 
privacy is also significant for SGIS. 
 
In this paper, a Range Query Privacy (RaQP) 
preserving scheme over encrypted metering data for 
SGIS is being proposed. The RaQP addresses all the 
three security requirements with the latest available 
techniques. The main contributions of this paper are 
threefold. 

 Data Confidentiality security requirement is 
being achieved by means of a symmetric key 
cryptography algorithm. AES-256 
symmetric key cryptography algorithm is 
being used to achieve it. 

 Data Privacy security requirement is being 
achieved by means of a digital signature. 
RSA-1024 asymmetric key cryptography 
algorithm and SHA-512 cryptographic hash 
function of SHA-3 family are being used to 
achieve it. 

 Range Query Privacy security requirement is 
being achieved by means of a cryptographic 
hash function. SHA-224 cryptographic hash 
function of SHA-3 family is being used to 
achieve it. 

 
The remainder of this paper is organized as follows. 
In Section II, a brief description of the literature 
survey. In Section III, an introduction of the RaQP 
system model, security requirements and design goal. 
In Section IV, a detailed description of the RaQP 
scheme followed by security analysis in Section V. 
Finally, a conclusion and future scope in Section VI 
respectively. 
 
II.     LITERATURE SURVEY 
 
In and out, totally there are three security 
requirements that should be achieved in the proposed 
scheme RaQP and they are listed below: 

 Data Confidentiality. 
 Data Privacy. 

 Range Query Privacy. 
Henceforth, a literature survey is carried out 

to look after for the best available and suitable 
practices in order to achieve all the above three 
security requirements. 
 
Data Confidentiality can be achieved by means of 
Cryptography. All cryptography algorithms are 
divided into two broad categories and they are listed 
below: 

 Symmetric Key (also called Secret Key) 
cryptography algorithms. 

 Asymmetric Key (also called Public Key) 
cryptography algorithms. 

 
By surveying the above listed two broad categories of 
cryptography algorithms, symmetric key 
cryptography algorithms suits very well for the 
proposed scheme RaQP. Here encryption and 
decryption methodologies require the same secret key 
to encipher and decipher the metering data. Since it 
involves only one key for encryption and decryption 
process, it is very easy to handle compared to other, 
provided both sender and receiver must have the 
same key to encipher and decipher the metering data. 
 
After surveying the symmetric key cryptography 
algorithms, AES algorithm is the most advanced and 
secured algorithm in the current scenario. It suits very 
well for the proposed scheme RaQP for various 
reasons. Basically, it supports a symmetric block 
cipher with a block length of 128 bits and it even 
supports for key lengths of 128, 192, and 256 bits. It 
has been evaluated based on various criteria’s such as 
security, computational efficiency, memory 
requirements, hardware and software suitability, and 
flexibility. Hence, AES-256 symmetric key 
cryptography algorithm is the most suitable algorithm 
in order to achieve the data confidentiality security 
requirement. 
 
Data Privacy can be achieved by means of Digital 
Signature. It actually employs a cryptographic hash 
function and an asymmetric key cryptography 
algorithm. 
 
After surveying the cryptographic hash functions, 
SHA-3 cryptographic hash function family is the 
most advanced and secured cryptographic hash 
function in the current scenario. It has been made as 
FIPS standard very recently and it is not being 
cracked yet. SHA-3 family consists of SHA-224, 
SHA-256, SHA-384 and SHA-512 cryptographic 
hash functions. Hence, SHA-512 cryptographic hash 
function of SHA-3 family suits very well for digital 
signature in order to achieve the data privacy security 
requirement. After surveying asymmetric key 
cryptography algorithms, RSA algorithm is the most 
advanced and secured algorithm in the current 
scenario. It suits very well for a digital signature for 
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various reasons. It is very much popular for its 
simplicity and security it provides. Since it uses 
modular arithmetic and factorization concepts, even 
though an algorithm is cracked doesn’t mean that it is 
useless, it only means that larger key sizes must be 
used for an encryption and decryption process, so that 
it cannot be cracked further. Currently, a 1024-bit key 
size is considered strong enough for all applications. 
Hence, RSA-1024 asymmetric key cryptography 
algorithm suits very well for digital signature in order 
to achieve the data privacy security requirement [9], 
[10]. 
 
Range Query Privacy can be achieved by means of 
One-way hashing. As mentioned above, SHA-3 
cryptographic hash function family is the most 
advanced and secured cryptographic hash function in 
the current scenario. SHA-224 cryptographic hash 
function of SHA-3 family is more than enough for 
preserving range query privacy. Since, it produces an 
output of fixed length of 224 bits and it is being 
stored in a cloud server, SHA-224 cryptographic hash 
function of SHA-3 family is the most suitable 
cryptographic hash function in order to achieve the 
range query privacy security requirement. 
 
III. SYSTEM MODEL, SECURITY 
REQUIREMENTS AND DESIGN GOAL 
 
In this section, a brief exordium of the proposed 
system model and identifying the security 
requirements and design goal for the proposed 
scheme denominated RaQP are carried out here 
respectively. 
 
A.  System Model 
The main focus of the paper is on how to outsource 
the residential user’s metering data to cloud servers in 
an encrypted form and how to operate a range query 
over encrypted metering data with the help of the 
control centre (CC). Concretely, let us consider a 
typical system model, as shown in Fig. 2, which 
comprises of a CC, two cloud servers Cloud Server 1 
(CS1) and Cloud Server 2 (CS2), a requester (R) and 
some residential users U = {U1, U2, ....., Un} 
respectively. 
 
Basically, a residential user is the owner of the 
metering data. Every commencement of the month, 
the metering data is being triggered by the smart 
meter and it is encrypted by using the secret session 
key before outsourcing the metering data to cloud 
servers. There are two cloud servers: CS1 stores 
metering data cipher texts and CS2 stores secret 
session key’s cipher texts and indexes. Both cloud 
servers are semi-trusted, veracious but seems to be 
very curious. Let us assume that either the CS1 or CS2 
might be compromised and controlled by an 
adversary seeking to link the residential user’s cipher 
texts with their secret session key’s, but an adversary 

cannot control both the cloud servers. The control 
centre is a trusted proxy (it operates on behalf of the 
utility companies), which can help residential users to 
deposit their metering data in an encrypted form to 
the cloud servers and generate query tokens for the 
requesters to retrieve the encrypted metering data 
from the cloud servers. The requester can query the 
encrypted metering data on the cloud servers by 
depositing his entitling query tokens to the CS2. 
 
The control centre comprises of two main 
components: a ciphertext forwarder and a query 
translator which always operates within the secure 
environment. The ciphertext forwarder on the control 
centre needs to integrate a unique index to the 
metering data ciphertext and the secret session key’s 
ciphertext. To preserve the range query privacy, the 
requester’s range query needs to be translated into 
query tokens by the query translator on the control 
centre, so that the CS2 can evaluate this query without 
disclosing its authentic value. 
 
B.  Security Requirements and Design Goal 
In the system model of RaQP, the control centre is 
trustable and residential users U = {U1, U2, ..., Un} 
are veracious as well. However, there subsists an 
adversary X in the system intending to eavesdrop and 
invade the database on cloud servers to  
 

 
Fig.  2. System model of RaQP 

 
purloin an individual residential user’s reports. In 
addition to that, X can also launch some of the active 
attacks to threaten the data privacy and range query 
privacy. Therefore, in order to obviate X from 
learning the residential user’s metering data and to 
detect its malicious actions, the following security 
requirements should be gratified in a range query 
application for SGIS. 
 

 Data Confidentiality: A residential user can 
utilize symmetric or asymmetric key 
cryptography algorithms to encrypt the 
metering data before outsourcing, and 
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prosperously avert the unauthorized entities, 
including eavesdroppers and cloud servers, 
from prying into the outsourced metering 
data. 

 Data Privacy: An individual residential 
user’s metering data should not be accessed 
by unauthorized requesters. It signifies that, 
only requesters with authorized query tokens 
can access the CS2, and they can obtain the 
correct secret session keys when their query 
tokens are matched with the index values of 
the corresponding tuples in the database. 
Thus, only an authorized requester can 
decrypt the encrypted metering data. 

 Range Query Privacy: As requesters usually 
prefer to keep their range queries from being 

exposed to others, thus, the most immensely 
colossal concern is to hide their range 
queries into query tokens to protect the range 
query privacy. Otherwise, if the range query 
includes some sensitive information, such as 
“7 < priority < 17”, then the CS2 could know 
the requester is querying some important 
residential user’s metering data. Then, the 
requester or the range query results could be 
traced or analyzed by the curious cloud 
server CS2. 

 
To enable an effective range query over encrypted 
metering data under an aforementioned model, then 
the design goal must develop a range query privacy 
preserving 

 

 
Fig.  3. Data Query Procedures

scheme over encrypted metering data for SGIS. To 
achieve it, all the three security requirements should 
be guaranteed in the proposed scheme. As mentioned 
above, if the SGIS does not consider the security 
requirements, then the residential user’s privacy 
could be disclosed, and the real-time power metering 
data reports could also be breached. Therefore, the 
proposed scheme should achieve the data 
confidentiality and data privacy, along with the range 
query privacy security requirement. 
 
IV.     THE PROPOSED RAQP SCHEME 
 
In this section, the details of the proposed scheme 
named RaQP are presented. There are two major 
phases in the proposed scheme: encrypted metering 
data deposit phase (EMDD) and range query phase 
(RQ). The data query procedures of these two phases 

are depicted in Fig.  3. The proposed scheme is 
completely explained based on the real world 
example that is, generating an electricity bill for 
every commencement of the month. Firstly, let us 
discuss about setting up the control centre from the 
scratch. 
 
A.  Initial Setup of a Control Centre  
SGIS is a single authority system, where trusted 
authority (TA) can bootstrap the whole system. TA 
actually generates a public/private key pair for a 
control centre and stores it in a control centre server’s 
database as control centre’s seed data 
(CC_SEEDDATA). TA also takes care of the 
registration process of employee admin (EA) and user 
admin (UA).  
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EA under TA looks after the registration process of 
all types of employees working for a control centre. 
Specifically, in the proposed scheme the main focus 
is on a requester employee (REQ_EMP). REQ_EMP 
is one type of employee who is working for a control 
centre and is actually interested in the allocated 
residential user’s metering data for generating an 
electricity bill for every commencement of the month. 
EA generates a public/private key pair for each 
REQ_EMP and stores it in a control centre server’s 
database corresponding to the REQ_EMP’s id 
(REQ_ID). EA even allocates an area (geographic 
region) for a REQ_EMP. 
 
UA under TA looks after the registration process of 
the residential users and allocates a unique id for 
every smart meter (SMART_ID) to be deployed at 
every residential user’s premises. Along with this, the 
public key of the belonging REQ_EMP, public key of 
a control centre and SMART_ID are stored in a smart 
meter’s database as smart meter’s seed data 
(SM_SEEDDATA). 
 
B.  The Encrypted Metering Data Deposit Phase 
(EMDD) 
The EMDD takes place for every commencement of 
the month in order to provide an electricity bill for the 
corresponding residential users based upon the usage 
of the units of that particular month. 
 
In the beginning of the month, smart meter actually 
trigger’s the metering data and stores it in its 
database. Soon after that, a secret session key (KEY-
256) of 256-bits is being generated automatically and 
the metering data is encrypted by means of AES-256 
symmetric key cryptography algorithm by using a 
KEY-256. Then the public key of the REQ_EMP is 
retrieved from the SM_SEEDDATA to encrypt a 
KEY-256 by means of RSA-1024 asymmetric key 
cryptography algorithm. SMART_ID, reading date 
(smart meter’s system date as SM_DATE), encrypted 
metering data (ENCRYP_MD) and encrypted secret 
session key (ENCRYP_KEY-256) are all 
concatenated together as a metering session (MS). 
Now, the public key of the control centre is retrieved 
from the SM_SEEDDATA to encrypt a MS by means 
of RSA-1024 asymmetric key cryptography 
algorithm. After encryption, an encrypted metering 
session (ENCRYP_MS) is forwarded to a control 
centre server. 
 
After the reception of an ENCRYP_MS in a control 
centre server, first and foremost is to decrypt 
ENCRYP_MS by means of RSA-1024 asymmetric 
key cryptography algorithm by using the private key 
of the control centre which is retrieved from the 
CC_SEEDDATA. Then an obtained SMART_ID and 
SM_DATE are concatenated together and subjected 
to a SHA-224 cryptographic hash function of SHA-3 
family to be used as an index for CS1 and it is called 

as message digest one (MD_ONE). On the other side, 
only SMART_ID is subjected to a SHA-224 
cryptographic hash function of SHA-3 family to be 
used as an index for CS2 and it is called as message 
digest two (MD_TWO). MD_ONE and 
ENCRYP_MD are forwarded to CS1. MD_ONE and 
ENCRYP_KEY-256 both are concatenated together 
and encrypted by means of RSA-1024 asymmetric 
key cryptography algorithm by using the public key 
of the control centre which is retrieved from the 
CC_SEEDDATA and it is called as new encrypted 
secret session key (NEW_ENCRYP_KEY-256). 
After encryption, MD_TWO and 
NEW_ENCRYP_KEY-256 are forwarded to CS2.  
 
After the reception of MD_ONE and ENCRYP_MD 
in CS1, an ENCRYP_MD is stored in a database of 
CS1 to the corresponding value of MD_ONE. Here 
MD_ONE is made as an index value for fast retrieval 
of ENCRYP_MD from CS1. 
 
After the reception of MD_TWO and 
NEW_ENCRYP_KEY-256 in CS2, a 
NEW_ENCRYP_KEY-256 is stored in a database of 
CS2 to the corresponding value of CS2’s system date 
(CS2_DATE) and MD_TWO. Here CS2_DATE and 
MD_TWO both are made as an index values for fast 
retrieval of NEW_ENCRYP_KEY-256 from CS2.  
C.  The Range Query Phase (RQ) 
 
To send an electricity bill every month, REQ_EMP 
need to query the cloud servers during the 
commencement of the month in order to get the 
metering data of allocated residential users. To do so, 
basically the REQ_EMP need to login by sending the 
login details to a local server (LS). After receiving the 
login details, LS forwards the login details to a 
control centre server. The login details are cross 
verified in a control centre server, if successful then it 
fetches the private keys of the corresponding 
REQ_EMP and a control centre along with allocated 
residential users details, otherwise drops the request. 
The fetched private keys of the corresponding 
REQ_EMP and a control centre are stored in LS’s 
database and forward the details of allocated 
residential users to REQ_EMP client system. 
 
After successful login, REQ_EMP sends REQ_ID 
and SMART_IDs from obtained residential users 
details to LS. In LS, an original range query (ORQ) 
based on SMART_ID is constructed by using the 
obtained SMART_IDs. Then, an ORQ is subjected to 
SHA-512 cryptographic hash function of SHA-3 
family followed by an encryption by means of RSA-
1024 asymmetric key cryptography algorithm by 
using the private key of the corresponding 
REQ_EMP, and it is named as encrypted hashed 
range query (EHRQ). REQ_ID, ORQ and EHRQ are 
concatenated together, and it is called as digital 
signature (DS). DS is forwarded to a control centre 
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server. After the reception of DS, REQ_ID, ORQ and 
EHRQ are separated from each other. ORQ is again 
subjected to SHA-512 cryptographic hash function of 
SHA-3 family and EHRQ is decrypted by means of 
RSA-1024 asymmetric key cryptography algorithm 
by using the public key of the corresponding 
REQ_EMP. Then both are compared, if matched then 
the further procedure is continued for the REQ_EMP, 
otherwise drops the request. 
 
If matched, then in LS an ORQ is converted to query 
tokens (QT) that is, all SMART_IDs involved in an 
ORQ are subjected separately to SHA-224 
cryptographic hash function of SHA-3 family, and 
they are nothing but MD_TWOs. QT and LS’s 
system date (only month and year field) are 
forwarded to CS2. All satisfying 
NEW_ENCRYP_KEY-256 values in CS2 are 
forwarded to LS back. After the reception of all 
NEW_ENCRYP_KEY-256 values in LS, each 
NEW_ENCRYP_KEY-256 value is decrypted by 
using the private key of the control centre by means 
of RSA-1024 asymmetric key cryptography 
algorithm. Then, concatenated MD_ONE and 
ENCRYP_KEY-256 value is obtained, followed by 
separating them from one another. MD_ONE is 
forwarded to CS1. Satisfying ENCRYP_MD value in 
CS1 is forwarded back to LS. Simultaneously, 
ENCRYP_KEY-256 is being decrypted by means of 
RSA-1024 asymmetric key cryptography algorithm 
by using the private key of the corresponding 
REQ_EMP to get back the KEY-256. By using this 
KEY-256, ENCRYP_MD is decrypted by means of 
AES-256 symmetric key cryptography algorithm to 
get back the metering data of the corresponding 
residential user.  
 
In this way, all NEW_ENCRYP_KEY-256 values are 
decrypted, to get back the metering data of the 
corresponding residential users. After obtaining the 
metering data of all requested residential users in LS, 
the metering data of all requested residential users are 
forwarded to REQ_EMP client system. Then the 
REQ_EMP can generate and send an electricity bill 
based upon the usage of the units of that particular 
month to the corresponding residential users. 
 
V.     SECURITY ANALYSIS 
 
In this section, the security properties of the proposed 
scheme named RaQP are analyzed according to the 
security requirements as discussed in section III.B. 

 An individual residential user’s data 
confidentiality security requirement can be 
achieved. In the RaQP scheme, the 
residential user’s metering data is encrypted 
by means of AES-256 symmetric key 
cryptography algorithm by using KEY-256. 
KEY-256 is encrypted by using the public 
key of the corresponding REQ_EMP by 

means of RSA-1024 asymmetric key 
cryptography algorithm. Hence attackers, 
eavesdroppers or CS2, cannot obtain 
anything from an ENCRYP_MD which is 
stored in CS1, because they lack of KEY-
256. It is not even possible for attackers, 
eavesdroppers or CS2 to learn KEY-256 in 
spite of storing it in CS2, because it is 
protected by two levels of encryption. 
Accordingly, an individual residential user’s 
data confidentiality security requirement is 
achieved in the proposed RaQP scheme.  

 An individual residential user’s data privacy 
security requirement can be preserved. In the 
RaQP scheme, the DS is used to check for 
authenticity of the REQ_EMP. The request 
made is processed further only if it is 
successful, otherwise drops the request. If an 
unauthorized requester is successful in 
obtaining NEW_ENCRYP_KEY-256 from 
CS2, it is of no use because 
NEW_ENCRYP_KEY-256 is encrypted by 
means of RSA-1024 asymmetric key 
cryptography algorithm by using the public 
key of the control centre. Even if any 
employee of the control centre, tries to 
decrypt NEW_ENCRYP_KEY-256 by using 
the private key of the control centre by 
means of RSA-1024 asymmetric key 
cryptography algorithm is also of no use, 
because an obtained ENCRYP_KEY-256 is 
also encrypted by using the public key of the 
corresponding REQ_EMP by means of 
RSA-1024 asymmetric key cryptography 
algorithm. Hence, only an authorized and 
corresponding REQ_EMP is able to see the 
metering data of an allocated residential 
user. Accordingly, an individual residential 
user’s data privacy security requirement is 
preserved in the proposed RaQP scheme. 

 The requester’s range query privacy can be 
preserved. In the RaQP scheme, an ORQ is 
converted to QT that is, all SMART_IDs 
involved in an ORQ are subjected separately 
to SHA-224 cryptographic hash function of 
SHA-3 family. QT are alphanumeric, 
unreadable and one-way hashing in nature 
that is reverse hashing is not possible at all. 
Hence attackers, eavesdroppers or CS2 are 
unable to learn an ORQ. Accordingly, the 
requester’s range query privacy is preserved 
in the proposed RaQP scheme. 

 
From the above security analysis, it clearly indicates 
that the proposed RaQP scheme achieves all the three 
security requirements, that is data confidentiality, 
data privacy and range query privacy. 
 
VI. CONCLUSION AND FUTURE SCOPE 
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In this paper, a novel privacy-preserving range query 
scheme over encrypted metering data, named RaQP is 
proposed to address the privacy issues in financial 
auditing for SGIS. RaQP scheme actually allows a 
residential user to store the metering data on cloud 
servers in an encrypted form. When financial auditing 
is needed, an authorized requester is only capable of 
sending the query tokens to a cloud server to retrieve 
the metering data. Security analysis demonstrates that 
in the proposed scheme, only an authorized and 
corresponding requester can see the query results that 
is metering data of an allocated residential user 
resulting in preserving the data privacy, while the 
data confidentiality is preserved by means of an 
encryption and range query privacy is preserved by 
means of one-way hashing. Achieving all the above 
three security requirements by considering 
performance parameters such as, computation 
overhead, communication overhead and response 
time can be the future scope of this paper. 
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