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Abstract— Steganographic Technology is one of the prime information hiding techniques used to enhance the security and 
retain the privacy of communication in a public channel. Steganography is given paramount importance unlike its other 
counterparts as it facades the very existence of the information, leaving the hacker scrounges for it.  In this paper, we 
propose a novel Steganographic method for hiding information within the spatial domain of the gray and color image. The 
proposed approach works by dividing the cover image into blocks of equal sizes and then embeds the secret message by 
targeting the edges of the image, depending on the differences between the neighboring pixels of the target pixel. The 
purpose of this work is to generalize the PVD method with two-pixel differencing in relation to their Mean Square Error 
(MSE) and Peak Signal to Noise Ratio (PSNR). In the PVD method the secret data is inserted into every pixel of the image 
and the number of insertion bits is determined using the difference value between two adjacent pixels of the target pixel by 
adopting zig-zag scan instead of raster scan. 
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I. INTRODUCTION 
 
Information hiding techniques have recently become 
important in a number of application areas. It is an 
emerging research area which encompasses 
applications such as copyright protection for Digital 
Media, Watermarking, Fingerprinting and 
Steganography. In digital watermarking it provides a 
mechanism to mark all copies of a data object with 
the owner’s mark to insert ownership and copyright 
properties. In fingerprinting, a unique mark is 
embedded for each customer who purchases the data 
object.  
Steganography is the science that involves 
communicating secret data in an appropriate 
multimedia carrier, e.g., image, audio, and video files. 
Image Steganography is the art of hiding information 
into image, so as to conceal the information and 
prevent the detection of the hidden message. Here the 
cover object is the image which may be colour or 
gray scale or binary and the information is embedded 
in to it, as a result a Stego image is obtained from the 
cover image by accommodating the secret message 
into a digital image using some embedding algorithm 
that slightly modifies the cover image. In this paper, 
the PVD methodology enhances the LSB technique 
by increasing the embedding capacity and improves 
the stego image quality by adapting Zig-Zag 
traversing scheme. The paper deals with the 
following sections: Section 2: Review on literature  
Section 3: Pixel Value Differencing  Section 4: 
Experimental results Section  5: Conclusion. 
 
II. REVIEW ON LITERATURE 
 

The most well-known Steganographic technique in 
the data hiding field is least-significant-bits (LSBs) 
substitution. This method embeds the fixed-length 
secret bits in the same fixed-length LSBs of pixels. 
Although this technique is simple, it generally causes 
noticeable distortion when the number of embedded 
bits for each pixel exceeds three. Several adaptive 
methods for steganography have been proposed to 
reduce the distortion caused by LSBs substitution. 
For example, adaptive methods vary the number of 
embedded bits in each pixel and they possess better 
image quality than other methods using only simple 
LSBs substitution. However, this is achieved at the 
cost of a reduction in the embedding capacity. 

III. PIXEL VALUE DIFFERENCING                    
 
In PVD method the secret data is inserted into every 
pixel of the image and decides the number of 
insertion bits using the difference value between two 
pixels adjacent to the target pixel indicated in the 
table below:   

 
Px-1,y, Px,y-1 are the gray values of the pixels 
surrounding the target pixel Px,y. Therefore, the 
number of insertion bits in each pixel is dependent on 
whether the target pixel is included in edge area or in 
smooth area. Since human perception is less sensitive 
to subtle changes in edge areas and more sensitive to 
changes in the smooth areas, this PVD method uses a 
modular operation to embed more data in edge areas. 
3.1 Embedding Procedure: 
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For eg: Let the Binary representation of the Secret 
Message is 1110 and consider an image with pixel 
values as follows:  

 
 
For d<3: 
[Step1]: Calculate difference value d between the 
upper pixel (up) and the left pixel (lp) in a given 
target pixel (tp) by: d= |g1 - g2| => |101 -100| = 1 
[Step2]: Calculate IB that is the number of the 
insertion bits in a target pixel P from dp    
n =  
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Here dp= 1, therefore n= 1 
[Step3]:  Calculate a temporary value t from,  
t = b – (g mod 2). Where, b is the decimal 
representation of secret messages as the n bits. Here b 
= 1, for IB=1,  
Therefore, t = 1 – (98 mod 2) => t = 1 
[Step4]: To make the quality of the image higher, 
select the nearest value to the target pixel’s value of 
the cover image by 
t1=    
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For IB=1, the interval cases will be -1/2 to 1/2, -1 to -
1/2, 1/2 to 2, Therefore t = 1 lies in 3rd interval 
t1=t-2IB, Therefore t1= 1 – 2 =>    t1 = -1. 
[Step5]: g* = g + t1 g*= 98 – 1 => 97 

 
For d>3:    
[Step1]:  dp= |110 - 97| ==> 13 
[Step2]: IB = floor (log2 13) =>IB = 3 
[Step3]: b = 6 (i.e. message bits 110) 
   t = 6 – (98 mod 2^3) - > t = 4 
[Step4]: for IB = 3 the interval cases will be -7/2 to 
7/2, -7 to -7/2, 7/2 to 8 
Here t = 4 fall in 1st case, Therefore, t1 = 4 
[Step5]: g* = 98 - 4, New pixel values = 94 
 
3.2 Extracting Procedure: Consider an image with 
new pixel values as follows 

 
For dp <3: 
[Step 1]:  dp= |g1 - g2| 
dp=|101 – 100| => 1 
[Step 2]:  IB = floor (log2 dp) 
Here dp=1, therefore   IB=1 

[Step 3]: b = mo (97, 2), b = 1  
Therefore message bit = 1. 
For dp>3:       
[Step 1]: dp= |g1 - g2|  
dp= |110 - 97| = 13 
[Step2]: IB = floor (log2 13) => IB = 3 
[Step3]: b = mod (94, (2^3) => b = 6 

 
Message bits = 110, 
Total message bits = 1110 
Thus the data is extracted. 
 
3.3 Advantages:  
1. This method has high embedding capacity, since 
the edge area adapts more number of bits than the 
smooth area. 
2. It retains the quality of the image. 
3. It has less vulnerability. 
 
IV. EXPERIMENTAL RESULTS 
 
In this present implementation Lena and the Baboon 
images has been taken as cover image and the results 
are presented in figure.2 and figure.3. The estimating 
parameters of the image have been performed using 
matlab code and also proved that the embedding 
capacity is based on the intensity variation among 
neighbouring pixels. The result is tabulated in Table I 
and Table II and the chart representation for character 
embedded Vs PSNR for Lena image and Baboon 
Image has been shown in figure 4 and 5 and the input 
data in figure 1 and extracted data from the stego 
image in figure 6.   

Fig 1. Input Data in notepad file 

 
Fig 2. Lena 256x256 Image 
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Fig 3. Baboon 256x256 Image 

 
TABLE I 

LENA 256X256 PSNR RESULTS 

 
 

TABLE II 
BABOON 256X256 PSNR RESULTS 
            

Number of 
character 

Embedded 

Peak Signal To Noise 
(PSNR) 

 

1st Plane 2nd Plane 3rd 
Plane 

11088 49.9908   

33264 45.8326   

55440 43.414   

77616 42.1797   

99792 41.4428   

121968 40.8575   

1,44,144 40.5022   

1,66,320 40.0952   

1,88,496 39.6346   

2,10,672 38.9887   

2,43,936 38.7114 52.6299  

2,66,112  47.036  

2,88,288  44.3402  

3,10,464  42.5698  

3,22,640  41.6397  

3,54,816  40.9767  

3,76,992  40.5192  

3,99,168  40.1838  

4,32,432  39.5136  

4,54,608  39.0628  

4,76,784  38.7946  

4,98,960  38.5836 50.1538 

5,21,136   45.669 

5,43,312   43.3074 

5,65,488   42.0619 

5,98,752   40.9986 

6,11,840   40.6436 

6,32,016   40.3284 

6,54,192   39.9385 

6,76,368   39.4645 

6,98,544   39.0126 

7,20,720   38.6448 

 

 
Fig 4. Number of Character Embedded Vs PSNR  for Lena 

Image 

 
Fig 5. Number of Character Embedded Vs PSNR for Baboon 

Image 

 
Fig 6. Output data extracted from notepad file using matlab 
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CONCLUSION 
 
In this Paper a Pixel Value Differencing based Matlab 
have been implemented for embedding the 
information inside the image. In PVD method the 
secret data is inserted into every pixel of the image 
and decides the number of insertion bits using the 
difference value between the two pixels, adjacent to 
the target pixel. Therefore, the number of insertion 
bits in each pixel is dependent on whether the target 
pixel is included in edge area or in smooth area. Since 
more data are embedded into edge areas than into 
smooth areas, it will be harder for an attacker to find 
out that, how many secret data are hidden inside the 
each pixel of the image. This way, the secret data is 
more likely to travel from the sender to the receiver 
with safe and sound. 
 
Pixel-value differencing has a good imperceptibility 
and considerable embedding capacity. Also when 
compared to the LSB method PVD has less 
vulnerability, since the number of pixels embedding 
are varying in all the pixels, where the LSB position 
of each pixel of  the cover image is replaced by one 
bit of secret data. 
 
REFERENCES 

 
[1] Abbas Cheddad, Joan Condell, Kevin Curran, Paul Mc 

Kevitt, Digital image steganography: Survey and analysis of 
current methods Signal Processing 90 (2010) 727–752. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

[2] F.A.P. Petitcolas, R.J. Anderson, M.G. Kuhn, Information 
hiding—a survey, Proc. IEEE 87 (7) (1999) 1062–1078. 

[3] S. Katzenbeisser, F.A.P. Petitcolas, Information Hiding 
Techniques for Steganography and Digital Watermarking, 
Artech House, Norwood, MA, 2000 

[4] W. Bender, D. Gruhl, N. Morimoto, A. Lu, “Techniques for 
data hiding” IBM Syst. J. 35 (3&4) (1996) 313–336 

[5] W. Bender, F.J. Paiz, W. Butera, S. Pogreb, D. Gruhl, R. 
Hwang, “Applications for data hiding”, IBM Systems J. 39 
(3–4) (2000) 547–568. 

[6] C.K. Chan, L.M. Chen, Hiding data in images by simple 
LSB substitution, Pattern Recognition 37 (3) (2004) 469–
474 

[7] R.Z. Wang, C.F. Lin, J.C. Lin, Image hiding by optimal 
LSB substitution and genetic algorithm, Pattern Recognition 
34 (2000) 671–683. 

[8] C.C. Thien, J.C. Lin, A simple and high-hiding capacity 
method for hiding digit-by-digit data in images based on 
modulus function, Pattern Recognition 36 (11) (2003) 2875–
2881. 

[9] Young-Ran Park, Hyun-Ho Kang, Sang-Uk Shin, and Ki-
Ryong Kwon, An Image Steganography Using Pixel 
Characteristics Y. Hao et al. (Eds.): CIS 2005, Part II, 
Springer-Verlag Berlin Heidelberg LNAI 3802, (2005) 581– 
588. 

[10] M.Padmaa, Dr.Y.Venkataramani.” ZIG-ZAG PVD - A 
Nontraditional Approach”. International Journal of 
Computer Applications 5(7)(2010) 5–10. 

[11] Chang, C.C., Tseng, H.W., 2004. A steganographic method 
for digital images using side match. Pattern Recognition 
Letter 25 (September), 1431–1437 

[12] Wu, D.C., Tsai, W.H., 2003. A steganographic method for 
images by pixel-value differencing. Pattern Recognition 
Letters 24 (June), 1613–1626. 

[13] Chin-Chen Chang, Chia-Chen Lin, Chun-Sen Tseng , Wei-
Liang Tai, “Reversible hiding in DCT-based compressed 
images”, Information Sciences 177 (2007) 2768–2786 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 


