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Abstract - Electricity networks operators must operate their network with a high degree of efficiency and liability. This 
paper provides a background on reliability concept in power systems from both customer and utility perspectives. It presents 
some common power system reliability evaluation metrics and a number of analytical and simulation methods used for 
reliability assessment. This work discusses the models and methods used for reliability evaluation of distributed energy 
resources (DER) through an example of wind turbines. It provides an introduction to DERs and describes the models 
developed based on each analysis technique for wind generation reliability assessment. It provides the models and 
approaches toward reliability evaluation of smart power distribution systems (SDS). SDS and three simulation models 
developed for reliability analysis are discussed. Next, the required studies and sensitivity analysis are explained considering 
different aspects of a smart grid, such as demand management, renewable generation and storage, customer interactions, etc. 
An improved FMEA method was proposed for reliability evaluation of renewable generation, such as wind turbines. A 
Markovian model was proposed to evaluate the reliability of wind farms where each state of the model represented the 
number of similar wind turbines working at a time in order to reduce the computational burden compared with a two-state 
Markov model. A number of simulation approaches for reliability evaluation were proposed which could address different 
aspects of future power distribution systems. 
 
Keywords - Distributed Energy Resources (DER), Smart Power Distribution Systems (SDS), Failure Mode, Effect, and 
Criticality Analysis (FMECA), Monte Carlo Simulation (MCS). 
 
INTRODUCTION 
 
As a critical infrastructure, the power grid system 
needs continuous adoption of technological 
advancements for higher efficiency in terms of 
operation, reliability, and cost. However, due to the 
sheer size of the power system, the transition towards 
adopting new innovations and state of the art 
technologies has been slow. The operation of power 
systems with the conventional infrastructure would 
result in higher complexity, less efficiency, and 
difficulty to sustain the future system demand. A 
North American Electric Reliability Corporation 
(NERC) study showed that forecasted demand for 
electricity might exceed projected available capacity 
in the U.S. without a major action [1]. As the 
electricity demand keeps growing and the system is 
more pushed toward its boundary operation, system 
reliability has also become a critical concern. In fact, 
a conventional power system is centralized in terms 
of control and transmission of electricity, in a sense 
that, the energy produced by the generators in power 
plants flows over the grid from transmission and 
distribution system down to the consumers. 
Therefore, a failure or an incident in any of these 
segments, as well as operation, and control of a 
conventional power system, could impact a large 
number of end users and assets, and cost a large 
amount of money. On the other hand, distributed 
generation, management, and control may contribute 
to mitigate these effects by allowing higher 
redundancy and faster control over the energy 
generated and consumed in the network. The concept 

of the smart grid, as an advanced power system, is 
generally accepted to indicate the integration of 
communication, computing, control, and information 
technologies to enhance the reliability, flexibility, 
efficiency, and sustainability of the electricity grid 
[4]. Restrictions of energy resources, aging 
infrastructure, environmental concerns, and 
increasing expectations of customers are some of the 
drivers of the transition toward a smarter electrical 
grid [5]. The advent of the smart grid will influence 
planning, operation, and maintenance of the power 
system, which is expected to become more adaptive, 
predictive, and distributed. Achieving this will 
require new infrastructure enabling the participation 
of active customers, accommodation of distributed 
generation and storage options, and incorporation of 
new products and intelligent control strategies [6]. 
The concept of intelligence in today’s power systems 
is centered on the idea of pushing sensory and 
analytic capabilities further down the system 
hierarchy. In a smart grid, more can be done locally at 
the substation or even device level, allowing 
operators and computing resources in the control 
center to be more effectively utilized. In contrast to a 
conventional power system, electrical power may 
flow in different directions among assorted sectors of 
a smart grid. Renewable power generation, from a 
small rooftop photovoltaic system supplying a single 
residential property up to megawatt wind farms 
connected to the medium voltage system, can be 
integrated into this power grid. Incorporation of 
bidirectional communication and power flow in a 
smart grid provides an opportunity for both the 
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electricity providers and customers to efficiently use 
their assets and cut down on their costs through 
demand side management [7], real-time pricing [8], 
power sell-back opportunities [9], etc. Indeed, 
electricity customers of the smart power distribution 
systems may no longer be perceived as passive loads. 
Installation of distributed energy resource-based 
generation, storage devices, and smart appliances will 
enable customers to function as integrated entities 
who provide support to the grid by contributing to 
peak-load shaving, ancillary services, reliability 
improvement, and investment postponement [10]. 
 
Reliability of Renewable Generation 
The advent of intelligent electrical networks to allow 
efficient use of energy resources, reduce carbon 
emissions and increase sustainability is a key feature 
of the smart grid and promise of a greener future [11]. 
Due to the limited resources of the fossil fuels, the 
renewable resources, such as wind and solar energy, 
have been the subject of research and experiment 
from a long time ago [12]. Although the current grid 
still relies heavily on traditional fossil fuels for power 
generation, the environmental concerns and their 
associated cost penalties [13], as well as 
technological advances and device cost reduction in 
the past decade, have enabled a great potential for the 
substantial growth in utilizing renewable energy 
resources [14]. One of the main issues regarding 
integration of large capacity of renewable 
generations, such as wind generation and 
photovoltaic system, is their impact on reliability and 
availability of the power system [15], [16]. In 
general, Reliability is defined as the probability that a 
component or system will perform a required 
function, for a given period of time, when used under 
stated operating conditions. In power industry, there 
are various indices used to measure the reliability of 
systems. As an important index of reliability, 
Availability is the probability that a system or 
component is performing its required function at a 
given point in time when operated and maintained in 
a prescribed manner [17]. As the percentage of 
renewable generation capacity is rising, new 
reliability challenges are introduced in the smart grid. 
In evaluating the reliability of wind generation, for 
example, the first concern is about wind turbines 
themselves which consist of many moving and 
rotating subassemblies installed at a high elevation. 
These equipment include blades, rotor, gears and 
generator which bear more tension and wear during 
operation compared with conventional generation 
[15]. In addition, wind turbines may be exposed to 
the changes in weather as well as extreme weather 
conditions. Variability of wind speed and direction 
not only increases the chance of failure due to 
additional imposing stress on wind turbines’ parts but 
also affects the availability of their output power 
generation [18]. These effects necessitate 
probabilistic modeling of wind turbines’ operation to 

include both the turbines and wind speed states. 
Major factors contributing to the total failure of the 
turbines have been studied through individual wind 
turbine reliability modeling [19]. 
As another example, the reliability of a PV system is 
also affected by a variety of factors, such as failure of 
the components, system configuration, the ambient 
conditions, etc. [20]. Some of these factors may not 
be the cause for a total failure, but still have a 
derating impact on the output of a PV system [21]. In 
fact, any parameter that impacts the output power of a 
PV system causes a de-rating in its nominal 
generation, and can potentially degrade its capability 
to supply the load, and that leads to a reliability issue. 
The main parts of a PV system subject to failure are 
PV modules, inverter, and energy storage system; 
where, the inverters are the most vulnerable 
equipment [22]. Moreover, the ambient parameters as 
the de-rating factors of PV generation impact its 
reliability. In fact, the solar irradiance that reaches the 
horizontal Earth surface is intermittent, and therefore, 
the output power of a PV is unpredictable. Other 
ambient factors with derating effect on PV systems 
are temperature, dust and snow accumulation, 
shading and cloud cover, etc. The first part of this 
dissertation discusses the reliability of renewable 
generation systems, and specifically wind generation 
as the example. In addition, different analytical and 
simulation approaches are used to develop the models 
necessary for renewable generation reliability 
evaluation. 
 
Reliability of the Future Power System 
The reliability of an electric grid may be improved as 
a result of smart grid technologies, such as situational 
awareness, automated and fast control, and 
bidirectional communication. On the other hand, an 
efficient use of assets may push a power system to 
operating close to the edge, where it will be exposed 
to higher volatility and its reliability may adversely 
be affected. Electricity outages are caused by failures 
in generation, transmission, or distribution systems. 
However, outages in the electrical distribution system 
are responsible for most of the hours that electricity is 
unavailable to customers. So, it is critical to model 
and study the reliability of distribution systems 
including future electricity customers. In fact, the 
future electricity customers have higher expectations 
from the power system than before. They demand for 
higher electric supply reliability, and may choose to 
actively participate in demand side management 
(DSM) programs and respond to the electricity rate 
signals, or even use their distributed energy resources 
(DER) in order to save on their electricity bills. In a 
future smart grid, incorporating automated control 
and communication Infrastructure, an effective 
customer-initiated DSM can alleviate the peak load 
and shift part of the demand to off-peak hours, and 
improve reliability of load supply A power system 
reliable communication and cyber infrastructure 
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should be able to transfer the correct information to 
the right individuals within a certain allowable time. 
For example, Advanced Metering Infrastructure 
(AMI) is an indispensable part of the smart grid and 
includes smart meters, communication among 
appliances, meters and the utility, data management, 
etc. Basically, some of the security challenges for an 
AMI are meter authentication in the network, 
maintaining confidentiality for privacy protection, 
and providing integrity for future system upgrades. 
Modeling and reliability evaluation of renewable 
generation systems (e.g. wind turbines) and future 
power distribution systems including a variety of 
customers are the main focus of this dissertation. 
Here, based on the characteristics of the problem, 
distributed modeling approaches and simulation 
methods are essentially used for reliability assessment 
of the future power systems. 
 
Reliability Concept in Power System 
The Reliability of a component or a system is defined 
as the probability that they perform their assigned 
task for a given period of time under the operating 
conditions encountered [17]. In statistics, reliability is 
often denoted by the survival function calculated 
using the cumulative distribution function of the 
failure probabilities, 
 

  ݏ݀ (ݏ)݂ ∫ − 1 = (ݐ)ܨ − 1 = (ݐ)ܴ .(ݐ)ܨ
 (1) 

In Eq., (ݐ)ܨ represents the probability that a failure 
happens before time t; ܴ(ݐ) is the reliability function, 
and ݂(ݐ) represents the probability density function of 
failure occurrence. Power equipment and power 
systems are vulnerable to failures occurred due to 
internal or external sources. The failure of a 
component is the inability of a component to perform 
its intended function at a particular time under 
specified operating conditions. A failure is specified 
by its failure rate and repair rate. Failure rate (λ) is 
reciprocal of the mean time to failure, and it is 
defined as the number of failures of a component in a 
given period of time divided by the total period of 
time that component was operating. Repair rate (μ), 
on the other hand, is the reciprocal of the mean time 
to repair, and it is defined as the number of repairs of 
a component in a given period of time divided by the 
total period of time that component was being 
repaired. Failure rates of deteriorating equipment are 
typically explained by the “bathtub curve”. The 
bathtub curve describes product’s lifecycle and 
consists of three intervals. It starts with an infant 
mortality period that has a decreasing failure rate 
followed by a Failure rates of deteriorating equipment 
are typically explained by the “bathtub curve”. The 
bathtub curve describes product’s lifecycle and 
consists of three intervals. The concept of reliability 
in the power system may be interpreted using three 
different categories: 1) adequacy, as the capability of 
the system to meet its demand at all times considering 

scheduled and expected unscheduled outage of the 
elements; 2) security, as the ability of the system to 
withstand disturbances such as a short circuit; and 3) 
quality. 

 
Fig.1Hierarchical levels for power system reliability 

 
Assessment 
There are a number of indices for evaluation of the 
reliability throughout the power system as shown in 
Fig.1. IEEE has developed a number of standards to 
include reliability related definitions and evaluation 
indices; IEEE Standard 762 is for generation 
reliability indices; IEEE Standard 859 includes 
transmission facility reliability indices; and IEEE 
Standard 1366 is for distribution reliability indices. 
Typically, in reliability evaluation of a power 
distribution system dealing with the interruptions, 
three key factors should be considered: 1) frequency 
of the interruptions; 2) duration of the interruptions; 
and 3) severity or extent of the interruption. The first 
two factors are important from both customer and 
utility perspectives, and the third factor could 
represent the number of the customers affected or the 
priority of their loads. In a smart grid structure, 
accommodating distributed generation and active 
customers, a combination of different indices should 
be employed to address the reliability of the system 
from both the customer and grid perspectives. 
 
Reliability Evaluation Methods 
Reliability evaluation methods can be divided into 
two categories: 1) analytical methods and 2) 
simulation methods. In addition, the reliability 
evaluation may be a qualitative study, in which the 
main factors that impact system reliability can be 
determined and prioritized, or a quantitative study, 
where the reliability is assessed through different 
parameters and indices defined and calculated for the 
system or equipment. A number of analytical and 
simulation methods are reviewed in this section. 
 
Fault Tree Analysis (FTA) 
Fault Tree Analysis is one of the most commonly 
used techniques for risk and reliability studies. Fault 
tree analysis is used as a tool to model the failure 
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paths within a system which is important in reliable 
system design and development. As an analytical 
technique, fault tree analysis identifies events that can 
cause an undesired system failure. Therefore, by 
obtaining the probabilities of the causing events, one 
can end up calculating the overall probability of the 
main failure event. Fault trees are built using gates 
and events. Most commonly, fault trees are composed 
of “AND” and “OR” gates, connecting the events 
toward the root failure. If either of a group of events 
causes the top failure to occur, then those events are 
connected using an “OR” gate. On the other hand, if 
all events need to occur to cause the top failure, they 
are connected by an “AND” gate. Each of the failure 
causes may also be further explored to determine the 
failure modes associated with them. However, the 
expansion of the tree is dependent on how much 
detailed data are available from operation history of 
the equipment. 
 
Failure Mode, Effect, and Criticality Analysis 
(FMECA) 
Failure Mode and Effect Analysis (FMEA) is 
considered as a process of ranking the most critical 
parts of a system; and it can be used for efficient 
resource allocation and maintenance scheduling 
based on higher priorities. FMEA is a proactive 
process to determine several key potential failures in 
the system through the comparison of some 
predefined factors, and as a result, it helps increase 
the reliability and availability of that system. This 
process has been used on almost any equipment from 
cars to space shuttles In FMEA study, after 
determination of the failure modes, the main 
calculation procedure comprises of three steps: 
1) The probabilities of the failure modes occurrences 
need to be determined. These may be obtained from 
the previous data for the failed parts. These 
probabilities are then categorized and assigned a 
scaling number; with the lowest number for the least 
probable category. 
2) The rate of severity of each failure mode is 
assigned and scaled due to the consequences of the 
failure and the amount of damage to the equipment. 
3) Another scale number is assigned to the fault 
detection possibility; with the lowest number to the 
most likely detection of the failure. The outcome of 
this study is the Risk Priority Number (RPN) which is 
calculated by multiplying all these three scale 
numbers. The RPNs are then ranked in order of 
importance. Although FMEA has proven to be 
essential in various industries, there are some 
shortcomings with this method. Inherently, FMEA is 
a qualitative approach and the value of RPN is not 
conclusive unless it is used in comparison with other 
RPNs from other parts of a system, for prioritization 
purposes. This method also requires scaling of 
different affecting parameters and so far, there is no 
one-fits-all method for a proper scaling. 
Markov Processes 

A Markov process is a stochastic process in which 
given the present state of the system, the future 
behavior only depends on the present and not on the 
past. This is usually referred to as the Markov 
Property. A Markov Process is typically defined by a 
set of discrete states. At each state, there are a number 
of possible events which define the transitions 
between the current and the next state of the process. 
In a continuous time Markov process, it is assumed 
that the duration of time spent at each state is 
exponentially distributed and the transitions between 
the states are defined using a transition rate matrix. 
Markov processes can be used for reliability 
assessment of power systems. In a component level, a 
simple state space representation includes two states: 
Up (working) and Down (not working). This basic 
model is called binary-state model, and may be 
extended to include certain state dependencies, for 
example among failures of different components or 
between a component state and the change in 
operation condition, by adding associated states to the 
model. Comprehensive models of the power system 
are  capable to consider deterioration stages, 
inspection, and different types of maintenance and 
repairs for a more accurate representation of the 
components in an actual system 
 
Other Analytical Methods 
There are a number of other analytical methods used 
for reliability evaluation of power systems, such as 
Minimum Cut-set method, and Network Reduction 
method. These techniques involve reducing the 
number of components, by grouping series or parallel 
components together. The basic analytical equations 
include reduction of two components in series or 
reduction of two components in parallel into single 
equivalent components as shown by Fig. In this 
figure, ߣ and ߤ represent failure rate and repair time, 
respectively. 
 
Monte Carlo Simulation (MCS) 
As an alternative to the analytic approaches, Monte-
Carlo simulation may be used to model and evaluate 
the reliability of the power systems. The data required 
for this method include statistical component failure 
and repair information as well as system 
configuration. Randomly generated samples of 
failures and restoration times based on the probability 
distribution of the statistical data provided are used to 
calculate one set of numeric results for reliability 
indices. By repeating the process with new random 
values sampled from input probability distributions, 
new possible values for reliability indices are 
calculated. After large number of iterations, the 
expected reliability of the system is calculated, where 
the values calculated for each reliability index can be 
represented by a probability distribution for that 
index There are two different categories of MCS 
methods: 1) sequential; and 2) non sequential. In a 
non-sequential MCS, the samples are taken without 
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considering the time dependency of the states or 
sequence of the events in the system. Therefore, by 
using this method, a non-chronological state of the 
system is determined. On the other hand, a sequential 
MCS can address the sequential operating conditions 
of the system, and may be used to include time 
correlated events and states such as renewable 
generation, demand profile, customer decisions, etc., 
which is advantageous for power system reliability 
assessment. The sequential MCS has been used for 
modeling in different sections of this dissertation. 
 
The MCS methods have also been divided based on 
the approach used for the  sampling. Three common 
sampling approaches in MCS are: 1) state sampling 
approach; 2) system state transition sampling 
approach; and 3) state duration sampling approach. In 
the state sampling approach, which is non-sequential, 
the condition of each component is determined based 
on a uniformly distributed random variable between 0 
and 1. If the random variable is larger than the failure 
probability, the component is in the Up state, and 
otherwise, it is in Down. The overall system state at 
each point in time is the combination of all 
component states. The disadvantage of state sampling 
method is that it does not consider the repair duration 
of the system components. In the state transition 
sampling approach, the transition probability from 
one state to another state is considered for sampling. 
Finally, the state duration sampling is based on the 
component Up and Down state duration distribution 
functions. This method is suitable to determine the 
duration of components states in a chronological 
manner and may be used for power system reliability 
assessment. 
 
RELIABILITY OF DISTRIBUTED ENERGY 
RESOURCES (DER) 
 
DER  Reliability Assessment (e.g. wind turbines) 

1. Fault Tree Analysis 
2. Failure Mode, Effect, and Criticality 

Analysis 
3. Markov Processes 
4. Monte Carlo Simulation 
5. Hybrid Analytical-Simulation Approach 

 
Distributed energy resources (DER) will play a 
critical role in the reliability and efficiency of the 
emerging smart grid. In general, DER may consist of 
the following components: 1) distributed generation 
(DG), such as diesel engine, microturbine, 
photovoltaic (PV) system, wind power generation, 
etc. 2) energy storage such as batteries and 
capacitors; and 3) Demand Response (DR) by making 
informed load changes in response to electricity price 
over time. Distributed generation may generally be 
categorized into conventional and renewable 
generation systems. Recently, increasing concerns 
about climate change, improved manufacturing 

technology, and cost reduction have been the major 
drivers toward integration of wind and PV power 
generation systems as distributed energy resources. 
Renewable DERs used in a distribution system are 
usually a combination of distributed intermittent 
generation, and a storage system. In fact, distributed 
electricity generation and storage systems can 
contribute to peak load alleviation, investment 
deferral, voltage regulation, power loss reduction, 
etc.. The infrastructure of the smart grid, 
incorporating real-time communication and control 
commodities, can well accommodate the efficient 
operation of these energy resources  The smart power 
distribution system will improve DER integration and 
DR by providing more efficient controllability and 
incentives based on dynamic electricity rates, in the 
near future [7]. Integration of the DER into the smart 
grid affects the performance metrics of the system, 
such as reliability. 
 
DER Reliability Assessment (e.g. wind turbines) 
A power distribution system includes a variety of 
components such as renewable generation and storage 
system, power lines, transformers, etc. In order to 
effectively evaluate the reliability of the overall 
distribution system, it is important to first study the 
reliability of each component of the system. 
Distribution energy resources are important 
components of the future distribution systems, and 
therefore, their reliability should be analyzed. For 
example, as the number of wind turbines is rising, 
new reliability challenges are introduced to the smart 
grid. Wind turbine reliability studies are essentially 
critical in the design stage of the wind power 
generation systems, and they have been addressed in 
quite a few research studies  On the other hand, the 
outcome of the reliability study for individual wind 
turbines is valuable in the operation stage, as well. It 
should be noted that the wind power generation 
depends on the wind speed which is a stochastic 
variable. In addition, exposure to outdoor weather 
condition and numerous rotating parts operating at 
high elevation make wind turbines more vulnerable 
and critical from the reliability perspective. The 
uncertainties related to wind generation can cause 
complications for the owners of the wind farms in 
order to estimate the day-ahead energy generation 
inquired by the market, where, off estimation, 
imposes penalties to them. Therefore, reliability 
evaluation and proper maintenance scheduling are 
indispensable to predict the expected energy not 
served, and to minimize the loss of the wind turbines 
failures and unavailability 
 
Fault Tree Analysis 
Reliability of a single wind turbine can be determined 
given the historical failure data of its parts using Fault 
Tree analysis.This proposed fault tree for the wind 
turbine including major failure causes. These failures 
are significant enough such that the failure of each 
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component can stop operation of the entire wind 
turbine; and therefore, they are connected by “OR” 
gates in the diagram. Each of the failure causes may 
also be further explored to find the failure modes 
associated with them. However, the expansion of the 
tree is dependent on how much detailed data are 
available from operation history of the wind turbines. 
The essential input to the reliability model are the 
failure data coming from the operation of the wind 
turbines. These data may be categorized by the type 
of wind turbines which they belong to. Hence, the 
reliability of each turbine configuration can be 
studied separately, and compared to one another. 
Another approach is to divide the statistics based on 
the time of the year (e.g. seasonal) in order to 
incorporate the effect of weather changes in wind 
turbine reliability assessment. 
 
Failure Mode, Effect, and Criticality Analysis 
(FMECA) 
However, there are some shortcomings with using 
FMECA for wind turbines. First, researchers have to 
either define their own rating scales or adopt other 
developed tools which are not specifically designed 
for wind turbines, and, so, the result may not 
necessarily represent the true priorities of the wind 
generation system. In addition, there are a variety of 
wind turbine types with different structures and it is 
not possible to assign the same set of scale numbers 
for all of them. For example, the damage to a 
synchronous generator in a direct drive wind turbine 
is generally more severe and more costly than an 
induction generator in a fixed speed wind turbine. 
Another issue with the current calculation method is 
that, the evaluated RPN doesn’t inherently 
discriminate between a highly severe but low 
probable failure mode and a less severe with higher 
occurrence probability. In order to resolve these 
problems, we propose a modified process for 
FMECA analysis where the prioritization of the 
failure modes is based on numbers representing the 
cost consequences. In fact, the proposed method 
incorporates the cost associated with each failure 
mode, called Risk-Based FMEA (RB-FMEA). 
Limited use of this concept has been reported in the 
literature. We believe it is more realistic to consider 
cost which is the common language among different 
sectors of turbine design, operation and maintenance. 
In addition, RB-FMEA is a quantitative approach 
whose outcome is proportional to the equipment 
performance, and so can easily be compared with 
costs of different maintenance strategies or design 
improvements in order to make an optimum In order 
to resolve these problems, we propose a modified 
process for FMECA analysis where the prioritization 
of the failure modes is based on numbers representing 
the cost consequences. In fact, the proposed method 
incorporates the cost associated with each failure 
mode, called Risk-Based FMEA (RB-FMEA). 
Limited use of this concept has been reported in the 

literature. We believe it is more realistic to consider 
cost which is the common language among different 
sectors of turbine design, operation and maintenance. 
In addition, RB-FMEA is a quantitative approach 
whose outcome is proportional to the equipment 
performance, and so can easily be compared with 
costs of different maintenance strategies or design 
improvements in order to make an optimum 
 
Proposed RB-FMEA Process 
Given the failure modes, the proposed RB-FMEA 
procedure is described by the following steps, where 
the calculations are presented subsequently. 

 Given that the equipment has failed, 
determine the probability of occurrence of 
each failure mode, ܲܨ, based on the 
historical data. 

 Determine the probability of not detecting 
the failure, ܲܰܦ. 

 Calculate the cost consequence of the 
failure, ܨܥ . 

 Calculate the risk of each failure mode, 
called Cost Priority Number (CPN), by 
multiplying the probabilities and the cost 
calculated in the previous steps. 

 
                        (݅)ܨܥ × (݅)ܦܰܲ × (݅) ܨܲ = (݅)ܰܲܥ

(2) 
 
where, “݅” is the index of ith failure mode. The 
calculated CPN is expressed in dollars and can easily 
be compared for different failure modes. ܲܰܦ is 
calculated by dividing the number of actual failures, 
 ,to the total Number of Failure Vulnerabilities ,ܨܰ
 , ܸܨܰ
 

             (݅) ܸܨܰ/ (݅) ܨܰ= (݅)ܦܰܲ
 (3) 

 
RB-FMEA for Wind Turbines 
Failure probability of each failure mode is calculated 
from the contribution of that failure mode in the 
interruption of the wind turbine operation. The 
limiting factor in RBFMEA study of wind turbines is 
that the detailed failure data are not available for all 
of the failure modes. Today, the number of reports 
providing statistics on failure probabilities is 
increasing. Some of these statistics have been 
categorized based on the capacity of the wind 
turbines, while some others have been divided 
according to the type of the wind generation system 
There are different approaches to detect the probable 
failure modes as categorized. The common 
approaches are through inspection or while the 
turbine is being maintained. However, the fastest and 
the most reliable method is condition monitoring 
which can increase the availability of wind turbine 
considerably by using online systems. By having a 
condition monitoring system, the probability of not 
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detecting the failure decreases to the failure 
probability of the human error or the monitoring 
system itself. The cost representing failure criticality 
should include repair or new part expenses, duration 
of the repair, etc., which are specific for each wind 
turbine type and provided by the wind farm owner for 
the study. 
 
Markov Processes 
For a complete reliability study of DER, one should 
consider the impact of the DER on the grid as well as 
modeling the loads. In a case of wind turbine 
reliability, Markov Processes allow for modeling the 
time domain operation of a group of wind turbines (as 
a wind farm) considering failure and repair of wind 
turbines, wind speed changes, and the load profile. 
Calculation of time-based reliability of a wind farm is 
beneficial for site selection and long-term electricity 
production estimation as well as short-term 
operations, especially in deregulated energy market 
where the owner of a wind farm needs to evaluate 
cost-benefit of alternative decisions at different times 
while providing an acceptable level of reliability. 
Typically, in order to evaluate the reliability of wind 
farms, a two-state Markov model of “working” or 
“failure”, is used to present equipment such as wind 
turbine. Using this model, the number of states for a 
wind farm with N number of wind turbines will be 
2ܰ. Since there are tens and sometimes hundreds of 
wind turbines installed in today’s wind farms, this 
modeling approach increases the number of states 
dramatically. According to the formulation of 
continuous-time Markov processes, state probabilities 
of wind farm model can be expressed by an (ܰ + 1) 
element row vector, P, which should satisfy the 
following differential equation 
 (4)------------  ×  =ݐ݀/݀
where,  is the matrix of transition intensities. The 
elements of this square matrix are probability per 
time unit that the system makes a transition from one 
state to another. The values of each row sum up to 
zero in order to conserve the rule that the probability 
mass flow out of each state should go to other states 
 
Hybrid analytical-simulation approach 
Another important factor to be considered for 
reliability assessment of equipment, such as a wind 
turbine, is maintenance. Usually, during maintenance, 
the equipment should be taken out of service for 
technical and safety reasons. Therefore, maintenance 
impacts the availability and reliability of the 
equipment, and it is critical to be modeled and 
optimized such that a certain required level of system 
reliability can be met. Maintenance is a critical issue 
particularly for systems such as wind turbines which 
are typically installed in remote areas and are not 
easily accessible or may require special maintenance 
equipment, such as a crane. In addition, maintenance 
may be influenced by crew constraints. For example, 
in the case of simultaneous failures or multiple 

warnings from condition monitoring systems on a 
wind farm, a limited number of maintenance crew 
may cause additional maintenance delays. The hybrid 
analytical simulation approach proposed intends to 
provide a model for the operation and maintenance 
(O&M) of a deteriorating system, such as a wind 
turbine, determine the optimum maintenance, and 
address the effect of maintenance constraints on the 
availability and total gain (average revenue per unit 
time) of the system. The process for the proposed 
analytical and simulation-based modeling can be 
summarized as follows: 
A. Build a SMDP model for operation and 
maintenance of a wind turbine, considering 
equipment deterioration, failure, inspection, and 
maintenance rates. 
B. Define the types of maintenance and decision 
options at different deterioration stages. Different 
combinations of possible maintenance decisions 
determine a set of applicable maintenance scenarios. 
C. Determine the optimum maintenance policy based 
on SMDP under various decision frequencies. 
Decision frequency is the rate at which the 
maintenance is feasible considering the actual 
operational constraints. Therefore, in this step, an 
optimum maintenance policy is determined for each 
decision frequency. 
D. Develop an MCS-based model according to the 
state diagram of Step A and determine the optimum 
maintenance policy. In this step, MCSs are run 
iteratively for each possible maintenance policy; and 
the expected gain for each scenario is determined. 
The optimum policy is the one with the highest 
expected gain. 
E. Validate the MCS-based model by comparing the 
results from Steps C and D. 
F. Study the effect of maintenance constraints, such 
as maintenance lead time and repair crew readiness, 
on availability and cost of a single wind turbine and a 
group of wind turbines on a wind farm with the MCS 
model. 
 
Analytical approach 
The state transition diagram of the analytical semi-
Markov processes model is comprised of three 
operating states, {3 ,2 ,1}= ݅ ; ݅ܦ representing three 
deterioration stages where 1ܦ implies “like new” 
condition and the condition of equipment deteriorates 
by moving toward 3ܦ .Eventually, the deterioration 
leads to a failure state, 1ܨ , where it would require 
substantial repair in order to bring the equipment 
back to its initial working state. There is also another 
type of failure due to random events denoted by 0ܨ. 
In this model, λ and μ represent transition rates 
between adjacent states, where ݅ߣ is a random failure 
rate originating from ݅ܦ ; and ({1 ,0} = ݆) ݆ߤ is the 
repair rate after failure ݅ܯ . ݆ܨ and ݉݅ denote major 
and minor maintenance at the deterioration stage, ݅, 
respectively. Following a maintenance activity, 
equipment should be in a better condition; however, 
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there is a possibility that its condition worsens due to 
defects in replacement parts or human error. 
Therefore, the next state after visiting an ݅ܯ or ݉݅ 
state can be either one of the ݅ܦ states or an 1ܨ state; 
and their transition rates are denoted by ݅ܦ− ݅ܯߣ, 
 The rates of .1ܨ −݅݉ߣ and ,1ܨ −݅ܯߣ , ݅ܦ−݅݉ߣ
leaving the major and minor maintenance states, ߤM 
and ߤm, are the same at each deterioration stage and 
can be defined using the equations respectively. 
These rates are inversely related to the duration of the 
maintenance. 
 
Simulation approach 
A MCS model is developed based on the same set of 
states described for SMDP using Rockwell Arena 
software. The model developed is illustrated in Fig. 
3.13 where the wind turbine enters the simulation 
environment and travels within the state space for a 
designated lifetime. Then the simulation is repeated 
with the required number of replications to determine 
confidence intervals. The majority of the states in the 
SMDP configuration are modeled by three 
components representing sojourn time, expected 
reward, and transition probabilities, in the Arena 
model. First, the block representing the sojourn time 
imposes a delay with a desired probability 
distribution. Next, the expected reward associated 
with that state is allocated. Finally, a decision block is 
used to assign transition probabilities between the 
states. The failure states, 0ܨ and 1ܨ, do not require 
the third component mentioned above because the 
next state after a failure is always 1ܦ. In each 
iteration of the MCS, the equipment starts at D1 and 
travels through the states based on the probabilities 
defined. At the end of the simulation, Arena 
calculates the expected output parameters, such as the 
average gain and the availability of the system. 
 
Smart Power Distribution Systems 
A power system, as a critical energy-providing 
structure, must continuously adopt new technologies 
in order to improve its efficiency in terms of reliable 
operation and cost. Smart grid is a general term 
recently used to label the emerging power grid 
resulting from current technological adoptions in 
power systems [6]. This new type of grid incorporates 
recent improvements in different areas of engineering 
and science and, for the most part, in communication 
and networking in order to operate more efficiently 
[5]. As more real time data become available through 
the sensory devices, the power system becomes more 
alert and responsive to the potential contingencies 
and the reliability of the system may be improved. A 
smart grid in a power distribution system may be 
called a “smart power distribution system” which 
accommodates new types of loads/generations, such 
as electric vehicles/distributed renewable generation 
(wind, PV), etc. In a conventional power distribution 
system, most of the demand side management 
programs consider the load control problem from the 

grid’s perspective. In a smart distribution system, 
however, the bidirectional data flow and 
interoperability between the end-user equipment and 
the grid have created an opportunity to optimize an 
individual customer’s power consumption, and, at the 
same time, enhance the overall system-wide 
operation of the grid through peak load alleviation. In 
other words, the customers’ objective to minimize 
their electricity bills is in agreement with the grid’s 
intention to flatten the total demand curve. Electrical 
engineers are required to model and study the future 
power distribution system including its new types of 
customer loads as well as the behavior of the 
customers, in order to operate and plan for the system 
reliably and efficiently. In a smart power distribution 
system, due to the large number of potentially active 
consumers diversely distributed in the system, it is 
difficult to grasp the overall aggregated behavior of 
the consumers. Therefore, in recent years, more 
research efforts have focused on distributed 
approaches for demand-side modeling and control. 
 
Modeling of Smart Distribution Systems (SDS) 
With the advent of the smart grid and smart power 
distribution systems, many recent studies have 
focused on simulating these systems and interactions 
between the customers and the grid with different 
perspectives, such as cost reduction, efficient load 
management, etc. It is challenging to include 
unpredictability and dynamism introduced to the 
future power system as a result of supplying a large 
number of Consumers with varying demands and 
renewable generation volatilities, each with their own 
aims and priorities, operating within an uncertain 
environment affected by the power system 
contingencies and the outcomes of actions taken by 
individual customers. Due to these complexities, 
there may be many details and approaches to model a 
smart grid. In this dissertation, we propose three 
models of smart distribution system that can be used 
for power system studies, such as reliability 
assessment. These models are developed using 
different simulation programs and with different 
perspectives. Hereafter, we call these models SDS 
(smart distribution system) model-I, model-II, and 
model-III. The software used for these three models 
are Repast symphony, MATLAB, and Dig SILENT 
Power Factory, respectively. 
 
SDS Reliability with Demand Side Management 
The SDS Model-III is used to determine the impact of 
the DSM on reliability of a smart distribution system. 
A number of recent research studies have considered 
the impact of incorporating Distributed Energy 
Resources, such as electric vehicles and distributed 
generation-storage systems, on DSM and system 
reliability. The effects 
of DSM on the adequacy of power generation have 
been previously studied in the literature. It has been 
indicated that the highest reliability benefit of DSM 
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in terms of outage cost reduction is associated with 
the large user sectors rather than small residential and 
agricultural loads. In [21], the authors have discussed 
the effect of demand response on distribution system 
reliability, but their work is a conceptual 
representation of a framework and does not include 
case study analysis and results. Another study 
evaluates the effectiveness of two DSM schemes on 
reliability improvement of a distribution system [22]. 
However, this research is limited by some specific 
scenarios and does not include load flow analysis for 
reliability evaluation. Here, we determine the impact 
of DSM strategies, such as Load Shifting and Energy 
Conservation, on the reliability of the smart 
distribution systems. Following a contingency in the 
system, the faulted area of the system is quickly 
isolated but part of the loads in that area may still be 
restored automatically. In a normal operation of a 
distribution system a number of normally open 
switches are used to separate different feeders and 
create a radially operated network. These switches 
may be used to restore the power to the areas 
disconnected when a failure occurs in the system 
[21]. Each contingency initiates a scenario handled by 
simulating the system’s automated sequential 
reactions. The post-fault operational steps include: 

 Fault clearance using the protection 
components of the system. 

 Fault isolation by opening separating 
switches. 

 Power restoration by closing normally open 
switches of the system. 

 Load flow study of the restored distribution 
system. 

 Load shedding for overload elimination. 
 Load shedding in case of voltage constraint 

violations. 
 Taking the system back to the pre fault 

configuration after the completion of the 
repair. 

 
Optimum DER Capacity for Reliable SDS 
While it is critical to supply the electric loads of the 
smart power distribution system reliably, it is also 
important to minimize the costs of the resources and 
operation of the equipment. The challenge in 
minimizing the electricity costs of a customer of a 
SDS is determining the optimum capacities of the 
renewable generation-battery system best suited to 
that customer’s electricity management system. The 
optimum capacities depend on various factors, such 
as electricity rates, stochastic behavior of renewable 
resources, load profile, and grid connection policies. 
Here, we aim to obtain the optimum capacity of DER 
such as a renewable generation and storage system 
for the residential customers of the future power 
system. It should be noted that determining the 
optimum capacity for the renewable generator and the 
battery is a planning problem which should include 

the behavior of the customers in the optimization 
process. 
 
CONCLUSION 
 
There are two main goals planned for this 
dissertation. First, due to the increasing number of 
distributed and renewable energy resources in the 
power system and the uncertainties involved 
regarding their reliable operation and availability of 
their output generation, the first goal was to model 
the operation and evaluate the reliability of wind 
turbines as renewable-based generators. Next, 
considering the future power system infrastructure 
accommodating the renewable generation, energy 
storage, advanced customer initiated demand side 
management, and the urge for improving the 
reliability and availability of electricity to the 
customers, the second goal was to provide 
corresponding models and methods to evaluate and 
improve the reliability of future power distribution 
systems. A summary of the contribution of this 
dissertation is provided as follows: 
 An improved FMEA method was proposed for 

reliability evaluation of renewable generation, 
such as wind turbines. The improvement was 
required in order to overcome the previous 
shortcomings including difficulty to determine 
the failure modes severity with diverse types of 
wind turbines, and limited and qualitative results. 
The proposed RB-FMEA method is a cost 
initiated quantitative approach whose outcome is 
proportional to the equipment performance. The 
case study and sensitivity analysis showed the 
simplicity of the method and its application to 
determine the failure costs under different 
restrictions, electricity rates, and fault detection 
strategies. 

 A Markovian model was proposed to evaluate 
the reliability of wind farms where each state of 
the model represented the number of similar 
wind turbines working at a time in order to 
reduce the computational burden compared with 
a two-state Markov model. The model was used 
for both short-term time dependent reliability 
evaluation, which can be employed for 
operational planning and maintenance, and long-
term reliability assessment, which is suitable for 
determining the expected loss of load and wind 
power generation in the long run. 

 
A hybrid analytical-simulation approach was 
proposed for reliability assessment and maintenance 
optimization of renewable generation systems such as 
wind turbines. The proposed method was based on 
the Markov decision processes and Monte Carlo 
simulation methods in order to overcome the limits of 
each individual method, namely model complexity 
and large number of iterations, respectively. Using 
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this approach, wind farm maintenance planners and 
asset managers are able to 
(1) Determine the optimum type and frequency of 
maintenance for the wind turbines; 
(2) Study the effect of maintenance and repair 
resource restrictions on the availability and costs of 
the wind farm; (3) Run cost/benefit studies to allocate 
the proper number of technicians for maintenance and 
repair, taking into consideration the costs of wind 
farm unavailability and additional crew employment. 
A number of simulation approaches for reliability 
evaluation were proposed which could address 
different aspects of future power distribution systems. 
Reliability was assessed from both the system and 
customer point of view by applying a number of 
commonly used and newly defined indices. Several 
case studies were analyzed to determine and improve 
the reliability of future power systems impacted by 
various features, such as: 

 Diversity of active customers from different 
sectors; 

 Different demand side management 
programs; 

 Communication and power transactions 
among neighboring customers; 

 Type and capacity of integrated renewable 
generation and  storage systems. 
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